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Abstra t

In this paper, we present a methodology to apply utilization-based admission ontrol
to provide hard real-time ommuni ation in a s alable fashion. We make admission
ontrol s alable by using a on guration-time test to determine a safe utilization level of
servers. Admission ontrol at run-time then is redu ed to simple utilization tests on the
servers along the path of the new ow. Furthermore, we dis uss how appropriate route
sele tion improve utilization levels, design a safe route sele tion heuristi algorithm to
a hieve high utilization of resour es, and derive two bounds on the maximum utilization
level for given traÆ in a network. We ompare the results of our route sele tion
heuristi s with that of a shortest-path based algorithm, and nd that our heuristi s
an a hieve a mu h higher maximum utilization level than that of the shortest-path
based algorithm.
admission ontrol, end-to-end deadline, real-time servi es, QoS guarantees, and Di erentiated Servi es.
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1 Introdu tion
This paper presents a methodology to apply utilization-based admission ontrol to provide
hard real-time ommuni ation in a s alable fashion. By hard real-time, we mean that pa kets
are delivered from their sour es to the destinations within their end-to-end deadlines. Pa kets
delivered beyond their end-to-end deadlines are onsidered useless. By s alable, we mean that
we want to support a large number (say, hundreds of thousands) of ows over a network,
while at the same time allowing for high resour e utilization.

1.1 Integrated and Di erentiated Servi es
The Integrated Servi es (intserv) ar hite ture of the IETF [1℄ is a good example to illustrate
the types of problems en ountered in admission ontrol for large systems. In Integrated
Servi es, ea h ow is stri tly managed rst by admission ontrol at ow establishment time
and then by pa ket s heduling during the lifetime of the ow. At establishment time, the
ne essary resour es for the new ow are allo ated, and during the lifetime, the ow is poli ed
to ensure that abnormal behavior of a ow does not a e t other ows. This ne essitates
that information about every ow is kept by ea h node along the path for admission ontrol
and pa ket forwarding purposes.
Integrated servi es are diÆ ult to deploy in large-s ale high-speed internetworks, as they
do not s ale well, for two reasons: rst, routers are required to maintain status information
of ows and s hedule pa kets for large numbers of ows. Se ond, as the number of ows
in reases, the run-time overhead in urred for ow establishment and tear-down in reases
as well. The intserv ar hite ture, therefore, does not provide s alable QoS guaranteed
servi es, due to overhead both at ow establishment and during the ow lifetime.
To make ommuni ation servi e s alable, the overhead of both admission ontrol during
ow establishment and pa ket s heduling during the ow lifetime must be largely independent of the number of ows in the system. One way to a hieve this is to aggregate user-level
ows: for example, in the Di erentiated Servi es (diffserv) Ar hite ture [31, 32, 33℄, individual user-level ows are assigned to only a small number of prede ned lasses. Pa kets in
ea h lass are served by a lass-based s heduling poli y, su h as lass-based stati priority,
or lass-based weighted-fair-queuing [4, 5℄. As a result, nodes are aware only of aggregations
of ows. Ea h edge router is supposed to aggregate the individual ows into a small number
of su h aggregate ows.
While the bene ts of ow aggregation in terms of redu ed overhead for pa ket s heduling
are lear, the question of how to take advantage of ow aggregation for s aling of admission
ontrol remains to be answered. In this paper, we address this question in the ontent of
diffserv ar hite ture.

1.2 Utilization-Based Admission Control
Utilization-based methods do impli itly, but naturally rely on workload aggregation to provide s alable and robust s hedulability testing and admission ontrol me hanisms. All these
te hniques de ne a utilization level below whi h all the workload using the resour e is guaran1

teed to meet its deadline. This utilization level is sometimes alled the worst- ase a hievable
utilization (WCAU) for that resour e [3℄. The WCAU an then be ompared against the
resour e utilization during s hedulability testing at design time or during admission ontrol
at run time to determine whether the workload an be guaranteed to meet its deadlines. A
variety of WCAU's for di erent settings have been found, e.g., 69% and 100% for preemptive
s heduling of periodi tasks on a single server using rate-monotoni and earliest-deadline- rst
s heduling, respe tively [2℄, or 33% bandwidth utilization for s heduling syn hronous traÆ
over FDDI networks [3℄.
Unfortunately, previous work on utilization-based methods to provide end-to-end delay
guarantees in distributed systems has been limited. WCAU's have been derived for single
servers only, or for some shared servers (like token rings), and an therefore be used only
indire tly for systems with multiple servers. This is typi ally done by deriving the lo al
delay of a ow on ea h single server from that server's utilization, and then adding the lo al
delays on all the servers used by the ow.
Most previous studies on utilization-based methods also assumed that either the traÆ
arrival for ea h ow is well behaved at the server, or that the traÆ for ea h ow is ontrolled by some sort of workload regulation. Workload regulation in networks an be done
expli itly, with the use of traÆ shapers, or is inherently part of servers with guaranteed-rate
s hedulers, su h as weighted-fair-queuing (WFQ) [23, 24℄ ,virtual lo k (VC) [11℄, or others.
Unfortunately, workload regulation in the network relies on identifying individual ows to
regulate, thus eliminating ow aggregation for pa ket forwarding. While the assumption on
workloads being well behaved at the rst server may hold, it does not so in systems where
ows traverse multiple servers and therefore be ome more and more jittered as they do so.
In this paper, we derive a highly s alable utilization-based me hanism to perform admission ontrol in omputer networks that allow for workload aggregation.

1.3 Main Results of This Paper
One of the main results in this paper will be to omplement the existing WCAU for single
server systems: We will des ribe a simple algorithm to test whether, for a given utilization
level, a set of workloads with end-to-end delay requirements an be guaranteed to meet its
deadlines over a network of servers. In parti ular, we make admission ontrol s alable by
using a on guration-time test to determine a safe utilization level of servers. Admission
ontrol at run-time then is redu ed to simple utilization tests on the servers along the path
of the new ow.
The rest of the paper is organized as follows. In Se tion 2, we des ribe previous work and
our motivation. The underlying network and traÆ models for this paper are introdu ed
in Se tion 3. In Se tion 4, we give a short overview of the omponents needed to enable
our admission ontrol me hanism. We des ribe the various on guration steps and the
underlying delay omputation formulas in Se tion 5. In Se tion 6, we illustrate with an
experiment that the utilization bounds on assignments are high. A summary of this paper
and motivation of future work are given in Se tion 7.

2

2 Previous Work
A number of s hemes have been proposed to deploy network servi es that provide QoS
guarantees. As des ribed earlier, the intserv ar hite ture is one of su h e orts. One step
further, the difserv ar hite ture [31, 32, 33℄ takes s alability issues into a ount.
Among the QoS guarantee omponents, our main interests are admission ontrol and
pa ket s heduling, in terms of end-to-end delay guarantees for real-time servi es. As far
as these two te hni al aspe ts are on erned, mu h resear h has been proposed in the last
de ade. First, with some traÆ models, a number of end-to-end delay al ulation methods
have been proposed [13, 14, 19, 20℄ for a large variety of pa ket s heduling me hanisms
[11, 15, 17, 21, 23, 24, 34℄. Finally admission ontrol has been investigated as well [16, 18, 22℄.
Mu h of this work addresses admission ontrol and pa ket s heduling. Some of it deals with
meeting end-to-end delay requirements.
Some of the proposals have been implemented and deployed, for example, NetEx, RSVP,
and Tenet. NetEx [6, 7℄ is an example of an implemented system based on extensions of
Cruz's methodology for delay analysis [8, 9℄. Essentially, NetEx provides onne tion-oriented
real-time ommuni ation servi e by relying on stri t admission ontrol [10℄. Tenet S heme
II [26℄ uses a two-pass resour e allo ation s heme, with extensive fun tionality needed for
multi-party ommuni ation. RSVP [25℄ has been proposed as the signaling and resour e
reservation proto ol in the intserv ar hite ture. One ommon point of all these systems
is their limited s alability. While they provide real-time servi es, they are not s alable to
a large s ale internetwork due to their run-time overhead in admission ontrol and pa ket
s heduling.
Re ently, a number of e orts have fo used on redu ing the negative e e t on s alability
aused by ow awareness in the signaling proto ols. Sto a and Zhang [12℄ move per- ow
information from the ore routers to the edge of the network by relying on pa kets ontaining the ow state information whi h ore routers rely on for admission ontrol and pa ket
s heduling. The result is that the ore router doesn't need to maintain per ow information
anymore but infers it based on the information arried with the pa ket. The storage of
per- ow information has moved to the edge router from the ore router, at the expense of
additional s heduling overhead at routers and a degree of in ompatibility with the traditional
IP proto ol. We believe that to be s alable over a wide variety te hnologies, the ore router
should serve pa kets with lass-based information only, thus rely on ow aggregation.
For the diffserv ar hite ture, mu h resear h needs to be done to provide end-to-end
delay guarantees. In this paper, we propose a methodology of admission ontrol and pa ket
forwarding s hemes that guarantee end-to-end delays for all ows within a di erentiated
servi e network [32℄. By having o -line end-to-end delay omputation, our admission ontrol
omplexity is de nitely lower than those of [6, 7, 8, 9, 10, 12, 26℄, while guaranteeing end-toend delay deadlines for all ows. Also, we argue that our system's run-time overhead should
be lower than that of [12℄, be ause we use lass-based stati priority s heduling. To the best
of our knowledge, this is the rst proposal addressing s alable end-to-end delay guarantees
for di erentiated servi es networks.

3

3 Network and TraÆ Models
In this se tion, we des ribe the model and de ne the terminology that will be used in the
following se tions.
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Figure 1: A Simple Illustration of A Network

Network, Routers, and Links The di serv ar hite ture distinguishes two types of
routers: Edge routers are lo ated at the boundary of the network, and provide support
for traÆ poli ing. Core routers are within the interior of the network. We assume all
routers to have N input links, and all output links to be of apa ity C , in bits per se ond.

A router is onne ted to other routers or hosts through its input and output links. Demand
of transmitting pa kets may temporarily ex eed the apa ity at an output link in a router,
and thus pa kets may su er some queuing delay at the output bu er. This delay depends
on the load of the output link, its apa ity, and the adopted s heduling poli y.
For the purpose of delay omputation, we follow standard pra ti e and model a router
as a set of servers, one for ea h router omponent, where pa kets an experien e queuing
delays. Pa kets are typi ally queued at the output bu ers, where they ompete for the
output link. We therefore model a router as a set of output link servers. All other servers
(input bu ers, non-blo king swit h fabri , wires et .) an be eliminated by appropriately
subtra ting onstant delays in urred on them from the deadline requirements of the traÆ .
Consequently, the network an be modeled as a graph G = (S; E ) of onne ted link
servers. The link servers in set S are onne ted through either links in the network or paths
within routers, whi h both make up the set of edges E in the graph. We use L to denote
the diameter of G, i.e. the maximum length of the shortest paths in G between any pair of
hosts.
We assume that at ea h link server, a ertain per entage of bandwidth is reserved for
individual traÆ lasses. Let i denote the per entage of bandwidth reserved for Class i.
4

It is the responsibility of the admission ontrol module to ensure that the bandwidth usage
of individual lasses does not go beyond the reserved portion. This is ne essary to provide
isolation among lasses and hen e to guarantee end-to-end delays to the ows in ea h lass.

Flows and Paths We all a stream of pa kets between a sender and re eivers appli ation
servi e a ess points a ow. Pa kets of a ow are transmitted along a single path, whi h we

model as a list of link servers.

Classes of Servi e Following the diffserv ar hite ture, ows are partitioned into lasses.

QoS requirement and traÆ spe i ations of ows at the entran e to the network are de ned
on a lass-by- lass basis.
In order to appropriately hara terize traÆ both at the ingress router and within the
network, we use a general traÆ dis iples in form of traÆ fun tions and their independent
ounterpart, maximum traÆ fun tions.

DEFINITION 1 The traÆ fun tion fi;k;j (t) is de ned as the amount of the traÆ of Class
i arriving at Server k at input link j during time interval [0; t).
TraÆ fun tions are umbersome to handle and not of mu h help in admission ontrol, as
they are time dependent. A time-independent traÆ hara terization is given by the traÆ
onstraint fun tion, whi h is de ned as follows [8℄:

DEFINITION 2 Fun tion Fi;k;j (I ) is alled the traÆ onstraint fun tion of fi;k;j (t) if, for
any t > 0 and I > 0,
fi;k;j (t + I ) fi;k;j (t)  Fi;k;j (I ):
(1)
We assume that the sour e traÆ of a ow in Class i is ontrolled by a leaky bu ket with
burst size Ti and average rate i . The total amount of traÆ generated by this sour e during
any time interval [t; t + I ) is bounded by minfC  I; Ti + i  I g.
The QoS requirements of ows (in our ase, end-to-end delay requirements) are spe i ed
on a lass-by- lass basis as well. For our purpose, we de ne the end-to-end deadline requirement of Class i traÆ to be Di . As no distin tion is made between ows belonging to the
same lass, all ows in the same lass are guaranteed the same delay. In the following, we
will use di;k to denote the worst- ase queuing delay su ered by Class i traÆ at Server k.

4 Resour e Management Components
The admission ontrol methodology presented in this papers relies on three omponents,
of whi h the rst is invoked during system on guration and modi ation to servi e level
agreements, and the remaining two are invoked at ow establishment time and during ow
life time, respe tively.
1. Con guration: Given the network topology and the traÆ requirement, the main task
of on guration module is the resour e assignment for di erent traÆ lasses and route
determination for the required traÆ .
5

2. Run-time Admission Control: This module makes the admission de ision for a new
ow at run-time depending on whether or not there is enough resour e along the path
of the new ow in order to guarantee its QoS requirement.
3. Pa ket Forwarding: This module ontrols how pa kets are s heduled and forwarded in
a link server.
Utilization-based admission ontrol makes the admission de ision during ow establishment at run-time based only on the usage of resour es, that is, their urrent utilization.
This kind of run-time admission ontrol is very eÆ ient and straight-ward. It needs only
he k if the bandwidth is available along the path of the new ow. To be able to do that,
safe levels of utilization need to be determined to ompare against during admission ontrol
in order to guarantee the required delays. This is done as part of a separate on guration
step, whi h is done at system startup or after renegotiation of servi e level agreements in
the ase of diffserv networks. Hen e, in the following se tions, we will fo us our dis ussion
on on guration.
The value for safe utilization depends on the parti ular pa ket forwarding ontrol algorithm being used, as the delay performan e depends on how the pa kets are forwarded. In
this paper, we assume that the lass-based stati priority poli y is used in pa ket forwarding.
With this poli y, pa kets are transmitted a ording to their lass priorities, and pa kets are
served in FIFO order within a lass.

5 Con guration
We des ribed earlier how the admission ontrol pro edure works during ow establishment.
Our approa h onsists of a simple utilization test on the link servers along the path of the
new ow. This relies on having previously veri ed a safe level of link server utilization
(or link bandwidth) for ea h lass of servi e. This veri ation is part of a separate servi e
on guration pro edure, whi h is invoked either during initial network on guration, or
during modi ations to servi e level agreements.
During servi e on guration, the network topology is given, together with the set of
sender and re eiver pairs, their traÆ hara teristi s, and their QoS requirements. We
distinguish three types of on guration, depending on whether the routes of the traÆ and
the utilization assignments for the traÆ lasses i are given:
1. Veri ation of Safe Utilization Assignment: Both the routes of the traÆ and the
utilization assignment of lasses are given. The obje tive here is to verify whether the
end-to-end delay QoS requirement of all the required traÆ will be guaranteed along
the given routes under the given utilization.
2. Safe Route Sele tion for Given Utilization: The utilization assignment of lasses are
given but the routes are not. The obje tive here is to sele t a set of routes so as to
make sure that the QoS requirement of all the required traÆ an be guaranteed along
the sele ted routes under the given utilization assignment.
6

3. Safe Route Sele tion to Maximize Utilization: Neither the routes of the traÆ nor the
utilization assignment of lasses are given. The obje tive here is to do route sele tion
to maximize the utilization of lasses (via route sele tion) under the onstraint that
the QoS requirement of all the traÆ should be guaranteed.
In the following subse tions we will rst des ribe these three types of on guration for a
spe ial ase of two traÆ lasses, (1) a real-time, high priority lass and (2) a non-real-time,
best e ort, lass. Subsequently, we will shortly present how the result an be extended to
systems with multiple real-time lasses.

5.1 Veri ation of Safe Utilization Assignment
A utilization assignment is onsidered safe if the QoS requirement of all the required traÆ
will be guaranteed along all given routes as long as no traÆ lass ex eeds its assigned
utilization on any link. An algorithm to verify the safety of an utilization assignment must
Algorithm Veri ation of Safe Utilization Assignment:
INPUT: network topology G = (S; E ), a set of routes SR, utilization assignment :
Step 1: Compute the pa ket delay for ea h link server in

G.

Step 2: Compute the end-to-end delay for every route in

SR.

Step 3: If the delay requirement is satis ed for

ows of every lass on every routes, return
SUCCESS and terminate. Otherwise, return F AILURE and terminate.

Figure 2: Veri ation of Safe Utilization Assignment
therefore rst ompute the worst- ase end-to-end delay of ows of ea h lass for every route
in the network, and then ompare it with the deadline requirement for ea h lass. If all
the deadline requirements are being met, the utilization assignment is safe. On e the lo al
delays on all link servers have been determined, the end-to-end delays an be omputed by
adding the delays on link servers along the paths of ows.
The key step in this algorithm is the worst ase delay omputation for the link servers.
Hen e, we will fo us on how to ompute the lass-based delay for ea h link server at on guration time.

5.1.1 Delay Computation
The worst- ase delays on link servers in su h systems depend on the number and traÆ
hara teristi s of ows ompeting for the server. Inside the network, the traÆ hara teristi s
of a ow at the input of a link server depends on the amount of ontention experien ed
7

nk,1 flows entering input link 1
nk,2 flows entering input link 2
nk,3 flows entering input link 3
nk,N flows entering input link N

Server K

upstream by that ow. Intuitively, all the ows urrently established in the network must
be known in order to ompute delays when no ow separation is provided. Delay formulas
for this type of systems have been derived for a variety of s heduling algorithms [27℄.
While su h formulas ould be used (at quite some expense) for ow establishment at
system run-time, they are not appli able for delay omputation during on guration time,
as they rely on run-time information about ows.
As the information is not available at on guration time, the worst ase delays must be
determined under the assumption of the worst- ase ombination of ows has been established.
An obviously impra ti al way to do that is to exhaustively list all possible ombinations
of ows in the system and ompute the delays on the link servers for the every possible
ombinations to get the worst ase delays. Fortunately, we an derive an upper bound on
the worst- ase delay without having to exhaust all the ow ombinations. In this se tion,
we will des ribe su h a method for the ase of lass-based stati priority s heduling at the
link servers. Re all that, initially, we limit our solution to systems with two ow lasses:
(1) high-priority lass with deadline onstraints, i.e. real-time lass and (2) a low priority,
best-e ort lass, i.e. non-real-time traÆ . In this type of systems, the deadline-guaranteed
traÆ is not a e ted by low-priority traÆ , and we onveniently omit the lass index in
the following des ription. Thus, unless otherwise pointed out, all the traÆ parameters are
referred to that of the high priority lass.
We will start with a formula for delay omputation that depends on ow information,
whi h we all the general delay formula. We will fo us on how to remove its dependen y on
ow information.

Figure 3: Server k

General delay formula Consider Server k, whi h at some time moment has nk;j highpriority traÆ ows through its Input Link j . Let Fk;j (I ) be the onstraint fun tion for
the aggregated traÆ belonging to the high-priority lass on Input Link j of Server k. This

onstraint fun tion an be formulated as the sum of the onstraint fun tions of the individual
ows using Input Link j , that is,

Fk;j (I ) =

X

nk;j

m=1

8

Hk;j;m(I );

(2)

where Hk;j;m(I ) is the onstraint fun tion for the mth ow in the real-time lass on Input
Link j of Server k.
The worst ase delay, dk , an then easily be formulated in terms of the aggregated traÆ
onstraint fun tions and the servi e rate C of the server as follows [27℄:

dk =

1

C

N
X

F (I )
I>0 j =1 k;j

max(

C  I ):

(3)

Substituting (2) into (3), we observe that the above delay formula depends on the dynami
system status, i.e., nk;j , the numbers of ows at ea h input link and Hk;j;m, the traÆ
onstraint fun tion of the individual ows. This kind of dependen y on the dynami system
status must be removed in order to perform delay omputations at on guration time.
We will des ribe below how we rst eliminate the dependen y of the delay formula on
the traÆ onstraint fun tion Hk;j;m(I ). Then we eliminate the dependen y on the numbers
of ows on ea h link, i.e., nk;j .

Removing the dependen y on Hk;j;m, the onstraint fun tion of the individual
ows: In the following theorem, we show that the aggregated traÆ fun tion Fk;j (I ) an
be bounded by repla ing the individual traÆ onstraint fun tions Hk;j;m(I ) by a ommon
upper bound Hk (I ), where Hk (I ) is de ned to be the traÆ onstraint fun tion of the ow
experien ing the longest delay upstream from Server k.
THEOREM 1 The following inequality holds: for j = 1;    ; N
Fk;j (I )  nk;j  Hk (I );

(4)

where Hk (I ) an be formulated as follows:

Hk (I ) = minfC  I; T +   Yk +   I g:
where

Yk = P max
ath2S

X
k j 2P ath

dj ;

(5)
(6)

and where Sk is the set of all paths upstream from Server k for ows that traverse Server k.
A proof of Theorem 1 is given in Appendix A.
A ording to Theorem 1, the general delay formula in (3) an be re-formulated as:

dk  dk =

1

C

N
X

n
I>0 j =1 k;j

max(

 Hk (I ) C  I ):

(7)

Computing delay by using (7) still depends on the number of ows on ea h input links.
Next, we des ribe how to remove this dependen y.

9

Removing the dependen y on nk;j , the numbers of ows per input link: As we

des ribed earlier, admission ontrol at run-time makes sure that the link utilization allo ated
to ea h lass of ows is not ex eeded. The number of ows on ea h input link is therefore
subje t to the following onstraint:
N
X
j =1

nk;j 

C
:


(8)

Under this assumption, the delay bound in (7) an be maximized for all the possible
distribution of nk;j , as the following theorem shows:

THEOREM 2 The delay in (7) is maximized when
maxfnk;1 ; nk;2;    ; nk;N g = d

C
e:
N

(9)

A proof of Theorem 2 is given in Appendix B. This theorem states that when the maximum
value of nk;j is d NC e, d
k , the bound of the delay is maximized. In fa t, the theorem is
onsistent with the intuition that when the ows distribute evenly among the input links,
the delay of the server will be maximized. Using the above results, we have the following
theorem:

THEOREM 3 The delay dk is bounded as follows:
dk  d
k = (T +   Yk )  + (

1)

(T + Yk )
:
(N
)

(10)

A proof of Theorem 3 is given in Appendix C. The right-hand side of (10) does not depend
on any parameters related to dynami system status. Hen e, this formula an be used for
delay omputation at on guration time.

Con guration-time Delay Computation Pro edure In order to simplify notations,
we use ve tor d~ to denote the upper bounds of the queuing delays su ered by the traÆ of
the real-time lass at all servers:

d~ = [d1 ; d2 ;    ; djS j℄>:

(11)

We note that, in (10), dk depends on Yk . Then, a ording to (6), the value of Yk , in
turn, depends on the delays experien ed at servers other than Server k. In general, we have
a ir ular dependen y, as d~ depends on Yk , and Yk depends on d~. Hen e, the values of dk ,
k = 1;    ; jS j depend on ea h other and must be omputed simultaneously. Let us de ne:

zk (d~) = (T +   Yk ) + (


1)

(T + Yk )
:
(N
)

(12)

and

Z~ (d~) = [z1 (d~); z2 (d~);    ; zjS j(d~)℄>:
10

(13)

The queuing delay bound ve tor d~ an then be determined by the following ve tor equation:

d~ = Z~ (d~):

(14)

Sin e the unknown ve tor d~ appears on both sides of (14), an iterative pro edure is needed
to ompute d~.

5.2 Safe Route Sele tion
Although the delay bounds derived above are independent of the dynami on guration of
ows, they still depend on the route sele tion. As an appropriate sele tion of routes results in
lower end-to-end delay bounds for a given bandwidth assignment, better e e tive utilization
of resour e an be a hieved. Any route sele tion should satisfy the QoS requirements for all
lasses of ows in a given network.
By nding a safe route sele tion for a given network and utilization assignment, we mean
determining a set of routes, one for ea h sour e and destination pair, su h that, for ea h
lass and ea h route, the end-to-end delay does not ex eed the deadline requirement for that
lass.
Unfortunately, the safe route sele tion problem is NP hard, even for the ase of two
lasses. This an be shown by redu tion from the Maximum Fixed Length Disjoint Paths
problem [36℄.
While it is unlikely that a polynomial-time algorithm exists for the safe route sele tion problem, simple heuristi -supported sear h has proven to work a eptably well. In the
simplest ase, a no-ba ktra k sear h algorithm repeatedly sele ts a pair of sour e and destination, and then hooses the most promising route among the routes for that pair that
satisfy the delay requirements of all ows. If, at any point in time, no more su h route an
be found, the algorithm de lares failure.
The performan e of this simple sear h pro edure an be improved by means of appropriate
sele tion heuristi s when hoosing the next sour e/destination pair or when hoosing the
most promising routes for a given sour e/destination pair.
In our realization of the algorithm, we use these heuristi s as follows: (1) We sele t the
next sour e/destination pair in de reasing order of distan e between sour e and destination.
(2) We sele t a group of andidate routes for the new pair so that whenever possible, ea h
of them forms a non y li graph with existing routes. By minimizing the number of y les
in the routes, the feedba k in the queuing of pa kets is redu ed, and so is the delay [27℄. (3)
Among the andidate routes, we sele t a route whi h leads to the minimum route delay.
The result is a polynomial-time algorithm. In Se tion 6, we will dis uss performan e of
this algorithm in terms of e e tiveness of nding a safe route sele tion for a given utilization
assignment.
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5.3 Maximizing Utilization by Safe Route Sele tion
5.3.1 Basi Ideas
From the view point of a user of the real-time ommuni ation servi e, the assigned utilization
for the real-time lass should be as high as possible in order to maximize the han e that a
real-time ow is admitted. The issue is then how high this utilization an be? The obje tive
of this subse tion is therefore to develop an algorithm that sele ts routes so as to maximize
the utilization of the real-time lass that an be assigned.
Let  be the maximum utilization that an be assigned. The following theorem provides
the lower bound and the upper bound of  . These bounds will be useful when we develop
our algorithm.

THEOREM 4 For a two- lass network of diameter L with N input links at ea h router
and real-time traÆ with parameters T and , and deadline D,  is bounded as follows:
( LT
D + (L

N

1))(N

1) + 1





1

L
1)
N (( D
T + 1)
1
L
N + ( D
2
T + 1)

(15)

While the lower and upper bounds in (15) are fun tions of various system parameters,
they do not depend on other information about network topology, ex ept L, the network
diameter. That is, the theorem holds for any network topology. In pra ti e, it is parti ularly
useful to have a lower bound of  that is topology independent. A network manager is then
safe to assign this lower bound for the utilization regardless what the topology is and how
it may hange, as long as the diameter is bounded by L.
Given these two bounds, we an easily develop a sear h algorithm that identi es the
maximum utilization bound and its asso iated set of routes. The algorithm simply applies a
binary sear h on the assigned utilization: The sear h spa e is initialized by the lower bound
and upper bound given in Theorem 4. The middle point of the sear h spa e is taken as the
value of assigned utilization. Then, the safe route sele tion algorithm des ribed in the last
subse tion is alled to hoose a set of safe routers, if they exist. The sear h spa e redu es
to the upper half or lower half depending on whether or not the route sele tion algorithm
an su essfully nd the safe routes. The sear h ontinues until the size of the sear h spa e
redu es to zero.

5.3.2 Derivation of the Utilization Bounds
A omplete proof of Theorem 4 an be found in [37℄. It is not given here due to the spa e
limitation. Here, we dis uss the physi al meanings of these bounds and show how these
intuitions help the derivations.
The lower bound of the maximum utilization means that for a given network with parameters N; ; T; D, and L, there exists at least one safe route sele tion as long as the link
utilization does not ex eed the lower bound value. Thus, this bound an be derived by 1)
developing an upper bound of the delay (at the longest path) with a parti ular route sele tion algorithm (say, Shortest Path based algorithm (SP)) and (2) seeking a ondition under
whi h the deadline onstraint an always be met.
12

We assume that d is the maximum worst ase queuing delay su ered by the traÆ of
the real-time lass at any servers. L is the diameter of the network. Let SP be used for the
route sele tion. Thus, the length of the longest path is bounded by L. Re all that Yk is the
worst ase queuing delay su ered by the traÆ of the high lass before arriving at Server k.

Yk  (L 1)  d:

(16)

Substituting (16) into (10), we an have

d = (T +   (L 1)  d) + (


1)

1)  d)
:
)

(T + (L
(N

(17)

Note that (17) gives the upper worst delay a server an have regardless what topology is. In
order to let the pa ket on the longest path to satisfy the deadline onstraint, we have

dLD

(18)

Substituting (17) into (18), we have
( LT
D

+ (L

N

1))(N

1) + 1

 :

(19)

Now, let's deal with the upper bound of the maximum utilization (15). This upper bound
implies that for a given network, no safe route sele tion an be found if the utilization ex eeds
this value. We derive this bound by (1) developing a lower bound on the end-to-end delay,
(2) seeking a ondition under whi h even the lower bounded delay will ex eed the deadline.
The upper bound an be derived by determining the worst- ase end-to-end delay on the
longest shortest route (say R with length L), assuming that all ows are routed so that the
delays among that route are minimized.
A ording to (10), we see that dk depends on Yk . Let Rk be the the sub-path of R from
the sour e to the server k. In the best situation, Yk is the sum of the link server delay along
the route Rk itself. In other words, routes are sele ted so as to ause no feedba k due to
ir ulation routing for delays on Route R. In this kind of best ase, we have:

dk = (T +  
On the other hand,

X

(T + 
1)
(N

dj ) + (

j 2Rk

X
j 2R

dj  D:

P

j 2Rk dj )

)

:

(20)
(21)

After a few algebrai manipulations, we have
1

.

D
L
1)
  N (( T + 1)
:
1
L
2
N + ( D
+
1)
T
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(22)

5.4 Extension to Multiple Classes
In the previous se tions, we have limited our dis ussion to systems with one real-time lass
and one best-e ort lass. This allowed us to learly des ribe how to derive a delay upper
bound that does not relay on run-time information about established ows. In this se tion
we will brie y dis uss how to extend this to multiple ( 3) traÆ lasses.
Assume that at an arbitrary time moment, ni;k;j is the total number of traÆ ows of
Class i passing through Input Link j on Server k. Let Hi;k;j;m(I ) is the onstraint fun tion
for the mth ow in Class i on Input Link j of Server k. Let Fi;k;j (I ) be the onstraint fun tion
for the aggregate traÆ of Class i on Input Link j of Server k. Then

Fi;k;j (I ) =

X

ni;k;j
m=1

Hi;k;j;m(I ):

(23)

In order to take into a ount the impa t of higher-priority traÆ , the delay formula in (3)
must be appropriately modi ed [27℄:

di;k =

1

C

i X
N
X
1

F (I
I>0 l=1 j =1 l;k;j

max(

+ di;k ) +

N
X
j =1

Fi;k;j (I ) C  I ):

(24)

Similar to the two- lass delay formula in (10), the above delay formula depends on the
run-time information about established ows. Following an approa h similar to that in
Se tion 5.1, we obtain the following delay bound for a system with multiple lass. We
present the result as the following theorem. Its proof an be found in [37℄.

THEOREM 5 The worst ase queuing delay di;k su ered by the traÆ of Class i at Server
k is given as
Pi (T +   Y ) l + (Pi
i (Ti +i Yi;k )
l
l;k l
l=1 l
l=1 l 1) i (N i )
di;k =
:
(25)
Pi 1
1

l=1 l

where Ti and i are the burst size, the average rate and the per entage of bandwidth reserved
for Class i, respe tively.
X
Yl;k = P ath
max
dl;j ;
(26)
2S
l;k j 2P ath

where Sl;k is the set of all paths passed by the pa kets of Class l before arriving at Server k.
We note that (25) does not rely on run-time information of established ows. We an use
the iterative pro edure des ribed in Se tion 5.1, and, thus, have a veri ation pro edure for
systems with multiple lasses.
Variations of the algorithms derived in Se tions 5.2 and 5.3 an then be used to sele t safe
routes and to either maximize utilization assignments or trade-o utilization assignments of
lasses against ea h other.
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6 Experimental Evaluation
An e e tive on guration-time delay omputation and route sele tion method allows for
assignment of high utilization. The latter in turn is losely related to the degree at whi h
high-priority traÆ is allowed to utilize the network resour e without violating deadline
requirements. The higher the utilization assignment for a lass, the more ows the admission
ontrol me hanism allows to be established at run-time over a given link.
In this se tion, we ompare our heuristi sear h algorithm des ribed in Se tion 5.2 with
the Shortest Path based routing algorithm (SP). The measurement is the a hieved maximum
utilization assignment level of the ompared algorithms.
Figure 4 shows the topology used throughout these experiments. We sele ted the MCI
ISP ba kbone network1 Note that L, the diameter of the topology is 4, N , the maximum
number of links for a router is 6. In the experiments, all routers an a t as edge routers, and
ows an be established between any two routers. All links in the simulated network have
the same apa ity of 100 Mbps.
We use a voi e-over-IP as s enario for the experiments. We distinguish two types of traÆ
in this network, namely guaranteed-delay voi e traÆ , and best-e ort data traÆ . The voi e
traÆ is assigned to the high-priority, real-time lass, while the data traÆ is assigned to
the low-priority lass. All voi e ows are poli ed at the entran e of the network using a
leaky bu ket with the maximum bust size of 640bits and a rate of 32kbps. The end-to-end
deadline requirement of all real-time ows is xed at 100ms. This kind of QoS requirements

Figure 4: Simulation Network Topology
is similar to "Voi e-over-IP" appli ations [28℄.
The results are listed in Table 1. A ording to (15), we also obtain the lower bound and
upper bound of utilization for the above mode respe tively.
We observe that the maximum utilization of SP routing is 33%, lose to the lower bound
whi h is 30%. This means that using SP sele tion routing results in very low a hievable
utilization. On the ontrary, our heuristi route sele tion algorithm an a hieve the maximum
utilization up to 45%. This is an in rease of about 50% ompared with the SP routing.
1

The nodes in gure 4 are routers, not link servers.
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Lower Bound SP Our Heuristi s Upper Bound
0.30
0.33
0.45
0.61
Table 1: Maximum Utilization

7 Con lusions
We have proposed a s alable methodology for providing QoS-guaranteed servi es within a

diffserv ar hite ture. To the best of our knowledge, this is the rst approa h to guarantee

real-time servi es with ow aggregation and no onne tion awareness in ore routers, thus
a hieving mu h lower omplexities in admission ontrol and pa ket forwarding.
We make admission ontrol s alable by using a on guration-time test to determine a
safe utilization level of servers. Admission ontrol at run-time then is redu ed to simple
utilization tests on the servers along the path of the new ow. Furthermore, we design a
safe route sele tion heuristi algorithm to a hieve high utilization of resour es, and derive
two bounds on the maximum utilization level for given traÆ in a network. We ompare the
results of our route sele tion heuristi s with that of a shortest-path based algorithm, and
nd that our heuristi s an a hieve a mu h higher maximum utilization level than that of
the shortest-path based algorithm.
For many appli ations, deterministi guarantees are not ne essary [35℄. The quality of IP
telephony, for example, would not su er from the underlying system providing high-quality
statisti al guarantees instead of deterministi guarantees. We are therefore investigating how
to extend our methodology to take into a ount statisti al guarantees.
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Appendix A: Proof of Theorem 1
Theorem 1 The following inequality holds: for j = 1;    ; N
Fk;j (I )  nk;j  Hk (I );

(27)

where Hk (I ) an be formulated as follows:

Hk (I ) = minfC  I; T +   Yk +   I g:
where

Yk = P max
ath2S

X
k j 2P ath

dj ;

(28)
(29)

and where Sk is the set of all paths upstream from Server k for ows that traverse Server k.

Proof of Theorem 1 Re all that Hk;j;m(I ) is the traÆ onstraint fun tion of ow m of
the real-time lass at Input Link j of Server k. As we assume that at their sour es, ows in
the same lass have the same onstraint fun tions H (I ), i.e.
H (I ) = minfC  I; T; +  I g:

(30)

Let Yk;j;m be the total worst ase queuing delay experien ed by the pa kets from this ow
before arriving at Server k. Re all that Yk is the maximum of the worst ase queuing delay
su ered by any ow in real-time lass before arriving at Server k. That is,

Yk;j;m  Yk :

(31)

A ording to Theorem 2.1 in [8℄, and using (28), (30) and (31), we have

Hk;j;m(I )  H (I + Yk;j;m)  H (I + Yk ) = Hk (I ):

(32)

That is, the traÆ onstraint fun tions of individual ows are bounded by Hk (I ) that is
the traÆ onstraint fun tion of the ow whi h experien e the largest delay before arriving
at Server k. By substituting (32) into (2), we have

Fk;j (I ) 

X

nk;j

m=1

Hk (I ) = nk;j  Hk (I )

Thus, (27) holds.

(33)
Q.E.D
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Appendix B: Proof of Theorem 2
Theorem 2

The delay in (7) is maximized when
maxfnk;1 ; nk;2;    ; nk;N g = d

C
e:
N

(34)

Before we formally prove Theorem 2, we need some lemmas.

LEMMA 1 The aggregated traÆ of the real-time lass on Input Link j of Server k
Fk;j (I ) = nk;j  Hk (I )
an be expressed in the following format:
Fk;j (I ) =

(35)

8
>< C  I;
>: n  T + n    Y + n    I;
k;j
k;j
k
k;j

where

k;j =

I  k;j ;
k;j  I;

nk;j  T + nk;j    Yk
:
C nk;j  

(36)

(37)

Sket h of Proof of Lemma 1 This lemma an be proved by substituting (27) into (35),
and then rewriting Fk;j (I ) in the segmented form.
The following lemma gives the new format of dk originally in (7):
LEMMA 2

1) maxfk;j g

dk = (T +   Yk ) + (


N
j =1

(38)

Sket h of the proof of Lemma 2 With some algebrai manipulations on (7), we an
have [27℄

dk =

(T +   Yk )

PN n + (PN n C ) maxN f g
k;j
k;j
k;j
j
j
j
:

As we know

=1

=1

C

N
X
j =1

nk;j 

C


C


C


Substituting (40) into (39), we have

dk



(T +   Yk )

+ (

= (T +   Yk ) + (



C

=1

(39)
(40)

C ) maxNj=1 fk;j g

1) maxfk;j g
N

j =1

(41)
Q.E.D

Now, we are ready to prove theorem 2.
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Proof of Theorem 2 Observing (2), we noti e that the delay only depend on k;j (as we
know, k;j is a fun tion of nk;j ). Sin e (
1) is negative, to maximize the worst ase delay,
we need to get the minimum value of maxNj=1 fk;j ). For this purpose, we denote
T (nk;1; nk;2;    ; nk;N ) = j =1
max fk;j (nk;j )g;
;;N

(42)

where k;j is de ned in (37). Re all that is the portion of bandwidth of ea h server reserved
for traÆ of the real-time lass. Let M be the total number of the ows of real-time lass
supported by Server k. That is,

M=

N
X
j =1

C
:


nk;j 

(43)

Substituting (37) into (42), we have

T (nk;1 ; nk;2;    ; nk;N ) =
=
Be ause f (x) =

x(T +Yk )
C x

max fk;j (nk;j )g

j =1;;N

n (T + Yk )
g:
max f k;j
j =1;;N C nk;j  

(44)

is a monotoni ally in reasing fun tion of variable x, we have

T (nk;1; nk;2 ;    ; nk;N ) =

nk (T +   Yk )
;
C nk 

(45)

where nk = maxfnk;1 ; nk;2 ;    ; nk;N g. Without loss of generality, in the rest of this proof,
we assume that nk;1  nk;2      nk;N = nk .
Now, we would like to show that if a sequen e of integers nk;1 ; nk;2;    ; nk;N , satis es
N
X
j =1

nk;j = M;

(46)

and minimizes T (nk;1 ; nk;2;    ; nk;N ), then

nk = d

M
e:
N

(47)

Let us assume that this is not true. That is, (47) does not hold. We have three ases to deal
with.



M

Case 1: nk < d M
N e. That is nk  b N . We have
N
X
j =1

nk;j  Nnk  N b

M
< M:
N

This is impossible either in a ordan e with (46).
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(48)



^ k;1 ; n^ k;2;    ; n^ k;N ,
Case 2: nk > d M
N e. Now let us onsider another sequen e of integers n
where
8 M
>< b N ;
1  j  K;
n^ k;j = >
(49)
: d M e;
K
<
j

N;
N
where K = N d M
Ne

PN n^ = M and
k;j
j
n (T +   Yk )
< k
:
C n 

M . It is easy to verify that
n^ k;N (T +   Yk )
C nk;N 

=1

k

(50)

This is a ontradi tion be ause the sequen e nk;1 ;    ; nk;N is supposed to minimize
T (nk;1;    ; nk;N ).
Hen e, (47) holds. Re all that to maximize the worst- ase delay (38), we need to maximized nk . nk is maximized when M is maximized, whi h gives

C
:


M=

(51)

The theorem then follows2.

Q.E.D

Appendix C: Proof of Theorem 3
Theorem 3

The delay dk is bounded as follows:

dk  d
k = (T +   Yk )  + (

1)

(T + Yk )
:
(N
)

PN n = M ,
k;j
j
M
 d N Ce(T +d M eYk )
N
C
d e(T +   Yk )
= N 
C d N C e
C
N  (T +   Yk )
 C
C

Proof of Theorem 3 Following Theorem 2, we have, if
T (nk;1 ; nk;2;    ; nk;N )

(52)

=1

1

1

1

1

N 

=



(T +   Yk )

N

:

(53)

In general, C is not ne essarily an integer. However, in a modern pra ti al system  C is very
large in omparison with . For example, if we onsider a gigabit router, C = 109 bits=se . For voi e traÆ
 = 3:2  104 bits=se , if = 15%, C = 4687:5. Therefore, in order to simplify notation, we assume that
b C  C .
2
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Substituting (53) and (42) to (38), we have:

dk = (T +   Yk ) + (


 (T +   Yk )  + (

1) maxfk;j g
N
j =1

1)

(T + Yk )
:
(N
)

(54)
Q.E.D

24

