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Exploiting SMS
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<dest><src>

SMS PDU Payload
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UE will not display silent SMS to user 

<dest><src>
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Exploiting SMS
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Exploitation Cost

Pre-paid SIM: $5 GSM USB Modem: $15

Total Cost: As low as $20!
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RILDefender At the Radio Interface Layer

Messenger Dialer

RILDefender

Attack DetectorInline Mediator

Context ExtractorBaseband Monitor

Radio Interface Layer

Baseband Processor (BP)

RIL Request/Response

IPC

User-Space Applications

RILDefender App 

RILDefender Architecture

▶ Radio Interface Layer
▶ Four logical components

▶ Application Layer
▶ The RILDefender app
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▶ Instrument the RIL logic for attack
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RILDefender at the Application Layer

RILDefender App

RIL
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User PolicySignature

AP

RILDefender App

▶ Configure security level for each attack
▶ Block and Notify
▶ Block without Notify
▶ Notify only
▶ Allow

▶ Receive real-time alerts for attack events

▶ Configure user-defined attack signatures

9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

RILDefender App

RIL

RILDefender

User PolicySignature

AP

RILDefender App

▶ Configure security level for each attack
▶ Block and Notify
▶ Block without Notify
▶ Notify only
▶ Allow

▶ Receive real-time alerts for attack events

▶ Configure user-defined attack signatures

9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

RILDefender App

RIL

RILDefender

User PolicySignature

AP

RILDefender App

▶ Configure security level for each attack
▶ Block and Notify
▶ Block without Notify
▶ Notify only
▶ Allow

▶ Receive real-time alerts for attack events

▶ Configure user-defined attack signatures

9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

RILDefender App

RIL

RILDefender

User PolicySignature

AP

RILDefender App

▶ Configure security level for each attack
▶ Block and Notify
▶ Block without Notify
▶ Notify only
▶ Allow

▶ Receive real-time alerts for attack events

▶ Configure user-defined attack signatures

9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

RILDefender App

RIL

RILDefender

User PolicySignature

AP

Configuration UI

Alert UI

9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

RILDefender App

RIL

RILDefender

User PolicySignature

AP

Configuration UI Alert UI
9 / 15



Introduction Motivation Design Evaluation Conclusion References

RILDefender at the Application Layer

Category SMS Feature

SMS Fields

sms.mti
sms.smsc
sms.oa
sms.da
sms.scts
sms.pid
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sms.udl
sms.ud
sms.proactiveCmd

SMS Context

sms.src
sms.ts
bs.ss
bs.mcc
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bs.cid
bs.lac
bs.arfcn
bs.rat

SMS Events
evnetCount
{sms1, ..., smsn}

YAML-based language to describe SMS attack
signatures as propositional logic
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Implementation and Experiment Setup

Device Chipset OS Ver. AOSP Build LoC

Nexus 6 QCOM Snapdragon 805 7.1.1 N6F26Q 3,342
Pixel XL QCOM Snapdragon 821 10.0.0 QP1A.190711.019 3,462
Pixel 5 QCOM Snapdragon 765G 11.0.0 RQ3A.211001.001 3,476
Pixel 5 QCOM Snapdragon 765G 12.0.0 SQ1A.220205.002 3,476
Pixel 5 QCOM Snapdragon 765G 13.0.0 TP1A.221005.002 3,482

Smartphone UEs and AOSP versions that RILDefender has been implemented on and evaluated
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Implementation and Experiment Setup

Test SIM

bladeRF 2.0 micro xA9

ZTE MF833V 
dongle

USB3.0
Connected to a
Ubuntu Desktop 
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Effectiveness Evaluation

Attack
SMS Payload Cellular Network Params.

D B
PID DCS Proactive CMD TxPower MNC MCC

0x7F 0xF6 DISPLAY TEXT - - - ✓ ✓

0x7F 0xF6 SET UP CALL - - - ✓ ✓

0x7F 0xF6 LAUNCH BROWSER - - - ✓ ✓

Binary SMS 0x7F 0xF6 PLAY TONE - - - ✓ ✓

(Interactive) 0x7F 0xF6 GET INPUT - - - ✓ ✓

0x7F 0xF6 SELECT ITEM - - - ✓ ✓

0x7F 0xF6 SET UP MENU - - - ✓ ✓

0x7F 0xF6 GET INKEY - - - ✓ ✓

Binary SMS 0x7F 0xF6 SEND SMS - - - ✓ ✗

(Non-interactive) 0x7F 0xF6 RUN AT CMD - - - ✓ ✗

Silent SMS 0x40 0x00 - - - - ✓ ✓

Flash SMS 0x00 0x18 - - - - ✓ ✓

FBS SMS

0x00 0x00 - >-40dBm MNC MCC ✓ ✓

0x00 0x00 - <-40dBm MNC* MCC* ✓ ✓

0x00 0x00 - >-40dBm MNC* MCC* ✓ ✓

0x40 0x00 - >-40dBm MNC* MCC* ✓ ✓

0x00 0x18 - >-40dBm MNC* MCC* ✓ ✓

0x7F 0xF6 DISPLAY TEXT >-40dBm MNC* MCC* ✓ ✓

Proactive SIM SMS 0x00 0x00 - - - - ✓ ✓

SMS test cases (D: Detected, B: Blocked)
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Effectiveness Evaluation

Attack
SMS Payload

Malware Type Malware Name D B
PID DCS

Malware SMS

0x00 0x00 Open-source RAT AndroRAT [and] ✓ ✓

0x00 0x00 Open-source RAT AhMyth [and] ✓ ✓

0x00 0x00 Open-source RAT BetterAndroidRAT [and] ✓ ✓

0x00 0x00 Open-source RAT Android Trojan [and] ✓ ✓

0x00 0x00 Real-world malware FakeSpy [fak] ✓ ✓

0x00 0x00 Real-world malware Corona Updates [sms] ✓ ✓

0x00 0x00 Real-world malware Anubis [sms] ✓ ✓

0x00 0x00 Real-world malware Dendroid [sms] ✓ ✓

0x00 0x00 Real-world malware Ginp [sms] ✓ ✓

0x00 0x00 Real-world malware Golden Eagle [sms] ✓ ✓

0x00 0x00 Real-world malware SilkBean [sms] ✓ ✓

0x00 0x00 Real-world malware WolfRAT [sms] ✓ ✓

0x00 0x00 Real-world malware BlackRock [sms] ✓ ✓

0x00 0x00 Real-world malware Cerberus [sms] ✓ ✓

0x00 0x00 Real-world malware Mandrake [sms] ✓ ✓

Malware SMS test cases (D: Detected, B: Blocked)
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Effectiveness Evaluation
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Real-world SMS events in 7 days collected by RILDefender on the five AOSP implementations
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Overhead Evaluation
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(b) Memory.

Overhead of RILDefender (A: AOSP, N6: Nexus 6, PXL: Pixel XL, P5: Pixel 5)
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Overhead Evaluation
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Future Work

Future Work
▶ Distinguish SMS attacks from benign use cases (law-enforcement tracking via

silent SMS)

▶ Automatic prevention of baseband-only SMS attacks

▶ Extension to IMS-based SMS and Multimedia Messaging Service (MMS)

▶ Exploring vendor-specific RIL libraries and functions
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Takeaway

AP

RILDefender App
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Radio Interface Layer

Baseband Processor (BP)

RIL Request/Response

IPC

User-Space Applications

RILDefender App 

User PolicySignature

RILDefender
▶ We present RILDefender, the first RIL-based defense to automatically detect and mitigate SMS attacks.

▶ We demonstrate using RILDefender to comprehensively defend against six types of SMS attacks.

▶ We implement RILDefender as an extension to AOSP and evaluate its effectiveness and overhead.

The source code is available at https://github.com/OSUSecLab/RILDefender.
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Thank You

Sec.Com

Contact:
Team@5GSec.com

RILDefender Video: 5GSec.com/distro/RILDefender.mp4

RILDefender Source Code: github.com/OSUSecLab/RILDefender
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