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Attack Scenarios

5G Base Station Distributed Denial-of-Service (DDoS) Attack Scenario
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Attack Scenarios
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Attack Scenarios

Can we fix the standards to eliminate these attacks?

Currently very challenging due to numerous concerns

» Extremely Complicated Standard
» Backward Compatibility
» Performance and User Experience

» Overhead Constraint
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Our Key Insight: OpenRAN (O-RAN)

What is OpenRAN (O-RAN) [o-1]
» Represent a new software-defined open cellular network architecture
» Founded in 2018 by O-RAN Alliance

» Adopted by 32 mobile network operator worldwide (as of 2/2024)
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Non-Real-Time RIC
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» Visibility: Telemetry from existing O-RAN service models are insufficient for security
» Extensibility: Extensible framework dealing with current and evolving attacks

» Efficiency: Capability to process data packets and produce alerts with low latency

5G-Spector Solutions
@ MobiFlow [WPYL22] collecting UE state transitions and aggregated RAN statistics

@ Security xApp MobieXpert as a “plug-n-play” intrusion detection service on the nRT-RIC

@ P-BEST [LP99] w/ a decoupled architecture and efficient IDS programming language

7/14



5G-Spector Design

IDS Rule Set

;

SecSM Agent nRT-RIC MobiExpen XApp

i 0-RAN CUs |
=) o=
: ] SecSM Agent L'bs E""Y PbCC
== E24P
4 MobiFi
Packets ((Decoder i oo eXpen‘ Program rule o }

e et | e Ei l
i Setup MobiFlow Records & @

©)
I/\

S~m

8/14



5G-Spector Design

i 0-RAN CUs |

{| O-RAN DUs |

RAN Data Plane
» Open-sourced UE and RAN implementations (LTE / 5G)
» Simulation or commodity SDRs

8/14



5G-Spector Design

i 0-RAN CUs |

g | =] [e=] |
i fo—] [o—1]
1 =] =] ;
)

RAN Data Plane (=
» Open-sourced UE and RAN implementations (LTE / 5G) OP E N AI R L
» Simulation or commodity SDRs - AL o

8/14



5G-Spector Design

O-RAN CUs | SecSM Agent nRT-RIC

[e=] [ =] i S ——
o E2AP
(P' (N Packets

Encoder
O-RAN DUs |

= 3! Registration Manager | :
== [ Setup MobiFlow Records

T

5G-Spector Control Layer
» xApp Registration and Subscription management
» Telemetry Report & Collection (MobiFlow)

8/14



5G-Spector Design

O-RAN CUs | SecSM Agent nRT-RIC

=) I =———
[= = —SecSM ll SecSM Agent
E24P i
(l" (N Packets E Decoder ( MobiFlow
Encoder 2
o f s | T (o]
[ Registration Manager | 60 -
Setup MobiFlow Records

T

% 5G-Spector Control Layer
» xApp Registration and Subscription management @

. . SDh-RAM
kubernetes | > Telemetry Report & Collection (MobiFlow)

8/14



5G-Spector Design

IDS Rule Set

;

O-RAN CUs SecSM Agent nRT-RIC MobiExpen XApp

==t
: ] Telemetry SecSM Agent L'bs E""Y PbCC
=] =] !
i - 2P MobiFlo
0 Il w
4 Packets (Decoder (_’{ eXpen‘ Program rule o }

e et | e Ei l
i Setup MobiFlow Records & @

Y

©)
I/\

S~m

5G-Spector xApp Layer

» P-Best programming framework

» Attack signatures / rules integration
»> Real-time alert notifications

8/14



Evaluation w/ Simulated Attacks and Variants

Attack Layer Exploited L3 Message New Detected

BTS RC RRC  ConnectionRequest (Fabricated) O
Depletion

v

Blind DoS RRC  ConnectionRequest (Replayed TMSI)

NAS  AuthRequest < AttachReject
NAS  SecModeCmd < AttachReject
Downlink NAS  AttachAccept « AttachReject
DoS NAS  AuthRequest + ServiceReject
NAS  SecModeCmd < ServiceReject
NAS  AttachAccept « ServiceReject

NAS  AttachReq <« AttachReq (invalid IMSI)

Uplink DoS NAS  ServiceReq < ServiceReq (invalid MAC)
Uplink IMSI 76 AttachReq < AttachReq (Unknown TMs)
Extractor

NAS  AuthRequest < ldentityRequest (1msi)

Downlink NAS  AuthRequest < IdentityRequest (1mEl)
IMSI NAS  AuthRequest < IdentityRequest (Tms1)
Extractor NAS  SecModeCmd < ldentityRequest (1msi)
NAS  AttachAccept < ldentityRequest (ims1)

Null Cipher  RRC  SecModeComplete < SecModeFailure
& Integrity NAS  SecModeComplete +— SecModeReject
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AN N N N NN N NN N N N N NENIEN

Table: All L3 cellular attacks and variants replicated and evaluated (A < B indicates message B overwrites A). o/
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Evaluation w/ OTA Attacks
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Evaluation w/ OTA Attacks

Disconnected

Disconnected

Live 5G Protocol Exploit

BTS Resource Depletion Exploit

Demo video available at https://www.5gsec.com/post/5g-spector-demo 0/


https://www.5gsec.com/post/5g-spector-demo

Evaluation w/ Real-World Datasets

Name Ref UE Time(s) #Pkt. #MF #Sess. B Event
BT-1 [LPY*16] LG LS660 10,597 4,164 1,810 113 v/ 0
BT-2 [LPY*16] LG G3VS985 514 3,803 173 15 v 0
BT-3 [LPY'16] LG G3VS985 489 3,766 158 15 v 0
BT-4 [LPY*16] Galaxy S5 764 2,996 154 13 v 0
BT-5 [LPYT16] LG G3VS985 16,324 26,548 1,217 114 v 0
BT-6 [LPY+16] Galaxy S5 1,459 2,803 97 13 v 0
BT-7 [LPY*16] Galaxy S5 2,053 4,794 448 21 / 0
BT-8 [LPYT16] Galaxy S5 6,387 2,839 1,435 113 v/ 0
AT-1  [EAW*] N/A 1 632 61 11 x 0
AT-2  [EAW'] N/A 1 482 53 8 X 0
AT-3  [EAW'] N/A 1 626 59 6 X 0

Table: Evaluation results using real-world benign cellular traffic.
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Evaluation of Performance and Overhead
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5G-Spector Full paper (NDSS’24):

Artifact https://web.cse.ohio-state.edu/~wen.423/papers/5G-Spector-NDSS24.pdf

Evaluated
SNpss

5G-Spector Source Code: https.//github.com/5GSEC/5G-Spector

Available

Functional 5G-Spector Demo Video: https.//www.5gsec.com/post/5g-spector-demo

Reproduced
Paper QR Code

My personal homepage: https.//web.cse.ohio-state.edu/~wen.423/
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