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Integer Overflows Can Create Problems
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Ranges for Values
Examples from usr/include/limits.h
/* Minimum and maximum values a `signed short int' can hold.  */
#  define SHRT_MIN (-32768)
#  define SHRT_MAX 32767
/* Maximum value an `unsigned short int' can hold.  (Minimum is 0.)  */
#  define USHRT_MAX 65535
/* Minimum and maximum values a `signed int' can hold.  */
#  define INT_MIN (-INT_MAX - 1)
#  define INT_MAX 2147483647
/* Maximum value an `unsigned int' can hold.  (Minimum is 0.)  */
#  define UINT_MAX 4294967295U
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Examples
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Well-Defined Behaviors
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Undefined Behaviors
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Undefined Behaviors: Silent Breakage
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Undefined Behaviors: Silent Breakage
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when programs have undefined operations, optimizing compilers may 
silently break them in non-obvious and not necessarily consistent ways



Undefined Behaviors: Time Bombs
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Undefined Behaviors: Illusion of Predictability
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Undefined Behaviors: Changing Standards
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Interesting Experiment in the Paper
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Interesting Experiment in the Paper

13


	Integer Overflow
	Integer Overflows Can Create Problems
	Ranges for Values
	Examples
	Well-Defined Behaviors
	Undefined Behaviors
	Undefined Behaviors: Silent Breakage
	Undefined Behaviors: Silent Breakage
	Undefined Behaviors: Time Bombs
	Undefined Behaviors: Illusion of Predictability
	Undefined Behaviors: Changing Standards
	Interesting Experiment in the Paper
	Interesting Experiment in the Paper

