
A Fine-Grained Telemetry Stream for Security Services
in 5G Open Radio Access Networks

Haohuang Wen
wen.423@osu.edu

The Ohio State University

Phillip Porras
porras@csl.sri.com
SRI International

Vinod Yegneswaran
vinod@csl.sri.com
SRI International

Zhiqiang Lin
zlin@cse.ohio-state.edu
The Ohio State University

ABSTRACT
The Open Radio Access Network (O-RAN) is an emerging paradigm
for developing the next-generation radio access network (RAN) for
5G and beyond. Inspired by the principles from software-defined
networks (SDNs), the key innovation of O-RAN is the disaggre-
gation of control logic from the network data plane, by using a
centralized RAN intelligent controller (RIC), with customized xApps
and service models. The O-RAN’s novel design transforms the
traditional monolithic network infrastructure into an open, pro-
grammable, and interoperable RAN. These distinctive features make
O-RAN ideal for deploying extensible security services against a
wide range of prevalent threat vectors (e.g., malicious transmitters
that spoof, interfere, or flood communications between mobile
devices and the 5G RAN), which can compromise the security,
privacy, and availability of mobile devices and the network itself,
at very low cost. Unfortunately, we find that the existing exemplar
xApp models of O-RAN and the underlying telemetry streams
that drive these applications are insufficient for developing robust
security countermeasures. In this paper, we propose MobiFlow,
a fine-grained telemetry stream tailored for security analysis on
O-RAN. We envision MobiFlow as an enabling building block
upon which novel 5G services can be implemented, offering device
and RAN-specific run-time security monitoring, intelligent RAN
control, and security-focused AI/ML assisted applications.

CCS CONCEPTS
• Security and privacy → Mobile and wireless security; •
Networks → Mobile and wireless security; Programmable
networks.
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1 INTRODUCTION
The fifth-generation (5G) cellular network has significantly changed
the way we connect to the world and provides many new opportu-
nities. In addition to the generational bandwidth upgrade of mobile
broadband, 5G also enables many novel applications, including
but not limited to massive Internet-of-Things (IoT), smart trans-
portation (e.g., autonomous and connected vehicles), and immersive
augmented and virtual reality (AR/VR). A key revolution in 5G is the
Open Radio Access Network (O-RAN) [2] proposed by the O-RAN
Alliance, which emerges as a new paradigm for developing the next-
generation cellular network. Such a design has been instantiated in
many O-RAN-compliant implementations, and one notable exam-
ple is the Software-Defined Radio Access Network (SD-RAN [5])
developed by the Open Networking Foundation (ONF), which is an
open-source and cloud-native platform.

The O-RAN design is inspired by the software-defined network
(SDN) principles to address the limitations of contemporary Radio
Access Network (RAN)which is monolithic and closed-source. More
specifically, the O-RAN achieves this breakthrough by separating
the network control logic from the network implementation. To this
end, O-RAN breaks down the all-in-one RAN infrastructure into
multiple logical components, including the Central Unit (CU), Dis-
tributed Unit (DU), and Radio Unit (RU), which are inter-connected
via standard interfaces. These O-RAN nodes are further connected
and controlled by an Intelligent RAN Controller (RIC), which serves
as a standalone programmable component to monitor and manage
the network. Such a design enables network-overlay services to
be developed as “plug-and-play” xApps and deployed on the RIC,
regardless of the vendor-specific implementation of the RAN.

O-RAN brings unprecedented opportunities for not only network
operators, but also other stakeholders (e.g., vendors and system in-
tegrators) and researchers to build extensible security services atop
the programmable RIC to address various cellular threats. However,
there is currently a dearth of security-focused xApps and underly-
ing service models targeting the O-RAN. Although the O-RAN has
provided many exemplar xApps, such as key performance indicator
(KPI) monitoring, traffic steering, and anomaly detection [3], these
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xApp development models cannot support robust security defenses
against a wide range of practical attacks. Specifically, we find that
the telemetry collected and used by these xApps are too coarse-
grained to support sophisticated security analysis.

Notably, attacks targeting cellular networks have risen in com-
plexity and stealthiness over time, due to the availability of inex-
pensive commercial-off-the-shelf (COTS) software-defined radios
(SDRs) and open-source cellular software stacks, that simplify exe-
cution of cellular-infrastructure attacks. For instance, it costs one
as little as $500 to build a fully controllable attack device (e.g.,
a rogue UE or base station) by using a Lime SDR mini and a
Raspberry Pi 4 [1]. It has been demonstrated that the RAN and its
connected user equipment (UE) are vulnerable to numerous attacks
from various classes of (active) adversaries, including malicious
UEs [9, 17, 18], fake base stations [15, 17, 20], Man-in-the-Middle
(MiTM) attackers [28, 29], and surgical signal injectors [19, 23, 32].
Most attacks are actually transparent to users and occur very early
before the UE establishes a reliable data connection with the RAN
(e.g., by injecting a sequence of malicious control signals), making
them very difficult to detect in practice. These exploits on the RAN
and UEs can trigger severe consequences, such as service outages,
resource depletion, and privacy leakage.

To facilitate the design of extensible and robust security services
on the O-RAN, we proposeMobiFlow, a cellular network telemetry
stream tailored for security analysis. It is inspired byNetFlow, which
was initially introduced on Cisco routers to collect TCP/IP network
traffic, and has been widely adopted for network monitoring [21].
MobiFlow converts the cellular traffic from various network en-
tities (i.e., UEs, RAN, and the core network) into flow records,
and exported to the upper control layer through the standard E2
interface. The exported MobiFlow records contain fine-grained
statistics of the network entities in real-time, to further enable
robust, intelligent, and real-time security analysis performed by the
xApps on the near-real-time-RIC. We envision MobiFlow to serve
as a foundational building block to drive many practical security
applications, including but not limited to real-time monitoring,
intrusion detection, intelligent control, and artificial intelligence
(AI) or machine learning (ML) assisted security services.

The rest of the paper is organized as follows. We introduce the O-
RAN background in §2, describe our motivation in §3, and illustrate
MobiFlow’s design in §4. Finally, we conclude in §5 and outline
the potential research directions.

2 BACKGROUND
This section provides the pertinent background regarding O-RAN’s
unique features including its disaggregated architecture and its
control-layer design, as depicted in Figure 1 [3].
O-RAN’s Disaggregated Architecture. The O-RAN design fol-
lows the functional split defined in the 3GPP specification [6]
and divides the 5G RAN infrastructure into logical nodes, each
of which hosts specific functions of the protocol stack. Starting
from the lower layers of the protocol stack, the Radio Unit (RU)
is the typical radio hardware deployed at the front-haul network
to process layer-1 physical radio signals from surrounding user
equipment. Next, the Distributed Units (DU) and Central Units (CU)
are logical components that can be hosted at edge clouds, and they
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Figure 1: The O-RAN architecture.

handle the layer-2 and layer-3 functions of the network. To be more
specific, the DU handles layer-2 functions such as Medium Access
Control (MAC) and Radio Link Control (RLC). The CU mainly hosts
layer-3 control functions such as Radio Resource Control (RRC), and
partial layer-2 functions. A CU node is further split into the Control-
Plane (CU-C) and User-Plane (CU-U) nodes for control signals and
user data, respectively. For upper-layer protocols, such as the Non-
Access Stratum (NAS) that communicates the UEs with the core
network, and the Internet Protocol (IP), their traffic is also relayed by
the CU. O-RAN’s components are inter-connected through standard
interfaces, such as the F1 interface that connects the DU and CU
nodes, and the N2/N3 interfaces that connect the CU-C and CU-
U to the core network [7]. The uplink traffic of subscribed UEs
consecutively flows through the DU and CU at each stack layer, and
is finally delivered to the core (vice versa for the downlink traffic).
O-RAN’s Control-layer Design. Another key innovation in 5G
O-RAN is the RAN Intelligent Controller (RIC), which decouples the
network control plane (i.e., the layer that handles network control
logic) from the data plane (i.e., the actual network implementation).
The RIC is independent from the RAN nodes (i.e., CUs and DUs)
and connects with them through the standard E2 interface [3].
Therefore, such a design provides the RAN with interoperability
among various vendors, and offers valuable programmability to
allow “plug-and-play” software components to be deployed at the
control layer. To support such programmability, the O-RAN intro-
duces the xApps, which aremicroservices deployed on the near-real-
time RIC (nRT-RIC) for various customized control and monitoring
functions over the RAN components. The O-RAN Alliance has
demonstrated this capability with a few exemplar xApps such as
Key Performance Measurement (KPM), RAN slicing management,
and traffic steering [3]. The xApp development is facilitated by the
software-development kit (SDK) and the E2 service model (E2SM)
which acts as a contract to define the communication between the
specific xApp and its subscribed RAN nodes. To meet the real-time
requirement, the nRT-RIC runs a control loop at a timescale of 10-
1000ms. For tasks with non-real-time requirement (e.g., ML model
training), they are hosted as rApps executed on the non-real-time
RIC with timescale larger than 1s.
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3 MOTIVATION
3.1 Existing Cellular Attacks and Defenses
To motivate why there is a need for security in the cellular network,
we describe existing cellular attacks and their impact on security
and privacy. Based on the adversary types, we summarize the
following six categories of adversary models below in details [8].
• Adversarial UE. An attacker can easily set up a malicious UE by
using a valid subscriber network identity (e.g., SIM) and a cellular
device (e.g., a smartphone). It is preferable for the attacker to
build such a device with an open-source cellular stack [14] on an
SDR to achieve fine-grained control over the protocol messages.
Using such an adversarial UE, an attacker can perform DoS
attacks targeting either the RAN (e.g., radio jamming) or another
UE in the network (e.g., TMSI replay [18]).

• Fake Base Station. Due to the lack of verification of the au-
thenticity of base stations, fake base station (FBS) has been an
infamous issue, which is usually exploited to steal end-users’
International Mobile Subscriber Identity (IMSI) in prior GSM
(2G) network [11]. As in the new 5G release, this problem is
mitigated by introducing IMSI encryption. However, FBS can
also be set up for many other control message attacks, and may
cause denial-of-service and privacy leakage in UEs [17].

• MiTM Attacker. A MiTM attack relay essentially impersonates
a legitimate BS towards a victimUE and a legitimate UE towards a
victim BS. As a result, two SDRs are required to launch the attack.
An MiTM attacker can then replay, eavesdrop, or inject messages
in the traffic. For instance, the aLTEr attack [28] exploits the
lack of integrity protection for user-plane messages to redirect
DNS requests of the victim UE. Fundamentally, MiTM attacks
share the same root cause with FBSes.

• Signal Injector. Most recently, there is a new type of attack
that allows adversaries to use an SDR to inject malicious signals
into cellular traffic while maintaining high stealthiness (i.e., with
slightly higher signal strength) [32]. This signal injection (or
overshadowing) attacks can be further exploited to leak user’s
identity (e.g., IMSI in LTE network [19]) or DoS a specific UE [13].

• Compromised Core Network. Although not discussed exten-
sively in the literature, a compromised core network node can
bring security and privacy risks, such as exposing sensitive UE in-
formation or cryptographic keys. As in 5G, the core network may
impose actual security threats due to 5G-specific design choices
such as network slicing and Network Function Virtualization
(NFV).

• Passive Eavesdropper. It has been shown that passive sniffer
can eavesdrop on the uplink or downlink traffic for privacy
attacks such as IMSI stealing and user tracking in LTE net-
works [16, 19]. This privacy information is inferred from the
paging messages [30], the synchronization procedure [19] or
side-channel information [16].
In response to these threats, existing defenses are deployed at (1)

the protocol layer, (2) UEs, and (3) the RAN. Protocol-level defenses
provide fundamental countermeasures but require modification
to the cellular standard. For instance, digital-signature-based or

cryptographic-based solutions can be applied to verify BS iden-
tities [8]. Unfortunately, these countermeasures not only require
extensive changes of the specification and the infrastructure, but
also introduce additional cost and performance overhead, making
them hard to push out in the near future. UE-based defenses detect
threats on local devices and provide the corresponding remedies [10,
12], but they have a limited view on only a single device. Network-
based defenses have a global vision on subscribed UEs and networks
(i.e., can detect attacks not only targeting UEs but also the RAN),
and existing defenses mainly focus on FBS detection [22, 24, 25, 33].
While this type of defense is promising, the existing works are not
based on the O-RAN.

3.2 Why O-RAN?
We believe that the O-RAN is ideal for deploying security services
against various cellular threats, for the following three reasons.
(1) Programmability: the disaggregation of the RAN control plane
and data plane offers programmability that allows software-defined
security solutions to easily integrate as extensible xApps on the
nRT-RIC without modification of the RAN infrastructure. (2) Open-
ness: the O-RAN provides open standards and interfaces, as well
as open-source reference implementations, which allow security
stakeholders to play a role in the development and vetting process.
Contributions from the open-source community can also help
improve the security of the O-RAN. (3) Intelligence: the O-RAN
design enables data-driven solutions to be deployed. We anticipate
that a more fine-grained security telemetry stream and dataset
can drive AI/ML-based approaches to enhance the security of the
O-RAN, such as intelligent RAN monitoring and control.

However, we still need to address some current limitations in
the O-RAN in order to achieve the security goal. Specifically, we
find that the existing exemplar xApp models [3] fail to support
sophisticated security services, due to the following two main
reasons. First, these xApps are not designed to achieve certain
security goals. In particular, the anomaly detection xApp detects
anomalous UEs in the network and does not aim to detect intrusion
attacks. Second, these xApps rely on coarse-grained telemetry from
the network which is not sufficient to support fine-grained security
analysis. For instance, the KPI monitor xApp collects only a few
high-level or aggregated statistics from the RAN nodes such as
UE identifiers, locations, and cell status. However, as shown in
previous work [12, 22], a robust security service requires more fine-
grained telemetry, such as packet-level information and physical-
layer metrics. As a result, it is clear that a network telemetry stream
tailored for security is needed to facilitate the security services.

4 MOBIFLOW DESIGN
To fill the research gap, we propose MobiFlow, a fine-grained
network telemetry stream tailored for security analysis, which
provides fundamental building blocks to drive various security
services on the O-RAN. MobiFlow’s design is inspired from the
NetFlow, a network stream that aggregates TCP/IP packets into flow
records for upstream analysis tasks [21]. Similarly in MobiFlow, it
gathers telemetry streams from different cellular network entities
(i.e., UEs, RAN, and core networks) to support the security services
of xApps on the nRT-RIC. The envisioned architecture ofMobiFlow



EmergingWireless ’22, December 9, 2022, Roma, Italy Haohuang Wen, Phillip Porras, Vinod Yegneswaran, and Zhiqiang Lin

Core 
Network

DUs RUs UEsCUs

Intrusion 
Detector

E2-Report

Anomaly 
Detector

Intelligent 
RAN Control  

MobiFlow Generator

FBS Detector

Network 
Layer

Control 
Layer

Application 
Layer

Custom E2SMs

MobiFlow Collector 

Core / RAN / UE-centric
MobiFlow Records

Near-Real-Time RIC

E2 Subscription / 
Management

Root Cause 
Analyzer

Sec Policy 
Generator ML/AI service Run-time Log 

Auditing

Figure 2: Envisioned architecture of MobiFlow and its driven
applications atop O-RAN.

deployed atop O-RAN is illustrated in Figure 2, and is abstracted as
three different layers: network, control, and application, which are
further explained below.

4.1 Network Layer
The network layer aims to collect network telemetry from the
cellular network components and export MobiFlow records to the
control layer. Based on the architecture of the O-RAN described in
§2, we design a MobiFlow generator to export MobiFlow records
from the CU and DU nodes, which have direct connections to the
RIC via the standard E2 interfaces. To comprehensively support
the security analysis of adversarial threats mentioned in §3.1, we
present three types ofMobiFlow records described below.

4.1.1 UE-centric MobiFlow. This type ofMobiFlow conveys the
fine-grained statistics of a specific UE subscribed to the network.
It can express the UE’s meta information (e.g., identifiers and its
subscribed network), states (e.g., RRC connection states and security
conditions), control-plane traffic (e.g., RRC message sequences),
user-plane traffic, security algorithms, error codes, timers, and
other aggregated statistics (e.g., counters for connection failure and
establishment).
Example Security Applications. The UE-centric MobiFlow en-
ables the security xApps on the nRT-RIC to assess the security of
UEs, and could also be useful in leveraging the UE’s sensing capa-
bility to detect surrounding threats. In the following, we describe
a number of concrete security applications driven by UE-centric
MobiFlow records.
• Malicious UE Detection. As we have presented in §3.1, adver-
sarial UEs can be easily established using COTS radio hardware
and open-source software, which can further perform availability
attacks on the RAN infrastructure and other UEs. Therefore, the
fine-grained telemetry of specific UEs can help O-RAN operators
identify potentially malicious UEs subscribed to the network,
based on metrics such as abnormal traffic at the cellular control-
plane or user-plane (e.g., numerous RRC connection request
messages sent to DoS a base station [17]).

• UE-targeted Attack Detection. As a UE is vulnerable to many
external vectors, the UE-centric MobiFlow could help detect
malicious attacks towards a specific UE, perform diagnosis for
abnormal scenarios, and identify the root causes. For instance, it
is shown that UEs are subject to spoofing attacks which cause
service outages [18]. As such, the MobiFlow records among
various UEs in the network can be cross-checked. In addition,
other problematic scenarios such as malicious paging [16] and
roaming [9] could also be identified.

• Rogue Base Station Detection. It has been shown that crowd-
sourced measurement reports from UEs are useful in detecting
nearby rogue base stations [22, 24]. Since these measurement
reports include various measurements of BSes such as location,
physical signal strengths, and broadcast information, they can
serve as the inputs for heuristics-based detection algorithms,
which identify abnormal statistics (e.g., unusual signal strengths
and incorrect locations).

4.1.2 RAN-centric MobiFlow. The RAN-specific telemetry is con-
verted into RAN-centric MobiFlow records. The data of interest
could be the RAN-specific identifiers, aggregated statistics of sub-
scribed UEs (e.g., counters tracking currently connected UEs and
failure UEs in history), measurement statistics (e.g., signal strengths
and broadcast parameters), RAN-based traffic (e.g., E2 interface
packets), timers, and RAN node states.
Example Security Applications. We anticipate the RAN-centric
MobiFlow could drive various RAN-specific security tasks, and we
list two concrete security applications below.
• Malicious RANNodeDetection. The cloud-native deployment
of O-RAN could bring security risks in RAN nodes for being
compromised. The abnormal traffic of RAN nodes could help the
nRT-RIC infer potential compromised RAN nodes that transmit
malicious traffic to other RAN nodes or the RIC.

• RAN-targeted Attack Detection. The aggregated measure-
ment statistics could help identify malicious attacks targeting
the RAN. For instance, malicious UEs could launch BTS depletion
attacks [18] to exhaust the resources of a single BS, further
denying the service of all subscribed users. For other similar
attacks on the cellular data-plane (e.g., malicious TCP/IP traffic)
can be detected in a similar fashion.

4.1.3 Core-centric MobiFlow. Core-specificMobiFlow stream con-
sists of aggregated RAN statistics (e.g., active and inactive RAN
nodes), core node status, core network traffic, etc. As the core
network does not have a direct connection to the RIC, the core-
centricMobiFlow records need to be transmitted via the N2 and
N3 interfaces (shown in Figure 1) and reported from the CU nodes.
Example Security Applications. The core-centric MobiFlow
records are expected to drive various core-based security applica-
tions such as the detection of anomalous core network nodes and
network diagnosis. For instance, core-related traffic can help diag-
nose anomalies such as authentication failure and security mode
failure of a specific UE. Core-targeted attacks could also be detected
(e.g., network DDoS and Diameter attacks [31]), and compromised
core network nodes could be identified. With 5G introducing many
new network features, such as network slicing [26], there could
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be potentially larger attack surfaces and new types of attacks (e.g.,
ML-based attacks) on the core network side.

4.2 Control Layer
The control layer resides at the nRT-RIC. In addition to MobiFlow
record collection and storage, it manages the subscribed RAN nodes
via the E2 interface, and distributes theMobiFlow records to the
xApps. The control layer essentially serves as a proxy to manage
subscriptions and transmission between the xApps and the RAN
nodes. We describe the control layer’s two main functions below.
Subscription Management. In the O-RAN, both CU and DU
nodes are abstracted as E2 nodes and managed through a publish-
subscribe model via the standard E2 interface [3]. Upon the start
of an E2 node, it must first complete an E2 setup procedure with
the nRT-RIC, which declares the E2 node’s service and capability
as RAN Functions. At the application layer, the xApp examines
the setup E2 nodes for their supported report metrics and report
styles, and subscribes to E2 nodes of interest. The subscription
messages indicate the report metrics of the xApp’s interest (can be
a subset of all supported metrics of the E2 nodes). Afterwards, the
communication between the E2 nodes and the xApps is activated
and performed through the nRT-RIC.
MobiFlow Collection and Reporting. The collection and report-
ing of MobiFlow records needs to address two problems: (1) what
telemetry to be collected in aMobiFlow record? and (2) how often
to report aMobiFlow record to the xApps? For (1), the telemetry
required by a xApp is declared in its E2 service model (E2SM), as
mentioned in §2. An E2SM is defined based on four basic E2 services:
Report, Insert, Control, and Policy. For instance, an intrusion detec-
tion xApp may periodically receive UE-centricMobiFlow records
reported via the E2-Report operations, to subscribe to the real-time
UE status. For (2), the current E2 interface supports either periodic or
trigger-based report declared in the E2 setup messages. For example,
a xApp may ask an E2 node to periodically report a RAN-centric
MobiFlow record, and receive a UE-centricMobiFlow record upon
state change of a UE (i.e., trigger-based events). The property of
the nRT-RIC ensures that each operation cycle is performed at a
near-real-time scale (i.e., 10-1000ms [3]).

4.3 Application Layer
Asmentioned in §2, the upstream control layer logic is implemented
at the xApps on the nRT-RIC, which are hosted at the application
layer. Each xApp interacts with the nRT-RIC through the four basic
E2 operations, such as receiving MobiFlow records via the E2-
Report packets with flexible report frequencies. While we have
already described a number of concrete security applications in
§4.1, they can be integrated into various security services. In the
following, we further summarize a set of envisioned security xApps
enabled byMobiFlow on the application layer.
• Real-time Monitoring. MobiFlow telemetry and the property
of the RIC enables real-time monitoring of the cellular network
and UEs. Suchmonitoring can aim to detect network or UE anom-
alies, based on either aggregated statistics (e.g., failure counters
and timers) or fine-grained states and packet-level information.

One notable example is rogue base station detection [22, 24] as
we have mentioned in §4.1.

• Intrusion Detection. In response to the various adversarial
attacks in §3.1, an intrusion detection system can be deployed
to detect incoming attacks and generate real-time alerts. The
detection can be formulated using either heuristic-based rule
sets or learning-based approaches (e.g., automata and machine
learning), by leveraging theMobiFlow telemetry from the E2
nodes (e.g., control message sequences of UEs [12]). We have
mentioned a few example applications such as detecting mali-
cious UE attacks in §4.1.

• Intelligent RAN Control. To address the detected intrusions,
an intelligent RAN controller can be deployed with security
policies and rule sets. In addition to the E2-Reportmechanism, the
E2 interface supports E2-Control that allows xApps to proactively
initiate control requests to the E2 nodes through the RIC. To this
end, dynamic RAN control adjustment can be achieved, such
as fine-tuning of control parameters (e.g., UE timeout thresh-
olds), switching certain control functions on/off, and dropping a
specific packet or connection.

• AI/ML-assisted Security. The O-RAN allows ML models to be
deployed as either standalone containers or downloaded files.
To this end, pre-trained ML models can be loaded to facilitate
various security tasks (e.g., malicious UE prediction, attack de-
tection, and anomalous traffic classification) [27]. MobiFlow
records can be fed into various AI/ML models and algorithms
(e.g., decision trees, support vector machines, and deep neural
networks) for training and prediction.

• Root-cause Analysis. MobiFlow records can help infer the
root causes of anomalous or failure events within the network,
such as tracking data provenance, developing causal models, and
visualizing data flow graphs. This could help network analysts
quickly identify the core of the problems and provide resolutions.

• Automated Security Policy Generation. The management
of the xApps and the network involves sophisticated security
policies. Although manual configurations can be costly and
error-prone, such a process can be automated to reduce security
risks and provide more fine-grained control adapted to various
scenarios and requirements.

5 CONCLUSION AND FUTUREWORK
WeproposedMobiFlow, a NetFlow-based telemetry stream tailored
for developing extensible security services on top of the emerging
5G O-RAN. We have illustrated an envisioned architecture of Mob-
iFlow on the O-RAN, and show how extensible modules can be
programmed as xApps on the nRT-RIC to drive various security
applications, such as network monitoring, intrusion detection, and
AI/ML-driven security services.MobiFlow can be instantiated in
real networks or existing O-RAN compliant testbeds such as SD-
RAN [5] and experimental RAN implementations such as OpenAir-
Interface [4]. In the following, we outline some potential research
directions and challenges for future work.

The first challenge is to balance security and privacy. WhileMob-
iFlow provides a fine-grained data telemetry stream for security, it
also imposes privacy risks to end-users. Data breaches could occur
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if the data transmission channels are not properly secured, or the
RIC, CUs, and DUs deployed on regional clouds are compromised.
Therefore, MobiFlow’s practical design should consider how fine-
grained data can be collected at aminimumwhile providing security
guarantees and respecting user privacy. On the other hand, all O-
RAN nodes and communication channels should be hardened to
prevent data leakage (e.g., using end-to-end encryption).

Second, the O-RAN architecture brings many new threat vectors
compared to the conventional RAN infrastructure, and thus a zero-
trust security model should be adopted when designing O-RAN
components. Specifically, a zero-trust model should assume that all
communication sources are not trusted, and the authenticity of the
senders should always be verified. For instance, new attack surfaces
may emerge as compromised DUs and CUs, malicious E2 nodes,
RIC servers, and xApps on the RIC, which may inject stealthily
malicious packets for data poisoning and control interference.

Third, since the O-RAN embraces the open-source community,
potential threats also exist among the publicly available open-
source xApps and ML models imported to O-RAN. For instance,
one notable threat vector may come from attackers distributing or
contributing to open-source O-RAN software. Therefore, security
vetting techniques should be applied to thoroughly audit these
open-source programs before they are used. The isolation and
access control among xApps should be properly enforced, and
communication should be encrypted and integrity-protected to
ensure untrusted xApps cannot break the security and privacy of
existing xApps.

Finally, at the design and implementation level, practical design
constraints will bring additional challenges for security. As Mobi-
Flow requires fine-grained telemetry for security analysis, its high
data granularity could likely impact network performance overhead
metrics (e.g., throughput and latency). The O-RAN also requires
the nRT-RIC to execute near-real-time tasks with relatively low
latency. Therefore, efficient data structures, encoding schemes, and
algorithms are important as security building blocks.
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