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( ) ,   ,  .
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The concept of fully homomorphic encryption, originally called
     was proposed by Rivest, Adleman
    and Dertouzos in 1978 (one yea

pri
 

r after 
vacy homomorph

 
ism,

Homomorphic encryption before Gentry
•

RSA was published).

 Homomorphic encryption schemes before 2009:
      Multiplicatively homomorphic:

Additivel
RSA, ElGammal, etc.

      Goldwasser-Micali, Paillier, etc.y homo
    

morphic:
Quadratic p 

 •






1

 Boneh-Goh-Nissim
      but with  
       "Polly Craker" by Fellows and Koblit

olynomials:
Arbitrary circuits exponential ciph

z
     (poly-size, depth

ertext-size:

NC  (log ), using bounded fan circu  iits -O n



 n
      AND, OR, and NOT gates): Sanders-Young-Yung
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In 2009, Gentry proposed the first FHE scheme.

 Three steps:
     Building a somewhat homomorphic encry
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{ }  Can we have a -homomorphic encryption scheme
 ?  

 That is, the ciphertexts output by  is a
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 In a nut shell, bootstrapping is to perform
    (augmented)  homomorph y
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( ) ,   ,  .

 :  a set of gates (with input/output in the plaintext
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 ( ) :  the set of -augmented , .

   : a class of circuit

Bootstrappable encryption

D g gΣ

•

•

•

Σ =

Γ

Γ ∈Γ

•

KeyGen Encrypt, Decrypt Evaluate

Decrypt

C

bootstrappable with respect to 

s (including the identity circuit).

 Suppose  is -homomorphic.

  is said to be if ( ) .

 If  is bootstrappable w.r.t. a complete 

 

 

set of gates  (including th

 

 

DΣΓ

Σ

Σ Γ

•

⊆

Γ

•

• Σ

C

C

{ }( )

e
    identity gate), then we can construct a leveled fully homomorphic 

    family of schemes :  (for circuits with gates in ).d d +Σ ∈ Γ
20 



( )

( ) ( ) ( ) ( )

( )

 Assume ,   ,   is 
    bootstrappable w.r.t. a set of gates .  We construct from 

    ,   ,  

 

:  homomorphic for circuits of depth

d d d d

d d

Σ =

Γ

Σ =

•

Σ

Σ ≤

KeyGen Encrypt, Decrypt Evaluate

KeyGen Encrypt , Decrypt E( )
( )

  

(

( )

1

)

.

  //The same algorithm for all .//
     Use  to generate 1 key pairs ( ,  ),  0 .
     Represent  as a sequence o

, :     

f plaintexts: ( , , ).

    

 

d

d

i i

i i i i

d
d sk pk i d

sk s k sk

d

k s

λ•

+ ≤ ≤
=











val

Key

uate

Key

Ge

Ge

n

n

( )

{ }

1

( )
0

( )
0 1

 Encrypt (each element of) ,  .

     Secret key: .

     Public key: ,  .

i i i i

d

d
i ii d i d

sk sk pk sk

sk sk

pk pk sk

−

≤ ≤ ≤ ≤

←

=

=





:  Encrypt

21 



1 01

1 1 0

 
d

d d

d pk pkpk

sk s

pk

k k sks

−

−



 

22 

Decryption 
key 

Encryption 
key 

The rest are the 
evaluation key 
 



( )

(

)

)

(

( )

( )

 
     Input: a public key  and a plaintext .
     Output:  cipher

:       

:  

text ,  .

 
     Input: a secret key  and a ciphertext .
     Output:  cip e

 

r

 

h t

d

d

d

d

d

pk
pk

sk

π
ψ π

ψ

←

•

•









Encry

Encrypt

Decrypt

pt

( )

(

0

( )

)

ext ,  .

     Remark:  is assumed to be an output of  
       What if  was pr

 

.
od ?uced by 

  

d

d

skπ ψ

ψ

ψ

←



Decryp

Evaluate

Encrypt

t

23 



( )

( )

( ) ( )

( ) ( )
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 Theorem.  If  is bootstrappable w.r.t. a complete
    set of gates  (including the identity gate), then the family 

    :  constructed above is leveled fully homomorphic
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 Theorem.  For a circuit  of  and  
    (the number of wires), the time complexity of evaluating  is
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 Theorem.  If  is semantically secure, then
                      is semantically secure for each .

 Two questions:

  What's the meaning of semantic security fo    

 

 

r homomorphic
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  How to prove the theorem 
 

   ?
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 Challenger:  on input the security parameter , 
     generates a key pair ( , ),  
 

 
     sends  to the adversary.

 Adversary:  produces two me
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   We will argue that it is the same.
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 So, the semantic security game for homomorphic encryption
    is the same as the  semantic security game
    for ordinary pub

 

 

lic-key encryption.

 It has been shown t

multi-ciph
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e

o
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ri  

ext

thm

•

• A that breaks the semantic
    security of the game with multiple ciphertexts can be 
    used to construct an algorithm B that breaks the semantic 
    security of the ordinry game.  That is, break ing s

.

 Therefore, to prove semantic se

ingle-ciphertext
    semantic secu

curity of a homomorphic 
    encry

rity  breaking mult

ption scheme, we c

i-cipher

an just 

text semantic s

use the semanti
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m
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≤

•
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    ordinary public-key encryption.

35 



( )

1 01

1 1 0

 Theorem.  If  is semantically secure (and bootstrappable),
    then  is semantically secure for each .
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( ) Game  is the same as the game for  except that each ,

    1,  is replaced by some  unrelated to :  

       ( , ) (1 ) 

       encry
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( )

 To prove the theorem, assume the existence of an adversary
     that has a non-negligible advantage against  (Game 0).
   We construct an algorithm  that breaks  (Game ) with a
   non-negligib

 
dA

B d
Σ

•

Σ

1 0

le advantage.  (  will use  as a "subroutine".)
 Let ( ) 's advantage in Game . 

    Apparently,  ( ) ( ) ( ).
 Two cases:   

       ( ) is non-negligible (  breaks  and we are d
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B A
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ε λ ε λ ε λ
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=
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1

).
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•
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  ( ) is non-negligible and ( ) is negligible.
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0 1 1 1

Game against 

 (challenger)                       
1. generate ,  ;                   send ,  to ;
2. send  to ;                       (  is t

 (adversary)
5.
8. o

k k

C
pk sk sk sk C

pk

B

B B
π π+ +

Σ

′= =



Game aga

 guess ,  with 's help);
6. choose ;                            if  then 0 else 1;
7. sen

14.
15

 (challenger)

d ( ) to ;    .  send  to .

                          (adversary) 

pk b

b A
b b b

E B b C

AB

β β
ψ π

′ ′ ′= = =
′←

( )

0 1

1

inst 

 
 set up the game with ;        11. send plaintexts ,   to ;
 replace  by ;               13. send its guess  to ;

3.
4.

9

 

 rep. lace  by ;              
s0  1 .

d

k

k

A B
pk pk B

sk

π π
β

ψ+

Σ

′ ′

′



end the "keys" to ;
 choose  and send ( ) to ;12.

dpk

A
E Aββ ψ π′ ′← 41 



( )In summary, if  has a non-negligible advantage against ,
   then  has a non-negligible advantage against the 
   multi-ciphertext version of ,  from which one can construct 
   an algorithm '  a

 

g

dA
B

B

Σ

Σ

•

( )

ainst (the single-ciphertext version of)  
   with a non-negligible advantage.  This proves the theorem.

 Theorem.  If  is semantically secure (and bootstrappable),
    then  is semantically secu
 

d

Σ

Σ

Σ

•

re for each .d
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( ) The public key of  (including the evaluation key)
    contains 1 -public keys and a chain of  encrypted
    -secre

Question: why don't w

t keys.

 e use j

 

  ust

Can we use just one pair of keys? 
d

d d
Σ•

•

+ Σ
Σ

0

0 0

1 0 0 0 01

1 1 0 0 0

one pair o

      

f

 

 keys?

d

d d

d pk pk pk pk pkpk

sk sk

pk pk

sk sksk sksk sk

−

−

⇒
 

   
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{ } ( )

( )

( )
0 0 0 0 0

 Theorem.  If  is KDM-secure, then we can shorten  to

    ,  ,  with  ,  .  Then, all  

     are the same and we have 

 

FHE schan 

Leveled FHE becomes FHE if  is KDM-secure
d

d

pk

pk sk sk pk sk

Σ

← Σ

•

Σ

Encrypt

1 0 0 0 00

0 0

1

1 1 0 0 0

eme.

       
d

d

d

d

pk pk

s

pk pk pk pk pkpk

sk sk sk sk kk sks sk

−

−

⇒
 

   
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KDM-Security 

(KDM: Key-Dependent Message) 
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[ ] ( )

[ ]

0 1

0 1

 In the IND-CPA game, 

1 , , , ( ) :  
     Pr  wins   Pr .

(1 ),  {0,1},  ,

Define the  to be Pr  wins 1 2 .

 

adve

An enc

rsar

 

  

 

y's advantag

r

e

Recall: IND- CPA (semantic security)

k
k

u A

E
bA m m E

A
k G b m

m b

m M

A

λ

λ

 =
 
 ← ← ← 

−

•

•

•



negligible
yption scheme is IND-CPA if all polynomial-time

    adversaries have  advantages.

 Remark:  The game for asymmetric encryption is sim . ilar•



 Semantic security assumes that the messages to be encrypted
    are independent of the secret key.

 Suppose ( , , ) is semantically secure (IND-CPA).  
    Suppose we modify the encryption algorit

 

 G E D

•

• Σ =
hm such that

0 ( ) if  
              ( )

1 otherwise

  Q:  Is ( , , ) semantically sec

 is apparently insecure if it is used to encrypt the

ure? 

   ,
     and potentially in

 key i
s

l

 

tse f

k
k

E m m k
E m

k

G E D

≠′ = 


′ ′Σ =•

• ′Σ





ecure if used to encrypt key-dependent
     messages.

   This suggests the notion of KDM security.•
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 Parameters: security parameter , an integer 0,  a class
     of functions that map  secret keys to a message. 

 Setup.  The challenger chooses a ran

 

 

KDM-security game (for asymmetric encryption)
n

C n
λ•

•

>

 

  1 1

1

dom bit {0, 1},
   generates   key pairs ( , ),  ,  ( , ),  and
    sends public keys ( ,  ,  ) to the adversary.

Queries. The adversary issues queries of the form ( ,  )
    with

 
 

 
 1 a

n n

n

b
n pk sk pk sk

pk pk

i f
i n

•

←
…

≤ ≤



1

nd  .  The challenger responds with
( ,  ) if 0

        where ( ,  ,  ).
( ,  0 ) f 1

Finish.  The adv ersary guesses whether 0 or 1. 

i
nm

i

f C
E pk m b

c m f sk sk
E pk i b

b b•

∈

=
← =

=

= =
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 A public-key encryption scheme is 
     if all polynomial-time adversaries have
    negligible advantages in

-way KDM-secure
with re

 the KDM-security game
spect

 

 

.

 B

 to 

oneh et al (Crypto'

KDM-security
n

C
•

•

1

1

08) proposed a KDM-secure encryption
    scheme w.r.t. the following class of functions:
      all constant functions:  ( ,  ,  )  for .
      all selector functions ( ,  ,  )  for 1 .

m n

i n i

f x x m m M
f x x x i n

= ∈
= ≤ ≤









 KDM-security for this class of functions implies semantic
    security as well as circular security.  (In circular security, we
    have a cycle of  key pairs, and we are allowed to encrypt 
  ch

 

  ea
n

•

( mod ) 1 , 1 ,  under ). i i nsk i n pk +≤ ≤
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 The KDM-security needed to convert leveled FHE to
    FHE is circular security for some 0.

 Since the underlying SHE is bootstra

 

 ppable, using multiple 
    key-pairs

The KDM-security needed for FHE

n

•

>
•

 ( 1) does not seem to be more secure than 
    using just one pair ( 1).  Why?

n
n

>
=
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