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  Digital signature is the same as MAC except that 
    the tag (signature) is produced using the secret key of a 
    public-key cryptosystem.
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  Digital signature:
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      Basic RSA signature is the reverse of basic RSA 
        encryption.
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    1.  Every message  is a valid signature of its ciphertext
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Question:

Answer:
    

  
    Does hash-then-sign make RSA signature secure
    against chosen-message attacks?
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    In practice,  is  full-domain.  
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  Hash function    :{0,1} {0,1}      (not full domain). 

    .   (E.g., SHA-1, 160;   RSA, 1024.)
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  PSS is secure against chosen-message attacks in the
    random oracle model (i.e., if  and  are random oracles).
  PSS is adopted in PKCS #1 v.2.1.
  Hash functions such as SHA-1
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  The signature  is a function of ( , , ). 
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   1. Key generation: same as in ElGamal encryption.
       a large prime  and a generator .

       a randomly chosen number  and mod ;
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   2. To sign a message ,   
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  SHA-1 is suggested for use as the hash function.
 160 bits, 512 64 ,  0 8.  

  Because a hash is used, there is no restriction on .
  Why use  instead of ?
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