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Perfectly-Secret Encryption 

CSE 5351: Introduction to Cryptography 

Reading assignment: 

•  Read Chapter 2 

• You may skip proofs, but are encouraged 

to read some of them. 
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 Definition of encryption schemes

 Shannon's notion of perfect secrecy

 Shannon's Theorems

 Limitions of p
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 An encryption scheme  consists of three algorithms ,

    ,  and three spaces ,  ,  .

 ,  ,  :  key space,  message space,  ciphertext space.
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 We don't need to explicitly specify  and  as they

   are implicitly defined by  and , respectively. 
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Caesar's shift cipher with {a,b,c,d}  

    represented as {0,1,

 Consider 

 Key generation:

2,3}. 

{0, ,2    .
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 Consider a ciphertext-only attack, where the adversary is an

    eavesdropper with a  ciphertext ( ). 
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 Adversary:  an eavesdropper with unlimited computing power

    and being able to see a  

 

 

ciphertext.

 Encryption scheme: ( ,  ,  ,  ,  ,  )

 Envisio n

single

Shannon's notion of perfect secrecy 
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       some probability distribution, a
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     Pr[ ] probability that message  is picked.

     Pr[ ] probability that key  is generated by .

     Pr[ ] probability that  is the ciphertext.

      The distributio

Notation:  

 

 

f

 

n o

m m

k k Gen

c c



 

 

 

M

K

C

 is a characteristic of .

      The distribution of  is determined by .

      The distribution of  is induced by  and depends on 

        the distributions of  and :  

       Pr[ ] Pr[ ]

M

Gen

Enc

c m   

M

K

C

M C

C M    
, 

Pr Pr ( )k

m M k K

k Enc m c
 

   K



9 

   

 
 

 

   

       

 

 

      Pr |   Pr[ ] Pr ( )

Pr ( ) ( )
      

Conditio

Pr |   
Pr

       Pr ( ) ( ) ( ( ) )
Pr

       

nal probabilities:  

Pr Pr Pr ( )
Pr

     

 

 

 

k

k K

k

k K

k

k K

c m k Enc m c

m c
m c

c

m k Enc m c
c

m k Enc m c
c







     

  
  



     


    












C M K

M C
M C

C

M K
C

M K
C

       (  and  and the randomness of  are assumed to

              be independent.)

EncM K



10 

Caesar's shift cipher with {a,b,c,d}  

    represented as {0,1,

 Consider 

 Key generation:    .

( ) mod 26 with probability 1 2
 Encryption:  ( )

( 5

2,3}. 

{0, ,25}
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ever
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Shannon's Definition o
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 it suffices to show a

    counterexample, i.e., to construct a distribution over , 

    a message ,  and a cipher
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Caesar's shift cipher with {a,b,c,d}  

    represented as {0,1,

 Consider 

 Key generation: 

2,3}. 

{0, ,25   .

 Encryption:      

      Randomly generate a b

}

{0,1}.
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      Let ( ) ( 5 ) mod 26.
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 0,1 ,  .

Key generation:   0,1 .

Encryption:         : .

 One-time pad:  each key is used only once.
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 0,1 ,  .

Key generation:   0,1 .

Encryption:         : .

 If a key  is used to encrypt two messages:
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 We may regard the scheme as having 0,1  and

    0,1 ,  with encryption algorithm:

                  ( ) ( ).

 It is not perfectly secret since  
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   [a necessary condition for perfect secrecy]

    If an encryption scheme is perfectly secrect, then .

  Thus, if {0,1}  and {0,1} , then ,  

    i.e., keys mu
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  Observation:    is deterministic.

  Sufficiency:

    The two conditions hold
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  Necessity: Assume  and perfect secrecy.

     Consider any arbitrary (but fixed) . 

     Let ( ) : ( ) ,   the set of all keys 
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  With Shannon's theorem, it is trivial to see that Vernam's

    one-time pad is perfectly secret.

  It is easy to design another perfectly secret encryption scheme.

  For ex

Applying Shannon's Theorem





 ample, take Caesar’s shift cipher:

      {0,  1,  ...,  25} { , ,..., }.

      Key generation:  .

      Encryption:  ( ) ( ) mod 26 

  Caesar’s shift cipher is perfectly secret if it is used
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  Suppose we use Caesar’s shift cipher to encrypt a message

    (any sequence of letters), but uniformly randomly generate a

     key for each letter.

  Thus, {0,  1,
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  To achieve perfect secrecy:

      keys must be as long as messages (if {0,1}  and {0,1} );

      a new key must be generated for each message.

  It is desired to u

Limitations of Perfect Secrecy
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se a  to encrypt .

      To this end, we need to  the security requirement.

      Unfortunately, it is hard to relax the conditions
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         to perfect secrecy and can be easily relaxed.
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 Encryption scheme: ( ,  ,  ) with message space .

 Adversary: an eavesdropper w uith  computing power.

 We model the adversary as a p
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  An encryption scheme is perfectly secret 
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