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Original Principle Explanation Purpose Rethinking 
End-to-end 
principle [1] 

Place certain vital 
application and protocol 
functions at end systems. 
“Smart” Internet edge; 
“dumb” Internet core. 

Certain functions like logical end-to-end 
transport can only be reliably 
implemented at end systems. 

The Internet core should perform certain 
functions like QoS provisioning. Filters for 
objectionable content are implemented. 
Software-defined networking emerges for 
automatic network configuration. The 
wireless channel induces packet loss 
unrelated to congestion. [5] 

Exactly one 
protocol at the 
Internet (network) 
level [2] 

There should be exactly 
one network layer protocol 
for interoperability among 
networks. 

Enable networks with different owners to 
communicate with each other. Simplify 
implementation for cost and performance 
reasons. 

Managing IP address allocation is tedious, 
especially for CPSs. The volume of “big 
data, big networks” is overwhelming. IPv6 
and information-centric networking (ICN) 
are developed to connect “everything” to the 
Internet.  

No centralized 
control of the 
Internet [2] 

“Nobody owns the Internet, 
there is no centralized 
control, and nobody can 
turn it off.” [2] 

Fault tolerance and maintainability. 
American and European ideas about 
liberty shaped Internet governance. 

Legal, economic, and social realities 
(“tussle”): vendor lock-in for products and 
services; protecting intellectual property 
rights; states (e.g., Egypt) cutting off Internet 
access or reportedly launching cyberattacks 
(e.g., U.S./Israel and Stuxnet). Suggestion: 
“design for tussle,” “modularize along tussle 
boundaries.” [3] 

Effective 
multiplexed 
utilization of 
existing 
interconnected 
networks [4] 

The Internet architecture 
should connect together the 
existing ARPANET with 
the ARPA packet radio 
network. 

Enable users on the ARPA packet radio 
network to access mainframes on the 
existing ARPANET network. 

Security threats entail administration of 
firewalls, intrusion detection systems, etc. 
IPv4 address space is essentially exhausted; 
continued IPv4 operation depends on 
network address translation (NAT). 

Internet 
communication 
must survive in the 
face of failure [4] 

Internet communications 
must be able to continue 
even if individual networks 
or gateways fail. 

Computer systems need to be able to 
communicate if an enemy strike cripples 
particular systems. 

Failure is the norm for cloud computing 
services (individual machines fail routinely). 
Communications fail in wireless networks 
for different reasons than in wireline 
networks. 

Internet support 
for many kinds of 
communication 
services [4] 

The Internet transport layer 
should simultaneously 
support different kinds of 
communication services 
that require different 
speeds, latencies, and 
degrees of reliability. 

The Internet should interconnect various 
existing communication networks as a 
single “network of networks.”  

QoS mechanisms like DiffServ are proposed 
for communications with different 
requirements. Transport layer protocols like 
SCTP are proposed in addition to TCP and 
UDP. 

Internet 
accommodation of 
various networks 
[4] 

The Internet architecture 
needs to incorporate and 
operate with a wide variety 
of networking technologies. 

As a “network of networks,” the Internet 
needs to enable internetworking 
regardless of the underlying networks’ 
technologies.  

The Internet now supports wireless and 
cellular networks (especially as the latter 
have transitioned to pure-IP architectures). 

Distributed 
Internet 
management [4] 

The Internet should enable 
distributed management of 
its resources by network 
owners. 

Network owners need to manage their 
networks efficiently in order to provide 
efficient service to users and other 
interconnected networks. 

Software-defined networking is proposed for 
automated network management.  

Cost-effective 
Internet 
architecture [4] 

The Internet should use 
communication resources 
in a cost-effective way. 

Communication resources are expensive, 
so they need to be utilized as efficiently 
as possible. In particular, retransmissions 
of lost packets can degrade performance. 

Cellular network service providers charge for 
data usage beyond fixed quotas. Link speeds 
for Ethernet, 802.11, etc. continue to 
increase. 

Easy host 
attachment to the 
Internet [4] 

It should be easy to attach 
new hosts to the Internet 
regarding network 
application development. 

Programmers need to be able to 
implement network applications easily. 
High “barriers to entry” can hinder the 
development of new applications. 

High-level programming languages like 
Python make network programming easier 
than in C. Many codes are available online. 
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Accountability for 
Internet resource 
use [4] 

Internet protocols and 
gateways should account 
for resource consumption. 

Communication resources are expensive. 
Internet stakeholders need to understand 
resource consumption for their operations 
(and pricing). 

Pricing schemes are developed. Routers can 
describe their utilized Internet traffic. 
Cellular devices automatically account for 
resource use for billing purposes. 

Implicit trust of 
users [5] 

Users are implicitly trusted 
and technologically savvy. 

Initial Internet users (e.g., government 
labs, universities) trusted each other. 

Malicious codes and cybercrime reduce 
people’s trust in communications. Many 
Internet users are not technically savvy. New 
protocols (e.g., SSH, SSL/TLS) have been 
designed for security. 

No infrastructure 
for edge 
communication 
with cheap 
machines [6] 

Embedded devices are 
increasingly prevalent and 
need to be interconnected 
at the network edge, where 
barriers to entry are lower. 

Much creative work focuses on new 
Internet applications and devices at the 
network edge. Network traffic originating 
from sensors and actuators will surely 
increase. 

Short-range wireless communication 
protocols like Bluetooth and WiFi can enable 
interconnections. 

No universal 
location system [6] 

The Internet was not 
designed with a “universal 
localization” service for 
any network device. 

Initially, the Internet consisted of 
stationary devices whose locations could 
be known or inferred easily. 

Numerous indoor localization approaches are 
proposed. 

Lack of Internet 
security and 
robustness [6] 

The Internet was not 
designed with security in 
mind. Attacks make 
Internet services 
unavailable to users. 

The Internet is designed to function 
correctly. Initial users were benign and 
trusting, which is no longer the case. 

Protocols like SSL/TLS and IPsec have been 
designed with security in mind. Network 
resources can be overprovisioned to respond 
to attacks and DDoS attacks can be 
“sinkholed.” 

Lack of Internet 
operation during 
crises [6] 

The Internet was not 
designed to support 
emergency needs arising in 
times of crisis. 

The Internet is designed to provide “best 
effort” functionality. Enabling dedicated 
resources for first responders significantly 
complicates software implementations. 

Mechanisms are designed for QoS (such as 
emergency notifications). Emergency 
notification text messages are examined [7]. 

Internet does not 
support localized 
networks [6] 

The Internet is designed to 
support global 
communications, not those 
in immediate proximity to 
users or “on chip”. 

The Internet was designed to interconnect 
computers via a global “network of 
networks.” Neither wireless 
communication nor on-chip networking 
were possible at the time of design. 

Short-range wireless communication 
protocols like Bluetooth and WiFi can enable 
communications in physical proximity.  

Cumbersome 
diagnosis and 
configuration [6] 

Internet problem diagnosis 
and configuration is a 
manual and tedious 
process. 

The Internet core is not aware of users’ 
goals or any problems they encounter. 
There is no mechanism for a router to 
query its own information for errors. 

Software-defined networking systems are 
designed for programmability and 
configuration. 

No concern for 
energy use [6] 

The Internet was not 
designed with energy 
efficiency in mind. 

Until recently, Internet-connected devices 
were stationary and connected to wall 
power. Interconnecting devices was the 
main concern. 

The use of mobile computing devices (with 
limited battery life) has exploded. Billions of 
people worldwide use such devices. “Bring 
your own device” poses challenges for IT 
and security. 

Limited spectrum 
agility [6] 

The Internet was designed 
before the advent of 
software defined radio. 

The Internet architecture was initially 
designed for wireline systems. Wireless 
communications grant software limited 
control over coding, frequency, etc. 

USRPs enable software defined radio with 
control over coding, frequency, and 
transmission/reception. 
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