[8] S. Sarin, N. Lync h, Disc ar din Obsolete Information in eplic ate Datab ase System, IEEE ransactions on Soft are Engineering, 13(1), 39-47, 1987. [9] K. ylor, The ole of Inhibition in Consistent Cut Pr oto ols Pro ceedings of the 3rd In ternational orkshop on Distributed Algorithms, LNCS 392, Springer erlag, 124-134, 1989. [10] S. enk atesan, Message-Optimal Incr emen tal Snapshots, Pro ceedings of the 9th In terna- tional Conference on Distributed Computing Systems, 53-60, 1989. [11] M. Sp ezialetti, Kearns, E�cient Distribute Snapshots, Pro ceedings of the 6th In ter- national Conference on Distributed Computing Systems, 382-388, 1986. [12] M. Sp ezialetti, Kearns, Simultane ous gions amework for the Consistent Mon- itoring of Distribute Systems, Pro ceedings of the 9th In ternational Conference on Dis- tributed Computing Systems, 61-68, 1989. 17 consisten monitoring of distributed systems to detect global predicates. pro cess whose lo cal ariable is comp onen of the global predicate informs monitor whenev er the alue of the ariable hanges. This pro cess also co erces other pro cesses to inform the monitor of the alues of their ariables that are comp onen ts of the global predicate. The monitor ev aluates the global predicate when it reciev es the next message from eac of the in olv ed pro cesses, informing it of the alue(s) of their lo cal ariable(s). The erio ds of lo cal computation on eac pro cess et een the th and the th ev en ts at whic the alues of the lo cal comp onen t(s) of the global predicate are rep orted to the monitor are de�ned to the th sim ultaneous regions. The ab sc heme is extended to arrange ultiple monitors hierarc hically to ev aluate complex global predicates. Conclusions able giv es comparison of the salien features of the arious snapshot recording algorithms. An appropriate algorithm can hosen based on the application’s requiremen t. Though the tec hnique of recording snapshots is fairly ell-understo d, they need to adapted to detect sp eci�c global predicates. or example, the detection of global (not necessarliy stable) predicates in system is an area where snapshot tec hniques need to adapted suitably Sc hemes to monitor global predicates should able to monitor the currence of transien states that ma not necessarily ccur in ev ery run of the computation, states that alw ys ccur in ev ery run of the computation, and stable states. References [1] A. Ac hary a, B. R. Badrinath, or ding Distribute Snapshots Base on Causal Or der of Message Delivery, Information Pro cessing Letters, North Holland, 44, 317-321, 1992. [2] K.M. Chandy L. Lamp ort, Distribute Snapshots: Determining Glob al States of Distribute Systems, CM ransactions on Computer Systems, 63-75, 3(1), 1985. [3] K. Geihs, M. Seifert, utomate alidation of Co op er ation Pr oto ol for Distribute Sys- tems, Pro ceedings of the 6th In ternational Conference on Distributed Computing Systems, 436-443, 1986. [4] J.-M., Helary Observing Glob al States of Asynchr onous Distribute Applic ations, Pro ceed- ings of the 3rd In ternational orkshop on Distributed Algorithms, LNCS 392, Springer erlag, 124-134, 1989. [5] T. H. Lai, T. H. ang, On Distribute Snapshots, Information Pro cessing Letters, North Holland, 25, 153-158, 1987. [6] H. F. Li, T. Radhakrishnan, K. enk atesan, Glob al State Dete ction in Non-FIF Networks, Pro ceedings of the 7th In ternational Conference on Distributed Computing Systems, 364- 370, 1987. [7] B. Miller, J. Choi, Br akp oints and Halting in Distribute Pr gr ams, Pro ceedings of the 8th In ternational Conference on Distributed Computing Systems, 316-323, 1988. 16 Algorithms eatures Chandy- Baseline algorithm. FIF systems. messages to record snapshot. Lamp ort ], 1985 Sp ezialetti- Impro emen ts to ]: supp orts concurren initiators, e�cien assem bly Kearns 11 ], 1986 and distribution of snapshot. Assumes bidirectional hannels. messages to record, messages to asem ble and distribute snapshot. enk atesan 10 ], Based on ]. Selectiv sending of mark ers. 1989 Pro vides message-optimal incremen tal snapshots. ( messages to record snapshot. Helary ], 1989 Based on ]. Uses sync hronization. Ev aluates function er recorded global state. Adaptable to non-FIF systems but requires inhibi tion. Ac hary a- Requires causal deliv ery supp ort. Badrinath ], 1992 Requires 2n messages, time units. Lai-Y ang ], NonFIF system. Mark ers piggybac ed on computation messages. 1987 Message history required to compute hannel states. Li et al. ], Similar to ]. 1987 Small message history needed as hannel states are computed incremen tally Mattern ], Similar to ]. No message history required. 1989 ermination detection algorithm required to compute hannel states. able 1: Comparison of snapshot algorithms. pro cesses, edges on whic messages ere sen after previous snapshot, hannels, concurren initiators. 15 5. Eac pro cess tak es lo cal snapshot and sends it to the initiator when (just efore) its clo increases from alue less than to alue Observ that this ma happ en efore the dumm message arriv es at the pro cess. In the ab algorithm, inconsistent LS LS as sho wn the follo wing reasoning. Pro cesses record their lo cal snapshot as er rule (5). An message ij sen pro cess after it records its lo cal snapshot LS has timestamp Assume that this ij is receiv ed efore it records LS After receiving this ij and efore records LS ’s lo cal clo reads alue as er Rules (R1) and (R2) for up dating ector clo ks. This implies ust ha already recorded LS as er rule (5), whic con tradicts the assumption. Therefore, ij cannot receiv ed efore it records LS Hence, inconsistent LS LS The follo wing observ ations ab out the ab algorithm can lead to optimizations: (a) The initiator can made \virtual" pro cess so no pro cess has to freeze. (b) As long as new higher alue of \s" is selected, the phase of broadcasting \s" and returning the ac ks can eliminated. (c) Only the initiator’s comp onen of is used to determine when to record snapshot. It su�ces to ha just alues of sa white and red, whic can represen ted using one bit. The optimized algorithm ecomes similar to the Lai-Y ang algorithm except for the manner in whic tr ansit LS LS is ev aluated. It is not required to store the complete messsage history to ev aluate the hannel states. The state of an hannel is the set of all the white messages that are receiv ed red pro cess on whic that hannel is inciden t. termination detection sc heme for non-FIF hannels is required to detect that no white messages are in transit to ensure that the recording of all the hannel states is complete. The follo wing sc heme can used for termination detection: Eac red message sen pro cess carries piggybac ed alue of the um er of white messages sen efore the lo cal state recording. Eac pro cess eeps coun ter for the um er of white messages receiv ed on eac hannel. pro cess can detect termination of recording the states of incoming hannels when it receiv es as man white messages on eac hannel as the alue piggybac ed on red messages receiv ed on that hannel. The sa vings of not storing and transmitting en tire message histories, er the Lai-Y ang algorithm, comes ab out at the exp ense of dela in the termination of the snapshot recording algorithm and the cost of an explici termination detection algorithm. Monitoring Global States Sev eral applications suc as debugging need to detect system state whic is determined the alues of ariables on subset of pro cesses. This state can expressed as predicate on ariables distributed across the in olv ed pro cesses. Rather than recording and ev aluating snapshots at regular in terv als, it is more e�cien to monitor hanges to the ariables that a�ect the predicate and ev aluate the predicate only when some comp onen ariable hanges. Sp ezialetti and Kearns 12 prop osed tec hnique, named sim ulataneous regions, for the 14 is ’s est estimate of the logical time of and indicates the time of ccurance of the last ev en on that ‘happ ened efore’ (See Sidebar 1) the curren oin in time at ector clo ks op erate as follo ws: R1 When an in ternal ev en t, message send ev en or message receiv ev en ccurs on := 0) message send ev en t the message is timestamp ed with the up dated alue of ]. R2 When receiv es message with up date as follo ws: := max ]) or clo alues and the follo wing relations can de�ned: i� 6� i� References [1] C. J. Fidge, Timestamps in Message-Passing Systems that Pr eserve Partial Or dering, Pro c. of the 11th Australian Computer Science Conference, 56-66, 10(1), 1988. [2] C. J. Fidge, gic al Time in Distribute Computing Systems, 28-33, IEEE Computer, Au- gust 1991. [3] F. Mattern, Virtual Time and Glob al States of Distribute Systems, arallel and Distributed Algorithms, 215-226, M. Cosnard et al. (editors), North Holland, 1989. End SIDEBAR The algorithm assumes single initiator pro cess and is describ ed next: 1. The initiator \tic ks" its lo cal clo and selects future ector time at whic it will initiate the snapshot. It then broadcasts this time and freezes all activit un til it receiv es ac kno wledgemen ts of the receipt of this broadcast. 2. When pro cess receiv es the broadcast, it remem ers the alue and returns an ac kno wl- edgemen to the initiator. 3. The initiator then increases its ector clo to and broadcasts dumm message to all pro cesses. (Observ that efore broadcasting this dumm message, the lo cal clo ks of other pro cesses ha alue 6� .) 4. The receipt of this dumm message forces eac recipien to increase its clo to alue if not already 13 coun ters for the um er of messages sen t/receiv ed on eac incide hannel after the previous snapshot. pro cess records lo cal snapshot no later than the arriv al of message or mark er with higher sequence um er than that kno wn for previous initiations. When pro cess records lo cal snapshot, (i) it records the alues of the Input/Output coun ters and the lo cal state as part of the snapshot. (ii) it up dates its record of the sequence um er of the last snapshot, and resets the Input/Output coun ters. (iii) sends the tuple init id; implici tly or explici tly using mark ers on all outgoing hannels, as describ ed in the previous paragraph. (iv) forw ards the recorded snapshot to the initiator. The algorithm do es not distinguish et een computation messages and so the computation of the state of hannel in global snapshot is simpli�e to computing the um er of messages in transit in the hannel. This simpli�cation is com bined with an incremen tal tec hnique for computing in-transit messages, also suggested indep en den tly in the Lai-Y ang algorithm ], for reducing the size of the en tire message history to lo cally stored and to recorded in lo cal snapshot to compute hannel states. The initiator of an algorithm main tains ariable AN ij for the um er of messages in transit in the hannel from to as recorded in the previous snapshot. Using the alues of Input/Output coun ters recorded in the new snapshot, the initiator computes tr ansit LS LS AN ij (# messages sen on that hannel since the last snapshot) (# messages receiv ed on that hannel since the last snapshot). If the initiator initiates snapshot efore the completion of the previous snapshot, it is ossible that some pro cess ma get message with lo er sequence um er after partici- pating in snapshot initiated later. In this case, the algorithm uses the snapshot with the higher sequence um er to also create the snapshot for the lo er sequence um er. The algo- rithm orks for ultiple initiators if separate Input/Output coun ters are asso ciated with eac initiator, and mark er messages and �elds carry ector of tuples, one for eac initiator. Though the message complexit of this algorithm is zero, pro vided that computation mes- sages are ev en tually sen on eac hannel, the lo cal storage and size of tags on computation messages is of size ), where is the um er of initiators. The tec hnique of com bining concurren tly initiated snapshots as prop osed Sp ezialetti and Kearns 11 can com bined with this algorithm. 5.3 Mattern’s Algorithm Mattern’s algorithm is based on ector clo ks. (See Sidebar 2). Begin SIDEBAR The system of ector clo ks as indep en den tly formalized Fidge and Mattern ]. ector clo ks ha een used previously in arious con texts suc as �le consistency distributed de- bugging, distributed utual exclusion, distributed reco ery implemen ting causal distributed shared memory execution tracing for testing distributed soft are, and causal broadcast. Fidge giv es an excellen surv ey of the applications of ector clo ks. Eac pro cess is equipp ed with clo whic is an in teger ector of length The clo can though of as function that assigns ector to an ev en is referred to as the timestamp of ev en at corresp onds to ’s wn logical time. 12 5.1 Lai-Y ang Algorithm Lai and ang’s global snapshot algorithm for non-FIF systems is based on observ ations on the role of the mark er in FIF system. The �rst observ ation is that the mark er ensures that inconsistent LS LS for LS and LS when the snapshots are recorded at pro cesses and resp ectiv ely The Lai-Y ang algorithm ful�lls the role of the mark er in non-FIF system piggybac king the ‘mark er’ on ev ery message sen after the lo cal snapshot is recorded. The mark er message itself is not required and the ‘mark er’ is piggybac ed on computation messages using coloring sc heme. When pro cess that has not recorded its lo cal snapshot receiv es computation message with piggybac ed ‘mark er’, it �rst records its lo cal snapshot efore pro cessing the message. This ensures that no message sen after the lo cal snapshot recording reac hes (is pro cessed y) the destination efore the destination records its lo cal snapshot. The second observ ation is that the mark er informs pro cess of the alue of send ij send ij LS so that tr ansit LS LS can computed. The Lai-Y ang algorithm ful�lls this role of the mark er without using the mark er ha ving some one pro cess assem ble the global state and ev aluate tr ansit LS LS for eac LS and LS as send ij send ij LS ec ij ec ij LS This requires eac pro cess to record the en tire message history on eac hannel as part of the lo cal snapshot. By ful�lli ng the roles of mark er as describ ed ab e, mark er messages are eliminated from the algorithm. The coloring sc heme used to piggybac ‘mark ers’ on computation messages is as follo ws: white (red) pro cess is pro cess that has not (has) recorded its lo cal snapshot. white (red) message is message that as sen efore (after) the sender of that message recorded its lo cal snapshot. Ev ery pro cess is initially white and turns red while taking snapshot. The equiv alen of the \Mark er Sending Rule" is executed when pro cess turns red. Though no mark ers are required in this algorithm, the space requiremen ts of the algorithm are large ecause the lo cal snapshot of pro cess con tains the en tire message history of that pro cess. Lai and ang describ ho the size of the lo cal storage and snapshot recording can reduced storing only the messages sen and receiv ed since the previous snapshot recording, assuming that the previous snapshot is still ailable. 5.2 Li et. al Algorithm The Li et al. algorithm for recording global snapshot in non-FIF system is similar to the Lai-Y ang algorithm. The algorithm as describ ed elo is for single initiator: Snapshots initiated the initiator are assigned sequence um er. All messages sen after lo cal snapshot recording are tagged tuple init id; where init id is the initiator’s iden ti�er and is the sequence um er of the algorithm’s most recen in cation init id mark ers with tags similar to the ab tags are explici tly sen only on all outgoing hannels on whic no messages migh sen t. Th us, the tuple init id; is either piggybac ed on computation messages (implici mark ers) or sen as explicit mark ers on eac outgoing hannel after recording the lo cal state. pro cess eeps trac of the sequence um er of the last snapshot and Input/Output 11 End SIDEBAR The algorithm requires eac pro cess to main tain arra ys [1 :::N and [1 :: :; ] is the um er of messages sen pro cess to pro cess and is the um- er of messages receiv ed pro cess from pro cess Ho ev er, the arra ys do not con tribute to the storage complexit of the algorithm ecause causal ordering proto cols require these arra ys. The algorithm orks as follo ws: An initiator pro cess ulticasts tok en, denoted as tok en to ev ery pro cess includi ng itself. Let the cop of the tok en receiv ed pro cess denoted tok en pro cess records its lo cal snapshot LS whic includes the lo cal state, and when it receiv es tok en and sends the recorded snapshot to the initiator. The algorithm terminates when the initiator receiv es the snapshot recorded eac pro cess. In the global snapshot assem bled the initiator, the state of eac hannel from the initiator to eac pro cess is empt and the state of an other hannel from pro cess to pro cess is the set of messages whose sequence um ers are giv en The algorithm do es not require eac pro cess to send mark ers on eac hannel, and the pro- cesses do not co ordinate their lo cal snapshot recordings with one another. In spite of this, for an and whic record their lo cal snapshots LS and LS resp ectiv ely inconsistent LS LS due to the causal ordering prop ert of the underlying system. Let message ij suc that ec tok en send ij Then send tok en send ij and the underlying causal ordering supp ort ensures that ec tok en ), at whic instan records LS happ ens efore ec ij Th us, ij whic is not recorded as sen in LS is not recorded as receiv ed in LS and inconsistent LS LS This algorithm requires messages and time units for recording and assem bling the snapshot, where one time unit is required for the deliv ery of message. Snapshot Algorithms for NonFIF Systems FIF system ensures that all messages sen after mark er will deliv ered after the mark er. This ensures that inconsistent LS LS in the recorded snapshot if LS and LS are recorded as describ ed in the Chandy-Lamp ort algorithm, and its arian ts outlined ab e. In non-FIF system, di�eren tec hniques ha to used to ensure that inconsistent LS LS ecause the mark er cannot pla the role of deline ating of messages in to those that ha to recorded in the global state and those that are not to recorded in the global state. In non- FIF system, some degree of message inhibiti on, or pro cess blo king, is necessary to record consisten global snapshot ]. The non-FIF algorithm prop osed Helary uses message inhibi tion ]. The algorithms Lai and ang ], Li et al. ], and Mattern do not use message inhibi tion; ho ev er, these algorithms sup erimp ose FIF ordering for mark er with resp ect to computation messages sen after the mark er, ev en though the underlying system is non-FIF O. 10 it receiv es mark er for this snapshot from or it is noti�ed of the next con trol message elonging to the next e. This algorithm has message complexit of to record snapshot; additional messages are needed to implemen the e. 4.4 Snapshots in Causal Deliv e ry System Ac hary and Badrinath presen ted an algorithm for recording snapshots in system whic supp orts causal message deliv ery The algorithm do es not need to send mark ers on ev ery hannel and is simpler than snapshot algorithms in FIF system ecause the strong causal deliv ery prop ert ensures that inconsistent LS LS for ev ery LS and LS recorded as part of the global snapshot, as explained subsequen tly Begin SIDEBAR Causal ordering as �rst prop osed Birman and Joseph and as implemen ted in the ISIS pro ject. The causal order of message deliv ery is de�ned as follo ws: or an messages ij and if send ij send where is Lamp ort’s happ ens efor relation ], then ec ij ec It follo ws from the de�n tion of causal ordering that FIF message deliv ery is ensured. ec hniques for causal ordering of messages are useful in dev eloping distributed algorithms and ma simplify the algorithms themselv es. or example, in replicated database systems, it is imp ortan that ev ery pro cess resp onsible for up dating replica receiv es the up dates in the same order to main tain database consistency Without causal ordering, eac up date ust hec ed to ensure that database consistency is not eing violated. Causal ordering elimin ates the need for suc hec ks. There are sev eral kno wn proto cols for implemen ting causal ordering ]. References [1] K. Birman, T. Joseph, eliable Communic ation in Pr esenc of ailur es CM ransactions on Computer Systems, 47-76, 3, 1987. [2] K. Birman, A. Sc hip er, Stephenson, Lightweight Causal and tomic Gr oup Multic ast, CM ransactions on Computer Systems, 272-314, 9(3), 1991. [3] L. Lamp ort, Time, Clo cks, and the Or dering of Events in Distribute System, Comm u- nications of the CM, 558-565, 21(7), July 1978. [4] A. Sc hip er, J. Eggli, A. Sandoz, New lgorithm to Implement Causal Or dering, Pro ceed- ings of the 3rd In ternational orkshop on Distributed Algorithms, LNCS 392, Springer erlag, 219-232, 1989. Ev en happ en efo ev en if (a) ccurs efore on the same pro cess, or (b) is an ev en at whic message is sen and is the ev en at whic the message sen at is receiv ed, or (c) happ ens efore and happ ens efore when this condition holds for the initiator (a non-leaf pro cess). The selectiv manner in whic gular mark ers are sen has the e�ect that pro cess do es not kno whether to exp ect gular mark er on an incoming hannel. pro cess can sure that no suc mark er will reciev ed and that the snapshot is complete only when it executes the \Mark er Sending Rule" for the next ersion of the algorithm. enk atesan 10 sho ed that the lo er ound on the message complexit of an incremen tal snapshot algorithm is ( where is the um er of edges on whic computational message has een sen since the previous snapshot. The ab incremen tal snapshot algorithm ac hiev es this lo er ound in message complexit 4.3 elary’s Sync hronization Metho Helary prop osed sync hronization-based metho for recording global snapshots ]. is o of con trol messages suc that ev ery pro cess in the system is visited exactly once con trol message, and at least one pro cess in the system can determine when this o of con trol messages terminates. is initiated after the previous terminates. sequences ma implemen ted arious tra ers al structures suc as ring. In Helary’s algorithm, the \Mark er Sending Rule" is executed when con trol message e- longing to the o visits the pro cess. The pro cess then forw ar ds con trol message(s) to other pro cess(es), dep endin on the tra ers al structure, to con tin ue the e’s progres- sion. The \Mark er Receiving Rule" is mo di�ed so that if the pro cess has not recorded its state at the time mark er is receiv ed on some hannel, the \Mark er Receiving Rule" is not executed and no messages receiv ed on this hannel are pro cessed un til the con trol message elonging to the o visits the pro cess. Th us, eac pro cess follo ws the \Mark er Receiving Rule" only after it is visited con trol message elonging to the e. The primary function of sync hronization is to ev aluate functions er the recorded global snapshot. An example of this function is the um er of messages in transit to eac pro cess in global snapshot, and whether the global snapshot is strongly consisten t. or this function, eac pro cess main tains ectors, and The th elemen ts of these ectors indicate the um er of messages sen to/receiv ed from pro cess resp ectiv ely since the previous visit of con trol message. The con trol messages carry global abstract coun ter ector whose th en try indicates the um er of messages in transit to pro cess These en tries in the ector are up dated using the and ectors at eac no de visited. When the con trol terminates, the um er of messages in transit to eac pro cess as recorded in the snapshot is kno wn. This algorithm is extended to non-FIF systems imp osing additional rules to ensure that inconsistent LS LS First, when mark er is receiv ed, an ac kno wledgemen is returned. Second, once pro cess executes the \Mark er Sending Rule", it do es not send an messages on an outgoing hannel to un til it is sure that has recorded its lo cal state. Pro cess can conclude this if: it receiv es an ac kno w ledgemen for the mark er sen to or id bor der set to its paren in the spanning tree. When an in termediate pro cess in spanning tree receiv es the recorded states from all its hild pro cesses and has recorded the states of all incoming hannels, it forw ards its lo cally recorded state and the lo cally recorded states of all its descendan pro cesses to its paren t. When the initiator receiv es the lo cally recorded states of all its descendan ts from its hild pro cesses, it assem bles the snapshot for all the pro cesses in its region and the hannels inciden on these pro cesses. The initiator kno ws the iden ti�ers of initiators in adjacen regions using id bor der set information it receiv es from pro cesses in its region. The initiator exc hanges the snapshot of its region with the initiators in adjacen regions in rounds. In eac round, an initiator sends to initiators in adjacen regions, an new information obtained during the pre- vious round of message exc hange. round is complete when an initiator receiv es information, or the blank message (signifying no new information will forthcoming) from all initiators of adjacen regions from whic it has not already receiv ed blank message. The message complexit of recording is ), whic is that required one initiator, ev en if there are concurren initiators The message complexit of assem bling and disseminating the snapshot is O( ). 4.2 Message- ptim al Increme tal Snapshots Man of the applications requiring global snapshots need successiv snapshots of the system. or example, reco ery algorithms with sync hronous hec kp oin ting need to adv ance their hec k- oin ts erio dicall This can ac hiev ed using proto col that uses lesser complexit than that of the rep eated in cat ions of the Chandy-Lamp ort algorithm. The latest snapshot of the system can obtained running proto col to record an incremen tal snapshot since the most recen snapshot as assem bled, and com bining its result with the most recen snapshot. The incremen tal snapshot algorithm prop osed enk atesan 10 mo di�es the global snapshot algorithm of Chandy-Lamp ort to sa on message complexit when messages of the underlying computation are sen on only few of the net ork edges et een successiv snapshots. The incremen tal snapshot algorithm assumes bidirectional FIF hannels, the presence of single algorithm initiator, �xed spanning tree in the net ork and four yp es of mark ers: init snap mark ers, snap omplete mark ers, g ular mark ers, and ack mark ers. The algorithm orks as follo ws: Snapshots are assigned ersion um ers and all algorithm messages carry this ersion um er. The initiator noti�es all the pro cesses the ersion um er of the new snapshot sending init snap mark ers along the spanning tree edges. pro cess follo ws the \Mark er Sending Rule" when it receiv es this noti�cation or when it receiv es gular mark er with new ersion um er. The \Mark er Sending Rule" is mo di�ed so that the pro cess sends gular mark ers only along those edges on whic it has sen computation messages since the previous snapshot, and the pro cess aits for ack mark ers in resp onse to these gular mark ers. When leaf pro cess in the spanning tree receiv es all the ack mark ers it exp ects, it sends snap omplete mark er to its paren pro cess. When non-leaf pro cess in the spanning tree receiv es all the ack mark ers it exp ects, as ell as snap omplete mark er from eac of its hild pro cesses, it sends snap omplete mark er to its paren pro cess. The algorithm terminates ph ysical in terpretation of the collected global state is as follo ws: Consider the instan ts of recording the lo cal states in the banking example. These instan ts are mark ed ’s in Figure 4. If the cut formed these instan ts is view ed as eing an elastic band, then the recorded global state ccurs in the execution that results if the elastic band is stretc hed so that it is ertical. Sev eral algorithms for recording global snapshots ha een prop osed after the Chandy- Lamp ort algorithm. Other Snapshot Algorithms for FIF Systems 4.1 Sp ezialett i- e arns Metho Sp ezialetti and Kearns 11 pro vided optimizations to the Chandy-Lamp ort algorithm. The �rst optimization com bines snapshots concurren tly initiated ultiple pro cesses in to single snapshot. This optimization is link ed with the second optimization whic deals with the assem bly and distribution of the global snapshot. This algorithm assumes bidirecti onal hannels in the system. In the Sp ezialetti-Ke arns algorithm, mark ers carry an iden ti�er for the initiator of the algorithm. Eac pro cess has ariable master to eep trac of the initiator of the algorithm. When pro cess executes the \Mark er Sending Rule" due to the receipt of its �rst mark er, it records the initiator’s iden ti�er carried in the receiv ed mark er in the master �eld. pro cess that initiates the algorithm records its wn iden ti�er in the master �eld. ey notion used the optimizations to the Chandy-Lamp ort algorithm is that of gion in the system. All the pro cesses whose master �eld con tains the iden ti�er of the same initiator lie in region whic is iden ti�ed the initiator’s iden ti�er. When there are ultiple concurren initiators, the system gets partitioned in to ultiple regions. When the initiator’s iden ti�er in mark er receiv ed along hannel is di�eren from the alue of master concurren initiation of the algorithm is detected, and the sender of the mark er lies in di�eren region. The iden ti�er of the concurren initiator is recorded in lo cal ariable id bor der set The state of is recorded just as in the Chandy-Lamp ort algorithm. This enables the snapshot recorded in one region to merged with the snapshot recorded in the adjacen region. Th us, ev en though mark ers arriving at no de con tain iden ti�ers of di�eren initiators, they are considered part of the same instance of the algorithm. The Sp eziale tti-Kearns algorithm records states of pro cesses and hannels within region just as in the Chandy-Lamp ort algorithm. The snapshot of the en tire system is recorded ecause the states of hannels that cross order et een regions are also recorded. The mec hanism for assem bling the snapshot is as follo ws: In the snapshot recording phase, forest of spanning trees is implici tly created in the system. The initiator of the algorithm is the ro ot of spanning tree. All pro cesses in its region elong to its spanning tree. The paren of pro cess is pro cess if pro cess executed the \Mark er Sending Rule" ecause it receiv ed its �rst mark er from pro cess When leaf pro cess in the spanning tree has recorded the states of all incoming hannels, the pro cess sends the lo cally recorded state (lo cal snapshot, mark ers. Di�eren initiations pro cess are iden ti�ed sequence um er. The recorded lo cal snapshots can put together to create the global snapshot in sev eral ys. One olicy is for eac pro cess to send its lo cal snapshot to the initiator of the algorithm. Another olicy is for eac pro cess to send the information it records along all outgoing hannels, and for eac pro cess receiving suc information for the �rst time to propagate it along its outgoing hannels. All the lo cal snapshots get disseminated to all other pro cesses and all the pro cesses can determine the global state. The recording part of single instance of the algorithm requires messages and time, where is the um er of edges in the graph and is the diameter of the graph. Ho ev er, there could upto instances of the algorithm in progress at an time. 3.1 rop ert of the ecor lo al State The recorded global state ma not corresp ond to an of the global states that ccurred during the computation. will consider ossible execution of the global snapshot algorithm for the money transfer example of Figure using timing diagram in Figure 2. Let Site initiate the algorithm at the end of step 1. Site records its lo cal state (Accoun $500) and sends mark er to Site 2. The mark er is receiv ed site at the end of step 4. When site receiv es the mark er, it records its lo cal state (Accoun $250), the state of hannel C1 as $0, and sends mark er along Channel C2. When Site receiv es this mark er, it records the state of Channel C2 as $50. The $700 amoun in the system is conserv ed in the recorded global state. Ho ev er, this global state nev er ccurred in the execution. This happ ens ecause pro cess can hange its state async hronously efore the mark ers it sen are receiv ed other sites and the other sites record their states. Nev ertheless, the recorded global state is meaningful global state ecause the system could ha passed through that (consisten t) global state in an equiv alen execution ]. Supp ose the algorithm is initiated in global state and it terminates in gobal state Let seq the sequence of ev en ts whic tak es the system from to Let the global state recorded the algorithm. Chandy and Lamp ort sho ed that there exists sequence seq whic is erm utation of seq suc that is reac hable from executing pre�x of seq and is reac hable from executing the rest of the ev en ts of seq The pro of runs as follo ws: An ev en is de�ned as prerecording/p ostrecording ev en if ccurs on pro cess and records its state after/b efore in seq ostrecording ev en ma ccur after prerecording ev en only if the ev en ts ccur on di�eren pro cesses. It is sho wn that ostrecording ev en can sw app ed with an immediately follo wing prerecording ev en in sequence without a�ecting the lo cal states of either of the pro cesses on whic the ev en ts ccur. By iterativ ely applying this op eration to seq the ab e-describ ed erm utation seq is obtained. It is then sho wn that the global state recorded the algorithm for the pro cesses and hannels, is the state in seq after all the prerecording ev en ts and efore all the ostrecording ev en ts. The recorded global state is useful for detecting stable prop ert i.e., prop ert that ersists, of the system, suc as termination or deadlo k. If stable prop ert holds efore the snapshot algorithm egins, it con tin ues to hold and gets recorded in the global snapshot. ar er en in Rule for pro cess 1. Pro cess records its state. 2. or eac outgoing hannel on whic mark er has not een sen t, sends mark er along efore sends further messages along C. ar er Recei in Rule for pro cess On receiving mark er along hannel C: has not recorded its state en in Record the state of as the empt set ollo the \Mark er Sending Rule" en else Record the state of as the set of messages receiv ed along after ’s state as recorded and efore receiv ed the mark er along Figure 3. The Chandy Lamp ort algorithm. state corresp onds to cut in whic ev ery message receiv ed in the AST of the cut has een sen in the AST of that cut. Suc cut is kno wn as consisten cut. Cuts in timing diagram pro vide erful graphical aid in represen ting and reasoning ab out global states of computation. he Chan y- amp ort Algorithm Chandy and Lamp ort ere the �rst to form ulate the notion of consisten global state and presen an algorithm to record it ]. The algorithm assumes FIF comm unication hannels and uses sp ecial messages called markers that ha meaning only to the snapshot algorithm. The algorithm is giv en in Figure 3. An initiator pro cess triggers snapshot collection executing the \Mark er Sending Rule" whic it records its lo cal state and sends mark er on eac outgoing hannel. pro cess executes the \Mark er Receiving Rule" on receiving mark er. If the pro cess has not et recorded its lo cal state, it executes the \Mark er Sending Rule" to record its lo cal state. The state of the incoming hannel on whic the mark er is receiv ed is recorded as eing the set of computation messages receiv ed on that hannel after recording the lo cal state and efore receiving the mark er on that hannel. The role of the mark ers in FIF system is to act as delimi ters for the messages in the hannels so that the hannel state recorded the pro cess at the receiving end of the hannel satis�es the condition mark er deline ates messages in to those that ha to recorded in the global state and those that are not to recorded in the global state. The algorithm can initiated an pro cess executing the \Mark er Sending Rule". If ultiple pro cesses initiate the algorithm concurren tly eac initiation needs to distinguished using unique ec ij LS i� time ec ij time LS or pair of pro cesses and with hannel from to sets of messages can de�ned based on their lo cal states ]. ransit: tr ansit LS LS ij send ij LS ec ij 62 LS nconsisten t: inconsistent LS LS ij send ij 62 LS ec ij LS 2.1 lo al State global state is collection of the lo cal states of the pro cesses and hannels. The state of pro cess includes the messages sen t/receiv ed on eac inciden hannel. hannel is distributed en tit and its state dep ends on the lo cal states of the pro cesses on whic it is inciden t. Hence, global state can de�ned as LS LS LS where is the um er of sites in the system. The state of hannel from pro cess to pro cess in is de�ned as tr ansit LS LS ). global state is onsis tent glob al state i� :: inconsistent LS LS In consisten global state, ev ery message that is recorded as receiv ed is also recorded as sen and captures the notion of causalit that message cannot receiv ed if it is not sen t. Consisten global states are meaningful global states and inconsisten global states are not meaningful. global state is tr ansitles i� :: tr ansit LS LS Th us, all hannels are empt in transitless global state. Note that the transitlessness of global state implies its consistency ransitlessness not only implie that all the receiv ed messages ha een sen but also that all the messages sen ha een receiv ed. global state is str ongly onsis tent i� it is transitless. These states ha sp ecial signi�cance in reco ery of distributed systems. Helary has pro vided to record strongly consisten state. 2.2 Cuts distributed computation can con enien tly represen ted using timing diagram where horozon tal lines represen the pro cesses’ time lines ]. Figure sho ws timing diagram for the computation illustrated in Figure 1. line joining one arbitrary oin on eac pro cess line slices the timing diagram in to AST and FUTURE. Suc line is termed cut in the computation. Ev ery cut corresp onds to global state and ev ery global state can graphically represen ted as cut in the computation’s timing diagram. consisten global 1. Accoun $400, Accoun $150, C1 $100, C2 $50. 4. Site receiv es the message for $50 credit to Accoun and up dates Accoun A. Accoun $450, Accoun $150, C1 $100, C2 $0. 5. Site receiv es the message for $100 credit to Accoun and up dates Accoun B. Accoun $450, Accoun $250, C1 $0, C2 $0. Supp ose the lo cal state of Accoun is recorded at the end of step to sho $500 and the lo cal state of Accoun and hannels C1 and C2 are recorded at the end of step to sho $150, 100, and $50, resp ectiv ely Then the comp osite of all the states sho ws $800 in the system. An extra of $100 app ears in the system. The reason for the inconsistency is that Accoun A’s state as recorded efore the $100 transfer to Accoun using Channel C1 as initiated, whereas Channel C1’s state as recorded after the $100 transfer as initiated. Therefore, recorded global state ma inconsisten if where is the um er of messages sen along the hannel efore A’s state is recorded, and is the um er of messages sen along the hannel efore the hannel’s state is recorded. Supp ose the lo cal state of C1 is recorded at the end of step to sho $0 and the lo cal state of Accoun ts and B, and C2 is recorded at the end of step to sho $400, $150, and $50, resp ectiv ely Then the comp osite of all the states sho ws $600 in the system. de�cit of $100 app ears in the system. The reason for the inconsistency is that Accoun A’s state as recorded after the $100 transfer to Accoun using Channel

C1 as initiated, whereas Channel C1’s state as recorded efore the $100 transfer as initiated. Th us, the recorded global state ma inconsisten if Therefore, for consisten global state, it is necessary that It can similarly sho wn that it is necessary to ha where is the um er of messages receiv ed along the hannel efore Accoun B’s state as recorded and is the um er of messages receiv ed along the hannel efore the hannel’s state as recorded. In ev ery system, the um er of messages sen along hannel is nev er less than the um er of messages receiv ed along that hannel. Therefore, hence for consistency An recorded global state ust satisfy this constrain ]. Next formalize these concepts. nitions The lo cal state of pro cess at an time is de�ned the state of the lo cal memory asso ciated with the lo cal con text of the distributed application. Let the lo cal state of pro cess at an time denoted LS Let ij denote message sen pro cess to pro cess Let send ij denote the send ev en of message ij and let ec ij denote the receiv ev en of message ij Let time denote the time at whic ev en ccurred. or message ij it can said that send ij LS i� time send ij time LS In tro uction distributed computing system consists of spatially separated pro cesses that do not share common memory and that comm unicate with eac other message passing er comm uni- cation hannels. The system can describ ed as directed graph in whic ertices represen the pro cesses and edges represen comm unication hannels. Eac comp onen of distributed system has lo cal state. The state of pro cess is har- acterized the state of its lo cal memory and history of its activit The state of hannel is haracterized the set of messages sen along the hannel less the messages receiv ed along the hannnel. The global state of distributed system is collection of the lo cal states of all its comp onen ts. The global state of system is imp ortan for monitoring distributed ev en t s, setting dis- tributed breakp oin ts ], proto col eri�cation ], detection of stable prop erties suc as dead- lo ks and termination, hec kp oin ting, debugging distributed soft are, and discarding obsolete information in databases ]. Therefore, it is imp ortan that there e�cien ys of observ- ing the global state of distributed system. Unfortunately there is no shared memory and no global clo in distributed system; the distributed nature of the lo cal clo ks and lo cal memory mak es it di�cult to observ the global state of the system e�cien tly If shared memory ere a ilable, an up-to-date state of the en tire system ould ail- able to the pro cesses sharing the memory The absence of shared memory necessitates ys of getting coheren and complete view of the system based on the lo cal states of individu al pro cesses. meaningful global snapshot can obtained if the comp onen ts of the distributed system record their lo cal states at the same time. This is ossible if the lo cal clo ks can erfectly sync hronized or if there is global system clo k. Ho ev er, the clo alue at eac site is di�eren ecause it is tec hnologically infeasible to erfectly sync hronize clo ks. If the arious pro cesses read time from single common (global) clo k, arious indeterminate transmission dela ys during the read op eration will cause the pro cesses to iden tify arious ph ysical instan ts at the same time. In oth cases, the collection of lo cal state observ ations will made at di�eren times and ma not meaningful, as illu strated the follo wing example. le Let S1 and S2 distinct sites of distributed system whic main tain bank accoun ts and B, resp ectiv ely site refers to pro cess in this example. Let the comm u- nication hannels from Site to Site and from Site to Site denoted C1 and C2, resp ectiv ely Consider the follo wing sequence of actions, whic are also illustrated in Figure 1: 1. Initially Accoun $500, Accoun $200, C1 $0, C2 $0. 2. Site initiates transfer of $100 from Accoun to Accoun B. Accoun is decre- men ted $100 to $400 and request for $100 credit to Accoun is sen on Channel C1 to Site 2. Accoun $400, Accoun $200, C1 $100, C2 $0. 3. Site initiates transfer of $50 from Accoun to Accoun A. Accoun is decremen ted $50 to $150 and request for $50 credit to Accoun is sen on Channel C2 to Site