[18] R. D. Sc hlic ting and F. B. Sc hneider, \F ail-Stop Pro cessors: An Approac to De- signing ault-T oleran Computing Systems," CM ans. on Computer Systems ol. 1, No. 3, Aug. 1983, pp. 222-238. [19] G. el and F. Mattern, \The Deriv ation of Distributed ermination Detection Al- gorithms from Garbage Collection Sc hemes," CM an s. on Pr g amming an- guages and Systems ol. 15, No. 1, Jan. 1993, pp. 1-35. [20] S. enk atesan, \Reliable Proto cols for Distributed ermination Detection," IEEE ans. on eliability ol. 38, No, 1, April 1989, pp. 103{110. [21] L.-F. u, T.-H. Lai and Y.-C. Tseng, \Consensus and ermination Detection in the Presence of ault Pro cesses," Int’l Conf. on Par al lel and Distribute Systems aiw a n, 1992, pp. 267-274. 19 [5] E. W. Dijkstra and C. S. Sc holten, \T ermination Detection for Di�using Compu- tations," Information Pr es sin etters 11 1980, pp. 1-4. [6] E. W. Dijkstra, W. H. J. eijen and A. J. an Gasteren, \Deriv ation of ermina- tion Detection Algorithm for Distributed Computations," Info. Pr es sing etters 16 June 1983, pp. 217-219. [7] M. J. Fisher, N. A. Lync and M. S. aterso n, \Imp ossibili of Distributed Con- sensus with One ault Pro cess," J. CM ol. 32, April 1985, pp. 374-382. [8] N. rancez and M. Ro deh, \Ac hieving Distributed ermination without reezing," IEEE ans on Softwar Engine ering ol. SE-8, No. 3, Ma 1982, pp. 287-292. [9] S.-T. Huang, \A ully Distributed ermination Detection Sc heme," Information Pr es sin etter 29 1988, pp. 13-18. [10] S.-T. Huang, \Detecting ermination of Distributed Computations External Agen ts," Int’l Conf. on Distribute Computing Systems 1989, pp. 79-84. [11] T.-H. Lai, \T ermination Detection for Dynamically Distributed Systems with Non- �rst-in-�rst-out Comm unication," J. of Par al lel and Distribute Computing 1986, pp. 577-599. [12] T.-H. Lai, Y.-C. Tseng and X. Dong, \A More E�cien Message-Optimal Algo- rithm for Distributed ermination Detection," Int’l Par al lel Pr ess ing Symp o- sium 1992, pp. 646-649. [13] T.-H. Lai and L.-F. u, \An 1)-resilien Algorithm for Distributed ermi- nation Detection," 4-th IEEE Symp. on Par al lel and Distribute Pr es sin 1992, pp. 274-281. [14] F. Mattern, \Algorithms for Distributed ermination Detection," Distribute Computing No v. 1987, pp. 161-175. [15] F. Mattern, \Global Quiescence Detection Based on Credit Distribution and Re- co ery ," Information Pr es sin etters 30 1989, pp. 195-200. [16] J. Misra and K. M. Chandy \T ermination Detection of Di�using Computations in Comm unicating Sequen tial Pro cesses," CM TOPLAS ol. 4, No. 1, Jan. 1982, pp. 37-43. [17] J. Misra, \Detecting ermination of Distributed Computations Using Mark ers, CM Symp. on Principles of Distribute Computing 1983, pp. 290-294. 18 able 1: Comparison of our algorithm with and en algorithms. um er of basic messages issued, um er of pro cesses, um er of hannels, actual um er of faults, and pre-de�ned tolerable um er of faults.) Msg. Ov erhead Detection olerance complexit on basic msg. dela ys mo del eigh app ending 1) fault-reactiv none fault-reactiv en msg. duplication fault-prev en tiv Concluding Remarks The most common approac to mak distributed systems or algorithms fault-toleran is to mak duplicated messages. Suc fault-prev en tiv solution is usually exp ensiv since costs are paid no matter faults will ccur or not. In this pap er, ha presen ted fault-reactiv solution for detecting termination in distributed system in whic pro cesses tend to fail. deal with the ossibil it of faults, only some okk eeping computations are necessary Extra message cost to mak our algorithm fault-toleran is only linear factor with resp ect to the actual um er of faults. The algorithm is prett e�cien in oth message and time complexities as compared to existing algorithms in the literature. The eigh t-thro wing sc heme is also used in solving the garb age ol le c tion pr oblem Recen tly el and Mattern 19 ha rev ealed in general the relationship et een the termination detection problem and the garbage collection problem. It deserv es further in estigation with the presence of our o w-detection sc heme. References [1] M. Ah uja, Flush Primitiv es for Async hronous Distributed Systems," Information Pr es sin etters 34 1990, pp. 5-12. [2] S. Chandrasek aran and S. enk atesan, \A Message-Optimal Algorithms for Dis- tributed ermination Detection," J. of Par al lel and Distribute Computing 1990, pp. 245-252. [3] K. M. Chandy and J. Misra, "Ho Pro cesses Learn," Distribute Computing 1986, pp. 40-52. [4] S. Cohen and D. Lehmann, \Dynamic Systems and Their Distributed ermina- tion," Pr c. 1st CM Symp. on Principles of Distribute Computing Aug. 1982, pp. 29-33. 17 eigh t-thro wing Ov erhead: The total um er of )’s issued is the times pro cesses turning idle. Initiall all pro cesses are activ e. If basic messages are issued, then pro cesses will activ ated at most times. So pro cesses can turn idle no more than times. The um er of )’s issued is at most The app ended eigh ts on basic messages also incur extra cost. Ho ev er, it is ounded ). Ov erall Message Ov erhead: As result, the message complexit of our algo- rithm is ). It should noted that failure is rare ev en and is usually small um er. In particular, when 0, our algorithm issues at most con trol messages. It has een sho wn in 12 that if the underlyin computation is started from an um er of pro cesses, then in the orst case, ( con trol messages are nec- essary to correctly detect termination. Our algorithm is th us message-optimal when 0. Detection Dela y: The detection dela is de�ned to the maxim um um er of hops that messages ha to tra el, after the system is terminated, for an algorithm to �nd out the terminated state. It re ects the comm unication dela of the algorithm. In our algorithm, when the last pro cess turns idle, all con trol messages will tak only one hop to reac their destinations. Ho ev er, the dela of our algorithm dep ends on whether the leader pro cess has the up-to-date (the remaining eigh in the system) or not. If so, the dela is only hop. Otherwise, the leader pro cess has to tak snapshot on the system. Eac snapshot has dela of hops. Since the system has stabilized, an snapshot that can successfully complete will ork. Th us, the detection dela is ounded where is the um er of snapshots that are (con tin uously) tak en after the system is terminated and efore the termination is successfully declared. Since the detection dela is ounded 1). emphasize that should ery small in realit The detection dela is normally constan t. Comparison: able compares our algorithm (denoted T) with algorithms of Lai and 13 and enk atesan 20 (denoted and en, resp ectiv ely). It can seen that our algorithm outp erforms the en algorithm in oth message and time complexities. As compared to the algorithm, our algorithm has the same message complexit as theirs, but needs to app end eigh on eac basic message. Ho ev er, our detection dela is shorter than theirs. Note that when 0, 13 still has dela of while ours is (1). Our algorithm, whic enjo ys the shortest dela should most adequate for the high-sp eed net or king en vironmen t, in whic message length is usually less imp ortan factor while fast rev ealing the terminated status of the system is more imp ortan t. 16 some on some subsystem will obtain sum if or sum if 62 No w, consider time and supp ose the latest snapshot tak en as on the subsystem can deriv that (at time ): Lemma 1, case (a) and (b) sum sum If the left term in the ab statemen is true, then will ev en tua lly execute A5 and announce termination. If the righ term is true, then either A5 will executed (when sum or another snapshot is needed (when sum ). The latter is guaran teed to happ en ecause faults are detectable ). If fails efore it can successfully �nish snapshot, new leader will elected ev en t ually If so, the snapshot will generate sum 0. With 0, the pro of follo ws. Theorem After the underlying system is terminate d, some pr ess wil eventual ly announc termination, unless al pr ess es in the system ar faulty. erformance Analysis Snapshot Ov erhead: �rst carefully consider the maxim um um er of snapshots that could tak en our algorithm. Denote the snapshot-taken history in com- putation as sequence (( 1) 2) 1) 2) 1) 2) ), where eac denotes the -th snapshot tak en pro cess This sequence includes consisten as ell as inconsisten snapshots. claim that eac ), except 2, ust induc by at least one distinct fault and th us there are at most snapshots when the um er of faults is De�ne snapshot 1) eing induced the failure of the previous leader except for 1) whic is de�ned to induced the most recen fault found efore 1) is issued. Although an inconsisten 1) will cause another 2) eing tak en, it can observ ed that all faults happ ening efore 1) is issued ust kno wn after 1) (no matter consisten or not) is �nished. Th us, can de�ne ), 3, eing induced the most recen fault found efore is issued. Under this de�nition, eac ), 2, is induced distinct fault and ha pro ed the claim. Eac snapshot costs at most eq uest ()’s and epl ()’s. The message erhead due to snapshots is ounded 15 announcing termination sum ;P ;B i;j ;P ;C i;j ;i ;P ;B i;j INV1 and INV2 :: is idle) :: i;j is empt y) Com bining the last statemen with that is idle, assert that (a) is true. pro (b), observ that (b) (there is no in-transit basic message et een and (there is no in-transit basic message et een and ). The �rst condition has een satis�ed at the time the latest snapshot eing tak en (the hannels et een and ha een ushed or frozen then). pro the second condition, an existence of basic message will establish con tradiction that sum So (b) is true. Theorem hen any pr es announc es termination, the underlying system has e- al ly terminate d. emark: The in tro duction of in the ab pro of has indicated that ev en the most recen snapshot includes more pro cesses than the curren health ones, the terminated state still can detected correctly 4.3 Liv ene ss No pro the liv eness of our algorithm. sho that after the system terminates, ev en tually some pro cess will announce termination, should not all pro cesses failed. Let the set of health pro cesses at real time suc that at oth is terminated and the last con trol message in the system is receiv ed. The eigh in the subsystem at time is: ;P ;B i;j ;P ;C i;j (4) If termination is announced at this time, then are done. Otherwise, some pro cess will ev en tually announce termination as sho wn elo w. According to INV1 Eq. (4) can reduced to where min is health at Because the system has already terminated, [1 ::n ], and [1 ::n of an ust �xed after Therefore, after snapshot (if an y) tak en 14 do es not necessarily equal to the real from glob al view as there is no guaran- tee that eac pro cess tak es snapshot at the same time. Muc more misleadingl there ma exist no notion of as there ma no instance in the real time that eing exactly the set of health pro cesses. The follo wing lemma establishes more careful statemen on the scenario and an imp ortan haracterization of our snapshot result. Lemma et take snapshot on the system using F1 and nish this snapshot at al time with eing the set of pr ess es fr om which obtains esp onse s. lso let any al time and the subsystem onsis ting of al he althy pr es ses at Then, at time if is he althy, the fol lowing is true: (a sum if and (b sum if Pro of This lemma is true ecause after time all hannels et een and ha een ushed or frozen. remains isolated from the rest of the system and can not lose eigh after ust subset of So the obtained sum is alw ys no less than the eigh held in will use this lemma in the next subsection to sho that no termination will falsely rep orted. 4.2 oun ness No pro the soundness of our algorithm. Supp ose that at real time pro cess announces termination through A5 Let the set of health pro cesses at time According to De�nition 1, ha to pro that (a) Eac is idle and there is no in-transit basic message et een an (b) There is no in-transit basic message et een and time A5 sum Ho ev er, sum as calculated from the latest snapshot on the subsystem, sa By Lemma 1, sum So can deriv that: ma is statemen soun assume at ri stem is sta te an ima ina sna ot is ta en on 13 remark is that the Eq. (2) describ es the total eigh in terms of real time, while snapshot is tak en on eac pro cess at di�eren time. ormal correctness reasoning is giv en in the next section. Correc ness Pro of 4. The follo wing three in arian ts are preserv ed our eigh t-thro wing and o w-detecting sc hemes. INV1: any time, for any if min is he althy then is idle INV2: or any message or the value INV3: or any he althy pr es at any moment, =1 =n =1 In arian INV3 only in olv es the lo cal state of one pro cess. generalize it elo to tak in to accoun of subset of pro cesses. Recall the de�nition of whic is the total eigh carried all pro cesses, in-transit basic messages, and in-transit con trol messages within the subsystem can form ulate this de�nition as: ;P ;B i;j ;P ;C i;j (3) where i;j denotes that is an in-transit message in hannel i;j Note that in the ab is de�ned pro vided global views on the whole system are a ilable. Assuming suc ailabilit can describ the alue of in terms of our program ariables: INV et any set of he althy pr ess es. Then, at any time, (1 =n ])) The ab in arian can easily eri�ed assuming the computation as se- quence of actions and then hec king the equalit after eac execution of A1 This is in fact the eigh calculation form ula used in snapshot () and F3 the leader pro- cess. Nev ertheless, the sum obtained leader from snapshot on subsystem 12 :: :: :: :: Figure 3: The fault-tolerance actions. Figure 4: The snapshot-taking pro cedure. 11 Figure 2: The eigh t-thro wing and o w-detecting actions. 10 epl the state-rep orting message sen This is to reply the leader’s eq uest () message. The algorithm consists of ev en t-driv en atomic actions, eac of the format \(guard) (actions)". Actions are triggered sending receiving messages, hanging lo cal states, or detecting new fault pro cesses. The �rst set of actions A1 A5 (sho wn in Fig. 2) implemen ts the eigh t-thro wing and the o w-detecting sc hemes. The second set of actions F1 (sho wn in Fig. 3) is to deal with faults and tak snapshots on the system. These actions will call pro cedure snapshot () (sho wn in Fig. 4). describ the actions for pro cess Throughout, is assumed. Action A1 is activ ated when an t to send basic message to another pro cess. A2 is triggered receiving basic message. A3 is the eigh t-rep orting action ex- ecuted when do es not consider itself as the leader. describ es ’s resp onse on receiving con trol message. In all A1 the eigh t - o wing history is recorded in the corresp onding arra ys [1 ::n and [1 ::n ]. Action A5 is where as leader, announces termination. It is executed when is idle and has accum ulated all eigh in the system. Action F1 is activ ated on detecting other pro cess to fault for the �rst time. Also, no snapshot is curren tly in progress (ensured ). Channel i;j is ushed or frozen. Then elects the health pro cess with the least id as the leader (it do es not urt if the elected pro cess do es not kno this fact or ev en is already dead but not eing kno wn to et). If �nds itself to the leader, then it in ok es pro cedure snapshot () to initiate snapshot. In pro cedure snapshot (), is �rst set to the set of pro cesses to whic uest ()’ are to sen t. Note that this prev en t F1 from eing executed un til this snapshot �nishes. Assuming the curren health set is and this snapshot will consisten t, implemen part of Eq. (2) in ariable temp sum More eigh is to added to temp sum subsequen tly Action F2 describ es ’s resp onse on receiving suc request. Then (the snapshot initiator) aits for eac pro cess in on the ev en of either reply arriving F3 or the pro cess eing dead ). If F3 happ ens, the consistency of the snapshot is hec ed (the condition nsistent indicates that some earlier ev en ts ha destro ed the consistency). consisten resp onse will up date temp sum (using Eq. (2)). Then the barrier is reduced one. When all barriers are remo ed, e, dep endin on the consistency either start another snapshot or assign the new total eigh to sum If happ ens, this snapshot ust inconsisten t. Again, another snapshot can only started when Suc pro cedure is rep eated un til consisten snapshot is obtained. Since fail- stop mo del is assumed, the um er of health pro cesses is non-increasing function (with resp ect to time) and so ev en tually the pro cess will terminate. One in teresting system. Snapshot requests are sen the leader pro cess on ccasions: (1) when it ecomes leader for the �rst time and (2) when new fault is detected. During taking snapshot, pro cesses exc hange their the o w-in and o w-out records. They also exc hange the set of fault pro cesses kno wn to them to hec the consistency of the snapshot. Snapshots migh rep eatedly tak en un til consisten one is obtained. Ho ev er, note that no snapshots will in progress at the same time. The data structures ept ::n are de�ned as follo ws. er id of the curren leader kno wn to Initiall 1. real um er, whic con tains the eigh curren tly held Initially =n sum real um er, whic is the system’s total eigh assumed It is only used when is leader. Initially sum 1. [1 ::n an arra of real um ers. records the total eigh that has een thro wn from to Initiall for all ::n [1 ::n an arra of real um ers. records the total eigh that has een thro wn to from Initiall for all ::n set of pro cesses. pro cess i� kno ws to fault and has \ ushed or frozen" the hannels connected to Initiall assume set of pro cesses. When initiates snapshot, is set to the set of pro cesses to whic snapshot requests are sen t. is remo ed from the under the follo wing ossible ev en ts: (1) replies the request and (2) is found to fault Note that erforms lik arrier Before ecomes an empt set, no second snapshot will started. Initially and use this to indicate that no snapshot is in progress. temp sum real um er, for temp orarily calculating the total remaining eigh while snapshot is in progress. nsistent olean, for recording the consistency of snapshot. There are yp es of messages that will sen in the system: basic message app ended with eigh con trol message that is used to rep ort eigh to the leader. eq uest snapshot-requesting message sen the curren leader Set informs the receiv er the set of fault pro cesses kno wn to 2.3 us in ee in nne in assume that the underlying net ork pro vides the service of ushing or freezing hannel connected to fault pro cess. The purp ose of ushing or freezing hannels et een and is to cease an further in teraction et een and so as to �nd out stable alue Let us consider the hannel i;j et een and (w assume hannels are bi-directi onal). Observ Fig. 1. Messages directed to will discarded the net ork and eigh ts carried them will lost. or messages directed to assume that can send sp ecial ush message to the fault This message, on arriving will ounce bac to and, on its bac k, will pump out all messages directed to note that suc mec hanism is called eturn ush in 13 ]. similar assumption (but is for FIF hannels) is also used in 20 ]. Flush has een prop osed as net o rk primitiv ]. If the ush mec hanism is not ailable, assume that can freeze this hannel i;j frozen hannel is disconnected and all its con ten ts are discarded. In our algorithm, will simply sa \ ush or freeze hannel i;j to refer to the ab op erations. After i;j is ushed or frozen, can not use this hannel an more. Most net orks satisfy this assumption. Due to the lac of global clo k, the global views on ha to obtained taking snapshots on de�ne snapshot on to onsisten i� ev ery sees the same set of fault pro cesses and has \ ushed or frozen" its hannels connected to consisten snapshot is not hard to obtain ecause the fail-stop eha vior is stable prop ert in the sense that pro cess, once failing, remains so for go d. This is what mak es global view ossible. In our algorithm, in the presence of faults, the leader sends snapshot request to eac pro cess in On receiving suc request, pro cess \ ushes or freezes" its hannels connected to and then rep orts its in and ut to the leader. The alues of in and ut will remain unc hanged since then, unless the de�nition of hanges. The leader then uses these alues to calculate It is orth noting that the ab obtained ma not up-to-date ecause more faults ma ccur during the snapshot. Ho ev er, this is alw ys greater than or equal to the curren where is the curren health set. This eliminates the ossibili of rep orting fak termination. Also, if fortunately then the algorithm will still ork correctly aul oleran ermina i on ec ion Algori The algorithm incorp orates the ab eigh t-t hro wing and o w-detecting sc hemes and snapshot-taking sc heme. Leaders are elected according to their indices. let pro cess elect itself as leader if it kno ws all to fault The leader pro cess is resp onsible for taking snapshots to calculate the remaining eigh in the Figure 1: Conceptual eigh distribution diagram et een subsystems and implemen this in arian in our algorithm, let us imp ose ariables, in and ut on eac Initiall in ut 0. On the top of the eigh t -thro wing sc heme, add the follo wing o w-detecting rules: (i) Whenev er receiv es (basic or con trol) message with eigh from another 62 add to in (ii) Whenev er sends (basic or con trol) message with eigh to 62 add to ut No supp ose glob al views on the subsystem is ailable and th us can de�ne the weight within (denoted at some oin of time to the sum of eigh ts held eac and eac in-transit message sending from to another It can observ ed that at an momen the follo wing equalit holds: in ut =n (2) where the �rst and second terms are eigh ts o wing resp ectiv ely in to and out of and the last term is the initial eigh held eac Clearly in fault-free system, 1. Next, address some problems that ha to tak en care of in the presence of faults. Supp ose is the set of all health pro cesses in the system. Denote the fault set as Let us consider the in teractions et een and eigh ts, according to their distribution, can partitioned in to ortions: (a) (b) (c) (the eigh ts holding in-transit messages sen from to and (d) (the eigh ts holding in-transit messages sen from to ). Suc scenario is depicted in Fig. 1. Messages carried ortion will automatically discarded the net o rk. If an of ortions and is nonzero, then the leader can nev er accum ulate the su�cien eigh of 1. Moreo er, the leader ma elong to solv these problems, in our algorithm, shall \ ush or freeze" the hannels et een and tak snapshot on the subsystem use Eq. (2) to �nd out and let the leader collect the new eigh will also re-elect new leader from if necessary The detailed algorithm is presen ted in Section 3. In the follo wing, address issues concerning ushing or freezing hannels and obtaining snapshots. The eigh t-t hro wing sc heme orks as follo ws. Whenev er an activ pro cess an t to send basic message to another pro cess erforms: (1) partitioning in to ositiv reals and suc that (2) sending to where denotes the basic message app ended with the um er and (3) letting Accordingly on receiving ), retriev es the app ended eigh and com bines to its curren eigh t, i.e., assigning to Whenev er pro cess switc hes from activ to idle, it sends eigh t- rep orting message to the leader and sets its to 0. Accordingly on receiving ), com bines to its curren eigh t. The ab rules preserv imp ortan in arian ts an momen t, ev ery activ pro cess holds non-zero eigh t. Ev ery in-transit basic con trol message also carries non-zero eigh t. an momen t, the sum of eigh ts held all activ pro cesses, in-transit basic messages and in-transit con trol messages is 1. The eigh ts ha join tly represen ted the pro cess idlene ss (i.e., non-leader is idle i� 0) and the emptiness of hannels (i.e., =1 i� all hannels are empt y) at the same time. Th us, when ecomes idle and has accum ulated all the eigh ts in the system (i.e., 1), it can declare termination. ha describ ed the eigh t-t hro wing sc heme in an abstract manner. Note that eigh ts ust expressed precisely so as to guaran tee the correct detection of termi- nation. Using oating oin alues is not appropriate due to ossible rounding errors. This problem can easily solv ed using pair of in tegers to represen the eigh ts (e.g., the initial eigh of =n is [1 ]). This ma theoretically lead to another prob- lem of ery long messages. The reader is requested to refer to 10 15 ], where sev eral arian ts are discussed. 2.2 in In fault system, eigh ts migh lost due to fault pro cesses holding eigh ts at the time ecoming dead or due to undeliv erable messages carrying eigh ts. Hence the leader pro cess (if still aliv e) ma nev er accum ulate su�cien eigh t. solv this problem, in tro duce ow-invariant concept elo w. Consider an subsystem whic is subset of (By \subsystem" mean all pro cesses in and all hannels connecting pro cesses in .) Let an time in terv al during whic the system is doing computation. The o w-in arian concept can stated with the follo wing equalit y: (the eigh hange in during time in terv al (w eigh t o wing in to during (w eigh ts o wing out of during ). (1) (or Byzan tine-fault) mo del is assumed, one famous imp ossibility result that in an async hronous net or k, set of pro cesses can not reac onsen sus ev en in the presence of one fault pro cess has refused us from dev eloping fault-toleran termination detection algorithm 20 ]. In fact, recen tly it has een pro ed that the termination detection is (prop erly) more di�cult than the consensus problem 21 ]. ortunately ev en with these strong negativ results, designing fail-stop pro cessors using prone-to- e-malici ous pro cessors is still ossible 18 ], if the um er of faults is limited. The eigh t -thro wing sc heme and the o w-detecting sc heme are in tro duced in Sec- tion 2. The complete algorithm is presen ted in Section 3. Correctness reasoning is giv en in Section and erformance analysis is in Section 5. Concluding remarks are in Section 6. asic dea Let the set of distributed pro cesses. In the eginni ng of computation, all pro cesses are assumed to in the activ state. re-de�ne the terminated state of fault-toleran underlying system as follo ws: De nition distributed system is said to terminate i� (1) eac health is idle, (2) there is no in-transit message in the hannel et een an health pro cesses, and (3) there is no in-transit message in the hannel et een an fault pro cess and health pro cess. Note that the ab de�nition is indep enden of the states of fault pro cesses and unde- liv erable messages (whic will automatically discarded the underlying net orks) It is also consisten with the con en tional de�nition if no fault ccurs. detect suc state, in the follo wing �rst summarize termination detection algorithm called weight-thr owing scheme rep orted in 10 15 ], whic is vulnerable to faults. Then, dev elop on the top of this sc heme ow-dete cting scheme to deriv fault-toleran termination detection algorithm. 2. ei in or no w, assume that is fault-free. Eac eeps real ariable whic indicates the weight that is holding at hand. Initially eac pro cess is activ and =n So the total eigh in the system is 1. One sp ecial pro cess in (sa is designated as the le ader of the system. The leader is resp onsible for collecting eigh ts in the system and on accum ulating all eigh ts in the system, declaring termination. un in stem is assume to sta om an assume esses ti initia is ene a tion is st ai and detection dela of ), where is the actual um er of faults that ccur in the computation. This is fault-r active algorithm since the extra message costs due to faults are prop ortional to the um er of faults that really ccur. urthermore, it remains message-optimal when no fault ccurs (i.e., 0). Finally note that oth these algorithms are mo di�ed from their fault-in toleran preceden ts and 12 ], resp ectiv ely One in teresting question is: whether there is fault-toleran ersion for the algo- rithm in 10 15 ]. This pap er is motiv ated the elegan message-optimal but fault-in toleran termi- nation detection algorithm prop osed in 10 15 called weight-thr owing scheme (or called cr dit distribution the latter). dev elop on the top of this sc heme new ow- dete cting scheme and prop ose fault-toleran termination detection algorithm that has comparable message complexit to the existing algorithms and etter detection dela This algorithm shares the elegance of 10 15 and has the follo wing haracteristics: (1) the message complexit is ), where is as de�ned ab e, (2) the orst- case detection dela is 1) and the orst case only happ ens in the rare ev en that sequence of pro cesses con tin uously fail right after the system terminates and right efor an of them ere able to successfully claim termination detected, and (3) the extra computational erhead to handle the ossibili of faults is ery ligh t. It is also fault-reactiv algorithm. In particular, when no fault ccurs 0), the algorithm sends at most con trol messages and remains message-optimal (w assume that computations are started from all pro cesses and th us the lo er ound of ( men tioned ab applies). emphasize that the detection dela should normally constan as faults are usually improbable in realit The en vironmen assumed this pap er is an async hronous net or k. Comm uni- cations are reliable and NON-FIF O. The system is static, but an arbitrary um er of pro cesses ma fail. Pro cesses are fully connected and th us the net or alw ys remains connected in the presence of faults. fail-stop mo del 18 is assumed and th us failed pro cess can not rejoin the computation in the curren session. aults are detectable within �nite amoun of time. Undeliv erable messages (those directed to fault pro- cesses) are discarded the net orks. assume that hannels et een fault and health pro cesses can \ ushed or frozen." This \c hannels are ushable" assumption is made in oth 13 20 ]. If this function is not pro vided the net o rk, assume freezing hannel is ossible, whic this frozen hannel is disconnected and all its con ten ts are discarded. After hannel is ushed or frozen, it is not usable an more. It is orth noting that the assumption of faults eing detectable is necessary condition to solv the fault-toleran termination detection problem, as pro ed in 21 ]. It is also orth noting that the assumption of fail-stop mo del is crucial. If malicious-fault ro duc ion In distributed system, set of pro cesses co op erate and comm unicate with one another message-passing. Eac pro cess switc hes et een active and id le states. An activ pro cess is free to send receiv messages and ma ecome idle sp on taneously but an idle pro cess can only receiv messages, on whic ev en it ecomes activ immediately or clarit sometimes the ab messages are called asic messages and the distributed system is called the underlying system Con en tionally in the fault-free case, the underlying system is said to terminate i� (i) all its pro cesses are idle and (ii) no message is in transit. termination detection algorithm is to �nd out suc global quiescen state, should it ccur. or this detection purp ose, extra messages, or explici tly ontr ol messages migh sen the algorithm. Man termination detection algorithms ha een prop osed (e.g., for di�usion com- putations 16 ], for sync hronous comm unications ], for async hronous but FIF comm unications 17 ], for async hronous NON-FIF comm unications 10 11 12 14 15 ], and for dynamic systems 11 ]). The orst-case message complexit for this problem is ( (if the underlyin system is started from one pro cess) ], ( (if the underlyin system can started from an um er of pro cesses) 12 ], or ( (if the detection algorithm is launc hed later than the underlying system) ], where is the um er of pro cesses, is the um er of hannels in the system, and is the um er of basic messages issued. All these ounds ha een ac hiev ed resp ectiv ely 10 15 ], 12 and ]. Another erformance measure is the dete ction delay whic is de- �ned to \the length of the longest ossible comm unication path along whic con trol messages need to sequen tially passed after the underlying system has terminated but efor the termination is detected." The ab four message-optimal algorithms ha detection dela ys of (1) ([ 10 15 ]), ([ 12 ]), and ([ ]), resp ectiv ely But the �rst need to app end extra information to basic messages, while the rest do not. All ab algorithms are for fault-free distributed systems. In comparison, less emphasis has een giv en to the problem of detecting termination in distributed system in whic pro cesses tend to fail. As one of the merits of using distributed computing is its fault-toleran capabilit it is desirable that termination detection algorithm ork correctly on an underlying system whic can tolerate faults. Recen tly this problem has started to receiv atten tion. enk atesan 20 �rst prop osed suc an algorithm. This algorithm has detection dela of and, to tolerate faults, incurs message complexit of ), where is the pr de n fault-toleran lev el. This is fault-pr eventive algorithm since the factor (whic is in fact incurred from the cost of duplicatin messages) is alw ys added no matter whether or not faults ccur. Lai and 13 presen ted an algorithm whic has message complexit of ey ords: distributed system, termination detection, fault-tolerance, reliabili fail-stop pro cessor, eigh t -thro w ing.