[15] A. D. Kshemk aly ani M. Singhal, \In arian t -based eri�cation of distributed deadlo detection algorithm," IEEE trans. Soft a re Engineering ol. 17, No. (Aug. 1991), 789{ 799. [16] T. -H. Lai, Y. -C. Tseng X. Dong, \A more e�cien message-optimal algorithm for dis- tributed termination detection," 6th In tl. arallel Pro cessing Symp osium (Marc 1992), 646{649. [17] T.-H. Lai, \T ermination detection for dynamically distributed systems with non-�rst- in-�rst-out comm unication," Journal of arallel and Distributed Computing (1986), 577{599. [18] E. L. Lozinskii \A remark on distributed termination," Pro c. Fifth In tl. Conf. on Dis- tributed Computing Systems (1985), 416{419. [19] F. Mattern, \Algorithms for distributed termination detection," Distributed Computing (1987), 161{175. [20] J. Misra, \Detecting termination of distributed computations using mark ers, CM Symp. on Principles of Distributed Computing (Aug. 1983), 290{294. [21] J. Misra K. M. Chandy, \T ermination detection of di�using computations in comm u- nicating sequen tial pro cesses," CM trans. on Programming Languages and Systems 4,1 (Jan. 1982), 37{43. [22] R. D. Sc hlic ting F. B. Sc hneider, \F ail-stop pro cessors: an approac to designing fault-tolerating computing systems," CM trans. on Computer Systems 1, (Aug. 1983), 222{238. [23] A. S. anen baum, Computer Net orks, Ed. 2, Pren tice-Hall, Inc. (1988). [24] G. el F. Mattern, \Commen ts on "ring based termination detection algorithm for distributed computations"," Information Pro cessing Letters 31 (Ma 1989), 127{128. [25] R. W. op or, \T ermination Detection for distributed computations," Information Pro- cessing Letter 18, 20 (Jan. 1984), 33{36. [26] S. enk atesan, \Reliable proto cols for distributed termination detection," IEEE trans. on Reliabil it 38, (Apr. 1989), 103{110. 29 BIBLIOGRAPHY [1] M. Ah uja, \Implemen tation of F-c hannels, preferable alternativ to FIF hannels," IEEE Pro ceedings of the Elev en th In tl. Conf. on Distributed Computing Systems (1991), 180{187. [2] H. ttiy a, A. Bar-No y, D. Dolev, D. Koller, D. eleg R. Reisc uk, \Ac hiev able cases in an async hronous en vironmen t," IEEE oundation of Computer Science (1987), 337{346. [3] H. ttiy a A. Bar-No y, D. Dolev, D. eleg R. Reisc uk, \Renaming in an async hronous en vironmen t," Journal of CM ol. 37, No. (July 1990), 524{548. [4] F. M. Bridgleand R. J. atro, \F ault-toleran decision making in totally async hronous distributed systems," CM Symp. on Principles of Distributed Computing (1987), 52{ 63. [5] S. Chandrasek aran S. enk atesan, \A message-optimal algorithm for distributed ter- mination detection," Journal of arallel and Distributed Computing (1990), 245{252. [6] K. M. Chandy L. Lamp ort, \Distributed snapshots: determining global states of dis- tributed systems," CM tran. on Computer Systems 3, (F eb. 1985), 63{75. [7] V. Cherk assky, H. Lari-Na ja� R. Ro oholamini, \F ault-toleran comm unications pro- cessing," IEEE In tl. Symp. on ault-T oleran Computing 21 (1991), 344{351. [8] A. L. Choudhary, W. H. Kohler, J. A. Stank vic D. wsley, \A mo di�ed priorit based prob algorithm for distributed deadlo detection and resolution," IEEE trans. Soft are Engineering ol. 15, No. (Jan. 1989), 10{17. [9] S. Cohen D. Lehmann, \Dynamic systems and their distributed termination," Pro c. First Ann ual CM Symp. on Principle of Distributed Computing (Aug. 1982), 29{33. [10] E. W. Dijkstra, W. H. eijen A. J. an Gasteren, \Deriv ation of termination detec- tion algorithm for distributed computations," Information Pro cessing Letter 16, (June 1983), 217{219. [11] E. W. Dijkstra C. S. Sc holten, \T ermination detection for di�using computations," Information Pro cessing Letter 11 (Aug. 1980), 1{4. [12] M. J. Fisc her, N. A. Lync M. S. aterson, \Imp ossibili of distributed consensus with one fault pro cess," Journal of CM ol. 32, No. (Apr. 1985), 374{382. [13] N. rancez M. Ro deh, \Ac hieving distributed termination without freezing," IEEE trans. on Soft a re Engineering SE-8,3 (Ma 1982), 287{292. [14] S.-T. Huang, \T ermination detection using distributed snapshots," Information Pro- cessing Letter 32 (Aug. 1989), 113{119. 28 mance measures in able 1. It is our view that fault-toleran algorithm should able to tolerate an um er of faults, should run as e�cien tly as the est non-fault-toleran algorithm ailable if no pro cess fails during the computation, and should incur only rea- sonable amoun of cost for eac pro cess failure that actually ccurs. The ab analyses indicate that our algorithm do es ha these nice prop erties. assumed in our mo del that the underlying comm unication net o rk pro vides re- liable, fully connected comm unication medium. This assumption is not unrealistic, for termination detectors are presumably to run at la er directly or indirectl ab the transp ort la er and the latter de�nition pro vides reliable end-to-end transp ort service to its users. Nev ertheless, the assumption of fully-conne ctedness of the underlying graph is not crucial for our algorithm. (The underlying graph is one that represen ts the underlying system, with no des represen ting pro cesses and edges represen ting comm unication patterns.) If the underlying graph is not fully connected and if termination detector is allo ed to comm unicate only et een adjacen no des (whic h, in our opinion, is requiremen of no practical necessit y), our algorithm with sligh mo di�cation will still ork, as long as the un- derlying graph is not disconnected. In suc an en vironmen t, the gauges sho wn in the ab table are still correct except that the cost er fault ecomes for the algorithm and for our algorithm and that the detection dela ecomes for our algorithm and nM for the algorithm. Conclusion ha prop osed fault-toleran algorithm for termination detection that can tolerate an um er of stop failures. This algorithm impro es er existing ones in man asp ects, includi ng orst-case message complexit era ge-case message complexit storage er- head. Most imp ortan t, it has nice features: 1) No erhead is incurred for eing fault-toleran t|if no pro cess fails during the computation, the algorithm is comparable to the est existing non-fault-toleran algorithm. 2) The cost for pro cessing eac fault ccur- rence is not high and is indep ende of oth the um er of basic messages, and the maxim um um er of fault pro cesses the algorithm can tolerate. The main idea of our algorithm is barrier set at particular pro cess. It is ossible that other existing termination detection algorithms can made fault-toleran using similar tec hniques. 27 Pr ep ar ation ost There is no preparation cost at all for our algorithm; if no pro cess fails during the computation, our algorithm ecomes the TD algorithm. The algorithm, comparison, has preparation cost of ), requiring that uc more con trol messages than its predecessor should oth applied to system without fault pro cesses. Cost er actual fault In our algorithm, for eac fault that actually ccurs during the computation, ev ery nonfault pro cess needs to send one CLEAR message and at most one SIGNAL message. Ov erall, at most messages er fault are needed. (If the ostp oned start feature is considered, extra ST AR messages for eac failure should added as eac new co ordinator ma send up to ST AR messages.) By comparison, eac time fault ccurs, the algorithm tak es snapshot and redirects eac message to represen tativ es. On the era ge, ab out =n messages need to redirected to at most represen tativ es, resulting in an erhead of =n er fault. If the user an ts the algorithm to 1)-resilien t, the quan tit =n is in the order of that is usually greater than Stor age Our algorithm uses space for eac pro cess, or in all. The algorithm uses ), as eac message transaction is stac ed in duplicates. Note that is quan tit unkno wn at compile time and th us the algorithm requires the more exp ensiv dynamic storage allo cation to main tain stac ks. Dete ction Delay The detection dela is de�ned to \the length of the longest ossible comm unication path along whic con trol messages need to sequen tially passed after the underlying computation has terminated but efore the termination is detected." The detection dela of our algorithm is ). The orst -case detection dela of the algorithm is the same as that of the CV algorithm, whic h, as oin ted out in [16], could as large as tomic sending Our algorithm do es not need an net or service other than those describ ed in Section 2.2. In addition to these services, ho ev er, the algorithm requires the underlying net ork to able to supp ort 1) -message atomic sending whic allo ws pro cess to atomically send up to (p ossibly di�eren t) messages so as to ensure that eac message transaction correctly replicated at sites. Message en gth The longest message used in our algorithm is SIGNAL( c; ). The �rst parameter is an in teger not exceeding and th us requires at most log bits. The second parameter is set of pro cess iden tities that can represen ted in tegers eac of log bits. The longest con trol message used in the algorithm is emove entry(p,q,t) (where and are pro cess iden tities and is time stamp) whic needs log log bits. or an extremely unreliable system in whic more than pro cesses ma fail during the computation, our algorithm has to use longer con trol messages than the algorithm do es. ha compared our algorithm with the algorithm and summarized their erfor- 26 aults Ov erall Message Cost olerable Base Cost Preparation Cost Cost er Actual ault Algorithm 1) =n Ours Storage Detection Dela tomic Sending Message Length Algorithm O(M) quir log log Ours O(n) Not quir log log able 1: erformance Measures. Theorem If pr es de clar es termination at time then the underlying omputation is al ly terminate at the time. erformance Analysis and Comparison In this section, analyze the erformance of our algorithm and compare it with the algorithm. Let the total um er of basic messages sen during the en tire underlying compu- tation (or just those sen in DT mo de if the feature of ostp oned start is implemen ted), and let the um er of pro cesses, the maxim um um er of faults tolerable, and the um er of actual faults. #F aults oler able the um er of faults tolerable Our algorithm can tolerate an um er of faults. The algorithm can tolerate up to pr e-sp ci� um er, of faults. Message Cost Our algorithm and the algorithm eac ha non-fault-toleran predecessor; the former is based on the TD algorithm, while the latter is on the CV algo- rithm. In order to get etter view of the algorithms’ erformances, decomp ose the erall message complexit of eac algorithm in to three comp onen ts: base cost, preparation cost, and cost er actual fault. The base cost is the um er of con trol messages required eac algorithm’s non-fault-toleran predecessor. The preparation cost is de�ned to the um er of con trol messages that is required in addition to the base cost ev en if no pro cess fails during the computation; it is the cost of pr ep aring the algorithm for ossible fault pro cesses. The cost er actual fault accoun ts for the um er of con trol messages required the algorithm in order to reco er from an actual failure. Eac pro cess-to-pro cess message is coun ted as one. Base ost As sho wn in [16], oth TD and CV algorithms are message-optimal in the orst case, but TD is more e�cien than CV on the erag e; the former requires far less than messages in an erag case, while the latter incurs at cost in all cases. 25 Sub case (i): Supp ose, at time 1, is ro oted at and is an engagemen hain. Then at time after the crash of par ent from whic it follo ws (b Lemma 6). Sub case (ii): Supp ose at time 1, is ro oted at and is not an engagemen hain. The edge c; where is the hild of on the hain ust fault-detection edge that as in tro duced in to due to ’s detection of some fault (This edge is the only non- engagemen edge on the path). time 1, as no de with paren in is engaged and so is critical. By the induction yp othesis, ). According to Corollary 2, has not rep orted to (through ma jor SIGNAL) as of time If it follo ws from Corollary that ). Otherwise, is nonfault and 6( par ent at Lemma 6, ). Sub case (iii): is ro oted at an engaged fault no de This case is not uc di�eren from (ii). Let the hild of on the hain et een and Since is engaged, 1), and the induction yp othesis, ). By Corollary 2, has not rep orted fault to time and hence 6( holds at time ollo wing similar argumen as in sub case (ii), one readily sees whether or E4 neutral pro cess ecomes engaged at time Let an fault that ecomes critical ecause of Th us, ). Let the pro cess that mak es engaged. time pro cess is in tree ro oted either at or at an engaged fault pro cess ollo wing argumen ts similar to those for case E2, can sho wn to in ). E5 An engaged pro cess detects fault at time Similar argumen ts as in case E2 can applied. With prop erties and established, the remaining one is relativ ely easy to pro e. Lemma When de clar es termination at time Pro of Assume for con tradiction that at By Lemma 2, there is nonfault engaged pro cess with par ent equal to fault engaged pro cess, or former co ordinator. In the �rst case, since is neutral at the edge i; ust fault- detection edge due to detection of some fault By de�nition, is critical fault ecause of ’s engaged status. In the other cases, par ent is readily seen to critical. As critical fault, (or elongs to (b Lemma 7). It follo ws from Lemma that (or has een rep orted to through ma jor SIGNAL, in con tradiction to Corollary 2. Therefore, ha pro ed the three prop erties men tioned in the eginning of this subsection. As remark ed there, the soundness of the algorithm follo ws directly from these prop erties. ha th us pro ed the follo wing. 24 E4 neutral pro cess ecomes engaged. In this case, at and 6( at imply at and 6( at resp ectiv ely and so the induction yp othesis. E5 pro cess in detects fault in ev en If at and then at 1. By the induction yp othesis, ). If 6( at and then 6( at and, again the induction yp othesis, ). If at time and then Lemma 5, ha par ent or par ent and all at By the induction yp othesis, or ). In the latter case, Corollary indicates that ). So in oth cases ). Since just detects 6( at Com bining it with yields 6( at It th us follo ws from the induction yp othesis ). If 6( at and then 6( par ent or 6( par ent and all at An argumen similar to the preceding one concludes that 6( at and, hence, ). Others It is not hard to see that in an other ev en t, at and 6( at imply at and 6( at resp ectiv ely and so the induction yp othesis. are no ready to pro the second prop ert Lemma Pro of pro induction on that for all ]. or the induction base, ha ). It is so ecause, Corollary 1, ev ery fault that ccurs at or efore is in ). No assume as the induction yp othesis that 1) ), where pro ), sho wing that an new critical fault in tro duced at time (i.e., in the ev en that ccurs immediately efore ), if an will detected efore time Suc fault ma in tro duced in an of the follo wing ev en t s. E1 E2 refer to the same ev en ts as in the pro ofs of Lemma 6, and 2.) E2 An engaged pro cess fails at (and so is new critical fault). time 1, elongs to non-trivial tree (according to Lemma 2). The tree ma ro oted at or at fault no de ’s paren ma or ma not (or ), and the path from to (or ma or ma not an engagemen hain. 23 The imp ortance of the notions and 6( are re ected in the follo wing lemma. Lemma et faulty at time If at ther ar nonfaulty pr ess es a; and faulty pr ess such that at or 6( at then Pro of The pro of is induction on starting with Induction Base: Supp ose at time there are nonfault pro cesses a; and fault pro cess suc that or 6( The latter case is imp ossible since Lemma ev ery nonfault pro cess in particular) has rep orted to time In the case of it ust as is neutral at and hence has no unac kno wledged basic messages. Since is neutral, it follo ws from De�nition that ). Induction Hyp othesis: Assume the lemma true for ], where Induction Step: Let 1. Let a; b; pro cesses suc that at time or 6( at time ". an to sho ). Let the engagemen hain in olv ed in or in Let the ev en that ccurs et een time and 1. Consider all ossible cases. E1 The presen co ordinator crashes at This case is imp ossible de�nition of E2 pro cess in fails in ev en By Lemma 5, ha par ent at time 1, if at time 6( par ent at if 6( at and 6( at if 6( at and In the �rst cases, the induction yp othesis indicates that ). In the third case, (= is also in as implies Corollary 1. So, in all cases, ), and as ’s failure ccurs after ’s, it follo ws from Corollary that ). E3 An engaged pro cess in ecomes neutral in This pro cess ust ecause only leaf no de in can ecome neutral. or 1, the follo wings hold: par ent at if at and at if at and 6( par ent at if 6( at and 6( at if 6( at and In all cases, the induction yp othesis. 22 Pro of In case a), the edge i; that as created due to the detection of ould ha een deleted if has rep orted to through ma jor SIGNAL. In case b), has not et detected as of time no pro ceed to pro the second prop ert men tioned ab e. need the follo w- ing de�nitions and lemmas. These de�nitions are made with resp ect to the computation in whic pro cess declares termination in ev en De�nition directed path of length zero or more in going from to is said to an engagement chain and denoted as i� the ending oin is nonfault and all edges on the path are engagemen edges. De�nition or pro cesses a; b; and time write at i� the follo wing statemen ts are oth true: 1. there exists at time an engagemen hain in ). 2. t; ], is engaged at or (i.e., if ev er turns neutral after then it ust ha detected ’s failure.) Note that ma or ma not fault at time and the path ma or ma not con tin ue to exist after Lemma Assume a) If at time and fails in event then par ent at right after ’s failur e. b) If at time and dete cts failur in event then par ent or par ent at right after the dete ction. c) If at time and omes neutr al in event then par ent at Pro of pro only statemen b); the other are quite ob vious. Supp ose at and detects failure in ev en Let par ent By Lemma 1, out in at Assume that ecomes neutral sometime et een and or are done. When ecomes neutral, out 0. But out ma ecome only in ccasions: detects the failure of or receiv es SIGNAL whic as sen after and hence con tains in its set. In the former case ha par ent at while in the latter par ent at De�nition 10 or and write 6( at time i� time pro cess has not rep orted to as fault through ma jor SIGNAL. De�nition 11 rite 6( at i� 6( and also at 21 rom these prop erties, the soundness of the algorithm can readily pro ed. In fact, prop ert 1, together with Lemma 2, implies that, at time all nonfault pro cesses are neutral and hence idle. (Note that is also neutral ecause it executes action A4 to declare termination.) As neutral pro cesses ha no unac kno wledged basic messages, only hannel connecting an engaged fault pro cess to nonfault one ma ossibly con tain deliv erable basic messages. By de�nition, is critical and hence, prop erties and 3, in ). That means has rep orted to through ma jor SIGNAL message, whic h, according to the algorithm, could ha happ ened only after had receiv ed the returned CLEAR message from (see F2 ). Th us, hannel x; is free from basic messages. By de�nition, the underlying computation is terminated at So, all what need to do is pro the three prop erties. start with the third one. Lemma for al pr esse Pro of Assume or the lemma is pro ed. Let pro cess in When declares termination at time and umF aul for all As umF aul ], and umF aul This implies that for eac pro cess has receiv ed SIGNAL( from suc that The question is whether suc SIGNAL is ma jor one. Consider an Let the pro cess in that as the last one, among all pro cesses in ), to detected as fault On detecting par ent as set to for as not fault and Let detect at time mak three observ ations. First, the �rst SIGNAL to sen after ust ma jor signal. Second, an SIGNAL( sen after time ust ha ). Third, did send some SIGNAL message(s) to after time for at least the ab men tioned SIGNAL( as sen after The lemma follo ws directly from these observ ations. Corollary If is faulty at and for some then The ab lemma giv es case in whic are able to tell what pro cesses ust ha sen ma jor SIGNAL to con taining what faults. The follo wing corollary do es just the opp osite; it sho ws cases in whic nonfault pro cess ust ha not rep orted fault to ma jor SIGNAL. Corollary Supp ose that at time pr es is faulty. As of time pr ess must have not sent to any major SIGNAL ontaining if either of the fol lowing is satis�e d: a) i; is fault-dete ction dge in due to fault b) i; is an dge in 20 ev en tually ecomes strongly neutral (Lemma 3), is sen to via SIGNAL message. When the message ev en tually arriv es at umF aul is set to Th us, ev en tually umF aul for all So, pro cess ev en tually satis�es all of the ab six conditions and declares termination. 5.4 Soun ness This section pro es the soundness of the prop osed algorithm: If some pro cess declares termination at time then the underlying computation is really terminated at that time. Assume that the co ordinator declares termination at time (it is clear that only the co ordinator can do that). Let the sequence of ev en ts that ccur efore ’s declaration, with declaring termination at the end of or ease of presen tation, assume that ev en ccurs at the momen just efore time Let the time at whic pro cess ecomes the co ordinator, i.e., if 1, the time when the co ordinator righ efore fails if 1. De�nition an time ], fault pro cess is said to critic al if at least one of the follo wing is true: is former co ordinator (i.e ), eing the co ordinator of time ); is engaged (at time ); as once kno wn some engaged pro cess (i.e., there as time suc that for some engaged (as of time pro cess ). Let denote the set of all critical fault pro cesses as of time (Note that once fault pro cess ecomes critical, it remains critical thereafter.) De�nition SIGNAL is said to major one if it is sen pro cess to its paren in (while executing A4 ). Denote the set carried in the most recen ma jor SIGNAL that has sen to time (whether it has or has not een receiv ed ). Our plan of pro of is as follo ws. First, establish three imp ortan prop erties of the algorithm: 1. 2. ). 3. for all pro cesses 19 Pro of If all the pro cesses ev en tually ecome fault then the lemma is pro ed. No assume that not all pro cesses ev en tually fail. Let the time at whic the ery last failure ccurs. Let the �nal set of fault pro cesses. By the assumption of fault detectabilit there is time when all faults in are kno wn to all nonfault pro cesses (i.e., for all ). Let max term Consider the hierarc graph of time Since the system is terminated and no fault or fault detection ccurs after time it is clear from the pro of of Lemma whic sho ws ho ma hange its structure, that after time the only ev en that ma ccur to is E3, in whic leaf no de ecomes neutral and lea es tree. sho that ev ery leaf of the hierarc graph ev en tually do es ecome neutral. Let an engaged pro cess that has no hild in claim that out ev en tually ecomes see this, observ that for an nonfault no de in as of time Lemma 1, out ecomes zero when all SIGNAL messages, if an in hannel ], ev en tually arriv at or ev ery fault pro cess out is set to when receiv es bac the CLEAR message sen to Th us, out ev en tually ecomes Since is idle and par ent in after an A3 ev en tually executes A4 and ecomes strongly neutral, thereb isolated in Rep eating this argumen t, one readily sees that ev ery nonfault pro cess that is engaged at time ev en tually ecomes strongly neutral, and th us ev en tually As for those nonfault pro cesses whic are eakly neutral at time it is not hard to see that they will ecome strongly neutral once their CLEAR messages all return. Theorem After the underlying omputation terminates, the algorithm de clar es termina- tion within �nite amount of time (unless al pr ess es fail). Pro of Assume that the underlyin computation terminates at time term and that not all pro cesses ev en tually fail (or are done). Let the �nal set of fault pro cesses. By Lemma and the assumption of fault detectabilit there is time instan term at whic and for all Assume that no pro cess has declared termination time or the theorem is pro ed. According to the algorithm, pro cess declares termination if all these conditions are satis�ed: 1) oot tr ue 2) is idle, 3) in 4) out 5) and 6) umF aul for all sho that these conditions ev en tually hold at pro cess min ), the co ordinator of time The �rst �v conditions can easily seen to hold: As has detected all faults time oot tr ue at Since the system has terminated, is idle; and this ev en tually triggers A3 and sets in By Lemma 3, ev en tually ecomes strongly neutral and out Ob viously at time As for the last condition, it ob viously holds if So assume After nonfault pro cess detects the last fault in par ent is set to After that, when 18 It is necessary to consider only those ev en ts that ma ossibly hange the structure of There are �v suc ev en ts. E1 The presen co ordinator fails. In this case, pro cess succeeds as the new co ordinator, and the edge par ent if exists, disapp ears from Th us, after the ev en t the tree ro oted at ecomes tree in category 3, and the subtree ro oted at ecomes the main tree; the lemma is still true. E2 nonfault engaged pro cess fails. In this case, the edge x; par ent disap- ears from and the subtree ro oted at ecomes tree ro oted at an engaged fault no de, whic is in category 2. The lemma remains alid. E3 An engaged nonfault pro cess �nishes action A4 and ecomes neutral (the ev en in question is the last ev en of A4 ). The edge i; par ent is deleted from The precondition out together with the fact that is not the co ordinator ensures that as leaf in efore ev en Th us, after the ev en t, ecomes neutral isolated no de and the lemma holds. E4 neutral nonfault pro cess receiv es basic message from (and hence executes A2 and ecomes engaged. There are ossibili ties as can strongly or eakly 1. par ent LL efore A2 In this case, ust engaged and therefore elongs to tree in categories 1-3. Setting par ent to attac hes the tree ro oted at to the tree con taining without violating the lemma. 2. par ent LL efore the action In this case, par ent oin ts to either the presen or former co ordinator. The new edge i; par ent (whic did not exist ecause as neutral) th us connect the tree con taining to either the main tree or to tree in category 3. The lemma holds. E5 An engaged pro cess hanges its alue of par ent in F1 This results in pro cess hanging its paren in to either the presen or former co ordinator. Again, the lemma remains true. 5. ene ss Assume that the underlying computation terminates at time term sho that some pro cess ev en t ually detects and declares termination unless all the pro cesses fail efore an o ne has hance to do that. Lemma After the underlying omputation terminates, ach nonfaulty pr ess eventual ly omes either faulty or str ongly neutr al. 17 Lemma If and ar oth nonfaulty, then out in =1 5. ru ure Pro esses De�nition an time the or dinator of the system, denoted or simply if there is no confusion, is the pro cess whose index is smallest among all nonfault pro cesses, i.e., min is nonfault at time In the algorithm, when pro cess recognizes itself as the co ordinator, oot is set to true in F1 In the DS algorithm all engaged pro cesses form tree. In our algorithm, as to seen so on, the ariables par ent of all nonfault engaged pro cesses form forest, whic will call it hierarc graph. De�nition The directed graph ), where and fh i; par ent is engaged and nonfault is called the hier ar chy gr aph (Note if is engaged then par ent LL.) The hierarc graph indicates whom an engaged nonfault pro cess will rep ort to when it ecomes neutral. distinguish et een yp es of edges in engagemen edges and fault-detection edges. An edge i; par ent in is said to fault-dete ction dge due to if par ent is set in F1 ecause of detecting the failure of An engagement dge is one that is created in A2 on receiving basic message. It should clear from the algorithm that an edge is either an engagemen or fault-detection edge. The hierarc graph pla ys an imp ortan role in our pro of. �rst sho that at an time it forms forest. Lemma any time efor the algorithm de clar es termination, forms for est om- prising the fol lowing tr es 1) tr ote at the or dinator al le the main tr e; er or mor tr e ote at engage d, faulty no des; er or mor tr e ote at former or dinators; er or mor neutr al isolate no des (faulty or nonfaulty). Pro of Initially efore an ev en ccurs, forms single tree with at the ro ot and the lemma is true. Assume the lemma is alid immediately efore an ev en sho it remains alid after the ev en t. 16 Figure 4: State transitions of pro cess Should pro cess fails, its engaged neutral status sta ys unc hanged. It is not hard to see from the ab de�nition and A4 that if pro cess is neutral then it is idle and has no unac kno w ledged incoming or outgoing basic message, and, esides, in par ent LL. Ho ev er, out ma or ma not De�nition neutral pro cess is said to str ongly so if out and we ly so otherwise. Fig. sho ws ho pro cess hanges its neutral engaged status. Note that strongly neutral pro cess sets out to and ecomes eakly so up on detecting fault or eakly neutral pro cess there is an outstanding CLEAR message from to i� out 0. After all these CLEAR messages return to it ecomes strongly neutral again. In the follo wing state simple in arian in olving the um er of unac kno wledged incoming and outgoing messages. Consider an nonfault pro cesses and Recall that out indicates the um er of basic messages sen from to whic ha not et een ac kno wledged, and in is the um er of basic messages whic has receiv ed but not et ac kno wledged. Also recall that the parameter of SIGNAL message is mean to ac kno wledge basic messages. Let the um er of basic messages in the hannel from to (whic ha een sen but not et receiv ed ). Let SIGNAL( ), SIGNAL( ), SIGNAL( all the SIGNAL messages in the hannel from to (whic ha een sen but not et receiv ed ). immediately ha the follo wing. 15 receiving ST AR messages. In the �rst case, the co ordinator sends ST AR message to ev ery other pro cess. co ordinator do es not necessarily en ter DT mo de in this y| it ma ha receiv ed ST AR message and en tered DT mo de efore ecoming co ordinator. o id ossible deadlo k, it is necessary to ensure that eac co ordinator, while aliv and whether in DT or non-DT mo de, ev en tually sends one ST AR message to ev ery other nonfault pro cess, unless it ecomes fault efore eing able to do so. The reason for co ordinator already in DT mo de to send ST AR messages is due to the command \send ST AR message to ev ery nonfault pro cess" is not an atomic action and th us the former co ordinator whic switc hed the presen co ordinator to DT mo de could ha crashed in the course of sending ST AR messages. In the next section establish the correctness of our algorithm as presen ted in the previous subsection. It is not hard to see that with the ab mo di�cations, the algorithm still can pro ed along the same line of reasoning, requiring only few minor hanges. Correc ness Pro of no pro the algorithm describ ed in the preceding section correct. Sp eci�call pro that: 1) if some pro cess declares termination, then the underlying computation is really terminated at the time, and 2) after the underlyin computation terminates, some pro cess will declare termination in �nite amoun of time. The underlying computation together with the execution of the termination detection algorithm is mo deled as single sequence of events There are �v di�eren yp es of ev en ts pro cess sends single message, receiv es message, stop-fails, detects the failure of another pro cess, erforms lo cal atomic computation. Eac ev en is regarded as ccurring at one single oin of time without utual erlapping. According to this mo del, an action of our algorithm, in general, con tains more than one ev en t. Con en tion Throughout this section, when sa any time mean an time et een ev en ts, not within an ev en t and when refer to lo cal ariable of fault pro cess, mean its alue as of the time when the pro cess failed. Also, for an ariable indicates the alue of as of time ma omitted if no confusion ma arise. 5. Pro ess us ess oun The terms neutr al and engage are emplo ed in the description of our algorithm without de�nition. They ha similar meanings as in the DS algorithm and are formally de�ned elo w. De�nition Initiall all pro cesses are engage An engaged pro cess ecomes neutr al once it successfully executes A4 neutral pro cess ecomes engage on �nishin an A2 action. 14 up dated in umF aul it could happ en that umF aul as messages do not necessarily arriv in the FIF order. ha assumed in our mo del that ev ery fault ev en tually detected ev ery nonfault pro cess. ha also seen that pro cess ma kno of fault through the set of SIGNAL. In the rest of this pap er, whenev er sa pro cess detects fault, exclusiv ely refer to the ev en of detecting the fault as assumed in the mo del, not coun ting that of kno wing fault through SIGNAL. When fault pro cess is detected F1 is in ok ed. The newly detected fault is added to and out is incremen ted one. In normal case, out coun ts only outgoing basic messages. Here, arti�cially increase the alue of out so that has hances to clean up the hannel from to it. It orks as follo ws: 1) sends CLEAR message to in F1 2) as return- ush, the message will returned to 3) when receiv es the returned CLEAR message in F2 in and out are set to zero to re ect the fact that the hannel et een and is no free of deliv erable basic messages; 4) efore that, out sta ys ositiv and thereb prev en ts from ecoming neutral and in oking A4 In F1 since new fault is detected, there is hance that emerges as the new co ordinator. So hec ks if its index is the smallest among all nonfault pro cesses. If so, ecomes new co ordinator and up dates oot and par ent accordingly Otherwise, ecomes hild of pro cess where min ). In the latter case, to the kno wledge of pro cess is the co ordinator. Of course, that ma or ma not correct, dep ending on whether or not is still aliv e. 4. os one men tioned in Section 3.2 that oth the CV and the algorithms start to run only after they switc to dete ction mo de The original DS algorithm do es not ha this \p ostp oned start" feature, but the TD arian implemen ts it to the exten that no con trol messages need to sen un til the detector switc hes to the detection mo de. Before that happ ens, although the detector is actually running, its ork in olv es only simple computation suc as coun ting outgoing and incoming basic messages and is cost-negligible. or simplic it and clarit the algorithm describ ed in the previous subsection do es not implemen the ostp oned-start feature. It is not hard, though, to mo dify the algorithm to include that feature. Basically let eac pro cess initially at NDT (not detecting termination) mo de. In this mo de, eac pro cess passiv ely collects information, up dating lo cal ariables as in A1 A2 and F1 but executes none of A3 A4 A5 F2 and th us sends no con trol message. Pro cesses switc to DT (detecting termination) mo de in one of ys 1) the presen co ordinator sp on taneously decides to en ter DT mo de, or 2) pro cesses en ter DT mo de on 13 A1: (When sends basic message to out := out 1; coun ts outgoing messages. A2: (When receiv es basic message from if oot and par ent LL) then par ent := in := in 1; coun ts incoming messages. A3: (When is idle and par ent in 0) for eac suc that par ent and in send SIGNAL( in ], message to in := 0; signalled all messages receiv ed from en for A4: (When is idle, out par ent in 0, and oot or par ent LL )) if oot then send SIGNAL( in par ent message to par ent in par ent := 0; par ent := LL; signalled paren messages. elseif and umF aul then declare termination; The barrier conditions establish. en if A5: (When receiv es SIGNAL( c; from out := out records um er of unac kno wledged messages. := umF aul := max fj umF aul F1: (When detects ’s failure) := out := out 1; is resp onsible for in-transit messages from send CLEAR message to if min then ecomes co ordinator. oot := true; par ent := LL; else par ent := min ); ecomes hild of co ordinator. F2: (When receiv es returned CLEAR message from in := 0; out := 0; no in-transit deliv erable messages et een and Figure 3: Algorithm for 12 3. Bet een time and 0, no message is sen t. time 0, the original basic computation starts. This arti�cially in tro duced computation et een and has no e�ect on the original basic computation and, in particular, the original and the augmen ted will terminate at the same time. This enables us to observ the termination of the augmen ted instead of the original. This tec hnique has een used in the TD arian to mak the DS algorithm applicable to ev en non-di�using computations. The algorithm for comprised of um er of ev en t-driv en actions, is sp eci�ed in Figure 3. Actions A1{A5 corresp onding resp ectiv ely to actions D1{D5 of the DS algorithm, are resp onsible for termination detection; the other actions, F1 and F2 cop with fault pro cesses. Action A1 simply coun ts outgoing messages, and A2 coun ts incoming ones. Moreo er, in A2 up on receiving basic message, if is not the co ordinator and has no paren t, then it ecomes hild of the pro cess that sen the message. In tuitiv ely that means ecomes engaged. When pro cess is idle, action A3 is in ok ed to ac kno wledge all the unac kno wledged receiv ed incoming messages not sen its paren par ent or detected fault pro cesses ). SIGNAL message is issued to rep ort the um er of unac kno wledged basic messages receiv ed in ]) and the set of faults detected so far. Action A4 is in ok ed when 1) is idle, 2) all messages sen ha een ac kno wledged out ), 3) has ac kno wledged all receiv ed incoming messages from pro cesses other than its paren in for all par ent i.e., A3 has een executed), and 4) either is the co ordinator or par ent LL. The condition par ent LL is includ ed here to prev en this action from eing rep eatedly executed. When the �rst three conditions hold, has essen tially ecome neutral. Th us, if is not the co ordinator, it rep orts to its paren with SIGNAL, and up dates in par ent and par ent to re ect its neutral status. Otherwise, if is the co ordinator, then it hec ks whether and umF aul for all If so, declares termination. Since umF aul when these conditions hold, These conditions roughly mean that all the pro cesses that are nonfault according to the co ordinator’s kno wledge ha eac rep orted to the co ordinator the same set of fault pro cesses as ha een detected the co ordinator itself. This pro vides consisten view ab out the set of engaged fault pro cesses that ha brok en up the main tree, and thereb o ids otherwise ossible premature, incorrect declaration of termination. A5 is triggered when receiv es SIGNAL( c; message. In this action, out ], the um er of unac kno wledged messages, is reduced and the set is added to the set of all faults kno wn to Also, the cardinalit of if bigger than previous ones, is 11 its \lo cal" status. in [1 ::n an in teger arra where in indicates the um er of messages receiv ed from that has not et ac kno wledged. out [1 ::n an in teger arra where out records the um er of messages sen to that ha not et een ac kno wledged. par ent indicating whic pro cess to rep ort to when ecomes neutral. oot indicating whether is the co ordinator. the union of all sets con tained in the SIGNAL messages that has so far receiv ed. The pro cesses in this set are no wn to ault the set of all pro cesses that itself has etected to ault (By the assumption of fault detectabilit ev ery nonfault pro cess ev en tually detects ev ery fault.) and are up dated indep ende tly; they ma ha in tersection, but are not necessarily equal. umF aul [1 ::n an in teger arra where umF aul indicates ’s kno wledge ab out the um er of faults has detected. These ariables are initiali zed as follo ws. Eac pro cess at the eginning do es not kno an pro cess failures, so and umF aul (0 0). Let the �rst co ordinator and set oot accordingly: oot tr ue and oot al for 1. ariables par ent are initiali zed in suc that the pro cesses form tree (an tree) ro oted at (e.g., par ent for and par ent LL ). No initiali ze out and in according to the structure of this tree. Sp eci�cal ly let out in if is ’s paren in the tree, and otherwise. (In the example tree, out in [1] for all 1.) Here envision that eac hild has receiv ed an inheren basic message from its paren ev en efore the basic computation starts. Or, more formally augment the basic computation whic is assumed to start at time in tro ducing an arti�cial computation et een time and 0: 1. Bet een time and 1, let the ro ot send basic message to eac of its hildren and let eac no de, up on receiving suc message, in turn send basic message to eac of its wn hildren; rep eat this un til eac leaf receiv es basic message. Let all of these �nished time 1. 2. time 1, let eac pro cess ecome either activ or idle according to its initial state as in the original basic computation. 10 The third problem is considerably harder, esp eciall if more than one pro cess fails. There are three issues here: a) Which no des in are to directly attac to (ev ery no de or just the hildren of b) Which no des in to attac to c) How to actually attac no de in to no de in It is not su�cien for to simply send message to to inform it of the new hild paren relationship due to message dela the time receiv es the notice, it ma ha ecome neutral and left tree In our approac h, issues a) and b) are resolv ed in tro ducing new hild paren rela- tionship et een every engaged pro cess and the co ordinator (the ro ot of .) If no pro cess fails during the basic computation, the tree ev olv es as in the DS algorithm. Whenev er an engaged pro cess detects failure, it ecomes hild of the co ordinator. If, in the simplest case, all the engaged pro cesses detect the failure at ab out the same time, then ha new tree in whic ev ery surviving engaged pro cess is hild of the co ordinator. Ho ev er, since not ev ery pro cess detects the failure at the same time, the transformation from to do es not ac hiev instan taneously but gradually During the course of transformation, leaf no des ma ecome neutral and lea the tree, and neutral no des ma ecome engaged and join the tree (not necessarily as hild of the co ordinator). The idea ehind this sc heme is that the co ordinator, no are that all engaged pro cesses are to rep ort to it, kno ws to ait for suc rep orts. Tw questions immediately arise: Ho do es the co ordinator kno whether or not it has receiv ed rep ort from every engaged pro cess (The co ordinator do es not kno who is and who is not engaged.) Ho do es the co ordinator kno that the rep ort it has receiv ed from pro cess is the most recen one, as pro cess ma send more than one rep ort Our strategy is to let neutral pro cesses also send rep orts and to set barrier sync hronization at the co ordinator with conditions (to describ ed in the next subsection). When these conditions are satis�ed, the co ordinator is able to answ er the ab questions. 4. or es on Let the set of pro cesses of the basic system. Pro cess is iden ti�ed the in teger and often referred to as pro cess or just Tw yp es of con trol messages are used: CLEAR and SIGNAL( c; ). CLEAR message is return- ush whose purp ose, as describ ed in Section 2.2, is to ush hannel et een nonfault pro cess and fault pro cess. SIGNAL( c; message is sen to ac kno wledge the receipt of basic messages and to rep ort that the sender has detected all the pro cesses in as fault ones. single SIGNAL( c; message of our algorithm has the e�ect of signals of the DS algorithm. The parameter is used to help the co ordinator determine whether it has receiv ed rep ort from ev ery nonfault pro cess. Eac pro cess main tains the follo wing ariables, eac subscripted with to emphasize it need not start running righ from the eginni ng of the basic computation. It ma start at later time of the basic computation and still ork correctly This useful feature of \p ostp oned start" has een incorp orated in to the DS algorithm in [16]. The CV algorithm as made fault-toleran replication. Eac no de is asso ciated with other no des, called its represen tativ es, where is the um er of tolerable faults. (The user of the algorithm needs to sp ecify the alue of .) Whenev er no de en ters an en try in to its stac k, it atomically replicates the en try and sends one cop to eac represen tativ e. Eac represen tativ eeps stac for eac no de represen ted it. In this should no de fail, at least one of its represen tativ es is still aliv and will able to sim ulate the fault no de’s lo cal stac k. It should noted that the algorithm presen ted in [26] is actually only 1-resilien t, but it as claimed its author to extendable along the directions as men tioned ab e. esili e Al ori As men tioned efore, our algorithm is based on the TD arian of the DS algorithm. shall �rst discuss some of the problems that need to solv ed in order to mak the DS algorithm fault-toleran t. 4. Pro use Pro esses Recall that in the DS algorithm, all engaged pro cesses form tree. When this tree degen- erates to nil, the computation is kno wn to terminated. least three problems need to solv ed in order to mak the algorithm fault-toleran t. First, if the co ordinator (the ro ot) fails, some surviving pro cess ust succeed as the co ordinator. Next, nonfault pro cess has to determine if the hannel from fault pro cess is empt Third, after an engaged pro cess fails, the tree of all engaged pro cesses, referred to as ma break up in to subtrees: the subtree ro oted at and the rest of whic shall still call In order for the DS algorithm or the TD arian to ork, it is necessary to re-attac to the nonfault no des in or, in other ords, to establish new hild paren relationships et een the o�spring of and the no des in It requires oth the hild and the paren to are of the existence of suc new relationship. The second problem can easily solv ed: the return- ush messages describ ed in Sec- tion 2.2 helps nonfault pro cess determine whether there are an messages in transit from fault pro cess. The �rst problem is easy to solv e. Initiall let pro cess the co ordi- nator. If it fails, let pro cess tak er the job of co ordination. If pro cess also fails, let pro cess succeed, and so on. In general, just let the nonfault pro cess with the smallest index the co ordinator. Figure 2: State ransitions of the DS algorithm main tains three ariables: in [1 ::n ], out and par ent where in is the um er of et-to- ac kno w ledge messages receiv ed from out is the total um er of ’s outgoing messages whic ha not een ac kno wledged, and par ent is the pro cess that engaged (Initially out in and par ent LL for all and .) Figure sho ws ho pro cess hanges et een the engaged and neutral states. Note that pro cess is neutral i� in and out 0; is neutral i� is idle and out 0. Also note that the ariables par ent de�ne tree consisting of all engaged pro cesses. The tree hanges shap as time passes: neutral pro cess ma ecome engaged and join the tree as leaf and leaf ma ecome neutral and drop o� the tree. When the ro ot ecomes neutral, the computation is declared to terminated. The DS algorithm requires exactly con trol messages, where is the um er of basic messages. That is optimal in terms of orst-case complexit The DS algorithm has dra wbac ks: it alw ys requires con trol messages and can only applied to di�using computations. These, ho ev er, can easily ercome [16]. First, letting eac SIGNAL carry an in teger so that it ac kno wledges basic messages at time, the total um er of con trol messages will tremendously reduced. Second, prop erly initializ in the ariables in out and par ent the algorithm can applied to non-di�using computations as ell. shall adopt these extensions in our e�ort to mak the DS algorithm fault-toleran t. e er on or enk atesan’s algorithm [26] is fault-toleran ersion of previous algorithm Chan- drasek aran and enk atesan [5]. The main idea of the CV algorithm is similar to that of the DS algorithm. But, instead of coun ting messages as in DS, the CV algorithm uses stac ks, one er pro cess, to eep record of incoming and outgoing messages. Eac pro cess’s transactions of sending or receiving message are sequen tially logged in to its stac k. When pro cess turns idle, it remo es all \receiving" en tries on the top of the stac un til \sending" en try is reac hed. The pro cess ac kno w ledges the messages corresp onding to these remo ed receiving en tries. sending en try is remo ed from the stac when an ac kno wledgemen to the corresp onding message is receiv ed. Lik the original DS algorithm, the CV algorithm, once pro ok ed, needs con trol message for eac basic message. The most in teresting feature of the CV algorithm is that D1: (When sends basic message) out := out 1; D2: (When receiv es basic message from in := in 1; if and par ent LL then par ent := ecomes engaged. D3: (When in 1) select pro cess suc that in 0) and par ent if in par ent 1); send SIGNAL to in := in 1; D4: (When is idle, out and or in 1)) if then declare termination; else ecomes neutral. send SIGNAL to par ent in par ent := in par ent 1; par ent LL en if D5: (When receiv es SIGNAL from out := out 1; Figure 1: Dijkstra-Sc holten Algorithm for but not equiv alen to that of \idle activ e". Initiall only the ro ot is engaged; all others are neutral. If neutral pro cess receiv es basic message, sa from it ecomes engaged as ell as activ e; is said to engaged and an edge is in tro duced et een the pro cesses; the in olv ed message is called an engagemen message. In this all engaged pro cesses form tree with edges directed from hildren to paren ts. Ev ery basic message is ac kno w ledged its receiv er with SIGNAL. pro cess can ac kno wledge an incoming non-engagemen message an time after the receipt. Ho ev er, it can ac kno wledge an engagemen message only if the three conditions are satis�ed: i) the pro cess is idle, ii) it has ac kno w ledged all incoming non-engagemen messages, and iii) all its outgoing messages ha een ac kno wledged. An engaged pro cess ecomes neutral again once it has ac kno w ledged its incoming engagemen message. The di�using computation is declared to ha terminated when the ro ot ecomes neutral (or more precisely when the ro ot satis�es the ab three conditions.) The algorithm is sp elle out in Figure with acting as the ro ot. Eac pro cess 1: lt Dete ta ili After pro cess fails, ev ery pro cess kno ws of the failure within �nite amoun of time. 2: or ar elia i li If pro cess do es not fail, it will ev en tually receiv all messages sen to it, but not necessarily in the order they ere sen t. 3: et rn Fl sh. If pro cess sends eturn- ush message to pro cess that is kno wn to ha failed, the comm unication net o rk will return the message to after ha ving deliv ered all other messages from to 4: eli era le essa es. message whic is not return- ush and whose desti- nation pro cess has failed is said to undeliver able The net or discards all unde- liv erable messages. Some commen ts ab out these assumptions are in order. First, fault detectabilit is necessary for fault-toleran termination detection. It can pro ed that without S1, no fault-toleran termination detection is ossible. The problem of detecting fault pro cesses is the topic of man pap ers (e.g. [7,22]). Second, the concept of return- ush is inspired that of forw ard- ush [1]: If message is sen as forwar ush ev ery message sen efore it to the same destination is guaran teed to receiv ed efore The return- ush primitiv can implemen ted using the tec hnique of [1]. Third, S4 is not crucial. If the underlying net or ho oses to return all undeliv erable messages bac to their senders, our algorithm will still ork ell. Ho ev er, in that case, return- ush from to ust implemen ted in suc that it can \ ush" the hannel et een and in oth directions. Pre ious or As men tioned in the in tro duction, our algorithm is based on the TD arian of the Dijkstra- Sc holten algorithm [11], and will ev aluated against the resilien proto col of enk atesan’s [26]. In this section, review the DS and summarize the algorithm. thorough understanding of the DS algorithm will later help understand ours. -S e or The DS algorithm is applicabl to di�using computing in whic distinguish ed pro cess, called the ot starts the basic computation, with all others initial ly idle. (Except for this constrain t, di�using computing is not di�eren from general distributed computation as describ ed in the preceding section. In particular, eac pro cess is either idle or activ during the computation.) Eac pro cess is regarded to either neutr al or engage dep ending on its status. The concept of \neutral engaged" is pro duct of the algorithm. It is related when pro cess fails it stops running forev er. faulty pr ess is one that has failed. This mo del of pro cess failure is the same as that assumed in [12,26]. Assume that the underlying system can tolerate stop-failures. (Otherwise, there ould little oin to use fault-toler ant termination detector.) If pro cesses fail during the basic computation, some basic messages (e.g. those addressed to fault pro cesses) ma ecome undeliver able and ev en tually discarded the comm unication net or k. Exactly what messages are undeli erable is haracteristic of the underlying comm unication net or and will addressed in the next subsection. Here just assume that undeliv erable messages are ev en tually discarded the net ork. De�nition The computation of fault-toleran distributed system is terminate i� 1) ev ery nonfault pro cess is idle and 2) no deliv erable basic message is still in transit in the underlyin comm unication net or k. The problem of termination dete ction is to design proto col that determines whether the computation of giv en distributed system has terminated. This de�nition is consisten with the traditional one. They refer to the same thing if no pro cess fails during the basic computation and if ev ery message is deliv erable. er un on or As oin ted out in [26], no fault-toleran termination detector is ossible in an async hronous net o rk in whic logical hannels are reliable but ma incur arbitrary dela ys for messages. It is so ev en if messages are deliv ered in FIF fashion. ercome the problem, [26] assumed three additional features of the underlying net ork a) should pro cessor fail, eac of its neigh ors kno ws of the failure within �nite amoun of time; b) message sen to failed pro cessor is returned to the sender; c) eac pro cessor is able to send or more messages atomic al ly (the last feature as not explici tly stated in the mo del but did used in their algorithm). nder these conditions, [26] presen ted fault-toleran algorithm for termination detection. close examination of the algorithm rev eals that the ab assumptions are not suf- �cien for the algorithm to ork correctly An additional condition is necessary: when message sen from to is returned to ecause is fault the returned message ust able to \ ush" all basic messages in the net or that had een sen to efore its failure. This \ ush" prop ert is not logical consequence of FIF hannels and condition b) ab e. net ork that pro vides FIF hannels and can return undeliv ered messages do es not necessarily pro vides the \ ush" service. In fact, it can sho wn that without additional assumptions no termination detector can tolerate ev en single fault pro cess. In this pap er, assume that the underlyin comm unication net o rk pro vides the follo wing service primitiv es: The main result of this pap er is fault-toleran termination detector that meets the ab requiremen ts. Indeed, ha an algorithm based on arian (the TD arian [16]) of the ell-kno wn Dijkstra-Sc holten (DS) algorithm [11]. The prop osed algorithm is 1)-resilien t, where is the um er of pro cesses. It ac hiev es fault tolerance prop erly sync hronizing the surviving pro cesses and th us incurs no cost at all (in terms of con trol messages) in getting ready for ossible fault pro cesses if no pro cess fails during the underlying computation our algorithm is as e�cien as its predecessor (the TD algorithm). The latter is one of the most e�cien that are ailable in the literature; it requires only con trol messages in the orst case, whic is optimal, and far less on the erag e. Should pro cess fail, our algorithm reco ers with at most con trol messages, whic is in most cases smaller than the algorithm’s (assuming 1, as in our case). Our algorithm also impro es in other asp ects: 1) the space complexit is as compared with nM of the V-algorithm (as is not kno wn at compile time, the algorithm requires the more exp ensiv dynamic memory allo cation); 2) our algorithm has shorter detection dela of as compared with the required the algorithm; and 3) our algorithm do es not need to send ultiple messages atomically whic is crucial for the algorithm. The next section de�nes the problem to studied. Section reviews the DS algorithm and its arian ts. Section prop oses fault-toleran algorithm whic is later pro ed correct and analyzed in Sections and 6, resp ectiv ely Pro lem and nderlyin or Pro on or our purp ose, distribute system is simply set of pro cesses running on top of comm unication net o rk (e.g., at the application la er of the OSI ISO reference mo del). Eac pro cess switc hes et een active and id le states. An activ pro cess can send and or receiv messages at will. An idle pro cess can only receiv incoming messages, and up on suc an ev en it ecomes activ immediately The underlying comm unication net ork (the lo er four la ers of the OSI mo del) is assumed to pro vide reliable end-to-end transp ort service. In the literature, the computation of distributed system without fault pro cesses is regarded as terminated i� all pro cesses are idle and no basic messages are still in transit in the underlying comm unication net ork. The problem of termination detection is to design proto col that determines whether the computation of giv en distributed system has terminated. study in this pap er the problem of termination detection in fac of faulty pr es ses There are man kinds of pro cess failures. The one studied in this pap er is the stop-failure: computation is called the asic or underlying computation, has terminated. termination detector needs to exc hange messages among its pro cesses. These messages are called ontr ol messages as distinguished from the asic messages of the underlying system. Man algorithms for termination detection are ailable in the literature. Some algo- rithms assume sync hronous comm unications [9,10,13 ,18 ,21 ,25] while others ork equally ell for async hronous systems [6,11,14,1 7,1 9,2 0]. Some algorithms in the latter category require FIF hannels [6,20], and some do not [11,14,17, 19] Most algorithms are in tended for static systems only; algorithms for dynamic systems can found in [9,17]. ault tolerance is one of the most desirable prop erties of distributed systems. While some problems are notoriously kno wn to unsolv able in the presence of fault no des[12], man distributed systems (algorithms) are able to tolerate failures of pro cesses [2,3,4] When termination detector is applied to fault-toleran underlyin system, it is desirable that the detector itself fault-toleran t. nfortunately none of the aforemen tioned termination detectors can tolerate ev en single fault pro cess. That is not particularly surprising ecause termination detection is not easier than the consensus problem whic is unsolv able in face of fault no des under the common assumption of reliable, FIF hannels for the underlying net o rk [12]. There do es exist fault-toleran termination detector the algorithm [26]. This algorithm is based on previous non-fault-toleran ersion, the CV algorithm [5]. The algorithm is 1-resilien and as claimed its author to extendable to -resilien one. (A proto col or distributed algorithm is said to -r esilient if it orks correctly ev en in the presence of fault pro cesses.) Ho ev er, as so man proto cols in the literature are kno wn to incorrect (the reader is referred to [8,15,24 for further commen ts on this), one do es not kno for sure whether suc extension is ossible without actually doing it. Ev en if the algorithm can successfully extended to -resilien one, it has sev eral dra wbac ks First, the parameter needs to pr e-sp ci� the user. Second, since the algorithm ac hiev es fault-tolerance replication, copies are needed for eac message transaction. As result, the algorithm requires con trol messages just to get itself prepared for ossible pro cess failures, where is the total um er of basic messages. This cost cannot aiv ed ev en if there is no pro cess at all that fails during the computation. Third, for eac failure that ccurs, the algorithm requires ab out =n additional con trol messages on the era ge; that could in tolerably high in message-in tensiv computation. In most existing distributed systems, pro cesses certainly ma fail, but only ccasionally or ev en rarely Th us, desirable fault-toleran algorithm is one that can tolerate an um er of faults, that runs as e�cien tly as the est a ilable non-fault-toleran algorithm if no pro cess fails during the computation, and that incurs only reasonable amoun of cost for eac pro cess failure that actually ccurs. s, s. -s stra t: termination dete ctor is distributed algorithm that, when sup erimp osed on distributed system of pro cesses, is able to determine whether the computation of the underlying system has terminated. ault tolerance is one of the most desirable prop erties of distributed systems. While some problems are notoriously kno wn to unsolv able in the presence of fault pro cesses, man distributed algorithms are able to tolerate failures of pro cesses. When termination detector is applied to fault-toleran underlying system, it is desirable that the detector itself fault-toleran t. In most existing distributed systems, pro cesses certainly ma fail, but only ccasionally or ev en rarely Th us, desirable fault- toleran algorithm is one that can tolerate an um er of faults, that runs as e�cien tly as the est a ilable non-fault-toleran algorithm if no pro cess fails during the computation, and that incurs only reasonable amoun of extra cost for eac pro cess failure that actually ccurs. In this pap er, presen fault-toleran termination detection algorithm with these nice prop erties. The algorithm is uc more e�cien than existing (fault-toleran t) ones. erms: Distributed algorithm, fault tolerance, message complexit termination detection. ro duc ion distribute system is set of pro cesses running on top of comm unication net or (e.g., at the application la er of OSI ISO reference mo del [23]). Eac pro cess switc hes et een ossible states: active and id le Activ pro cesses ma send or receiv messages at will. Idle pro cesses can receiv but cannot send messages. If an idle pro cess receiv es message, it ecomes activ immediately The system is said to terminate if conditions are satis�ed: i) all pro cesses are idle and ii) there are no messages in transit. The problem of termination dete ction is to determine whether distributed system has terminated. An algorithm that solv es the termination detection problem is called termination dete ctor termination detector itself ma regarded as distributed system whose function is to determine if another distributed system, called the asic or underlying system whose [15] A. D. Kshemk aly ani M. Singhal, \In arian t -based eri�cation of distributed deadlo detection algorithm," IEEE trans. Soft a re Engineering ol. 17, No. (Aug. 1991), 789{ 799. [16] T. -H. Lai, Y. -C. Tseng X. Dong, \A more e�cien message-optimal algorithm for dis- tributed termination detection," 6th In tl. arallel Pro cessing Symp osium (Marc 1992), 646{649. [17] T.-H. Lai, \T ermination detection for dynamically distributed systems with non-�rst- in-�rst-out comm unication," Journal of arallel and Distributed Computing (1986), 577{599. [18] E. L. Lozinskii \A remark on distributed termination," Pro c. Fifth In tl. Conf. on Dis- tributed Computing Systems (1985), 416{419. [19] F. Mattern, \Algorithms for distributed termination detection," Distributed Computing (1987), 161{175. [20] J. Misra, \Detecting termination of distributed computations using mark ers, CM Symp. on Principles of Distributed Computing (Aug. 1983), 290{294. [21] J. Misra K. M. Chandy, \T ermination detection of di�using computations in comm u- nicating sequen tial pro cesses," CM trans. on Programming Languages and Systems 4,1 (Jan. 1982), 37{43. [22] R. D. Sc hlic ting F. B. Sc hneider, \F ail-stop pro cessors: an approac to designing fault-tolerating computing systems," CM trans. on Computer Systems 1, (Aug. 1983), 222{238. [23] A. S. anen baum, Computer Net orks, Ed. 2, Pren tice-Hall, Inc. (1988). [24] G. el F. Mattern, \Commen ts on "ring based termination detection algorithm for distributed computations"," Information Pro cessing Letters 31 (Ma 1989), 127{128. [25] R. W. op or, \T ermination Detection for distributed computations," Information Pro- cessing Letter 18, 20 (Jan. 1984), 33{36. [26] S. enk atesan, \Reliable proto cols for distributed termination detection," IEEE trans. on Reliabil it 38, (Apr. 1989), 103{110. 29 BIBLIOGRAPHY [1] M. Ah uja, \Implemen tation of F-c hannels, preferable alternativ to FIF hannels," IEEE Pro ceedings of the Elev en th In tl. Conf. on Distributed Computing Systems (1991), 180{187. [2] H. ttiy a, A. Bar-No y, D. Dolev, D. Koller, D. eleg R. Reisc uk, \Ac hiev able cases in an async hronous en vironmen t," IEEE oundation of Computer Science (1987), 337{346. [3] H. ttiy a A. Bar-No y, D. Dolev, D. eleg R. Reisc uk, \Renaming in an async hronous en vironmen t," Journal of CM ol. 37, No. (July 1990), 524{548. [4] F. M. Bridgleand R. J. atro, \F ault-toleran decision making in totally async hronous distributed systems," CM Symp. on Principles of Distributed Computing (1987), 52{ 63. [5] S. Chandrasek aran S. enk atesan, \A message-optimal algorithm for distributed ter- mination detection," Journal of arallel and Distributed Computing (1990), 245{252. [6] K. M. Chandy L. Lamp ort, \Distributed snapshots: determining global states of dis- tributed systems," CM tran. on Computer Systems 3, (F eb. 1985), 63{75. [7] V. Cherk assky, H. Lari-Na ja� R. Ro oholamini, \F ault-toleran comm unications pro- cessing," IEEE In tl. Symp. on ault-T oleran Computing 21 (1991), 344{351. [8] A. L. Choudhary, W. H. Kohler, J. A. Stank vic D. wsley, \A mo di�ed priorit based prob algorithm for distributed deadlo detection and resolution," IEEE trans. Soft are Engineering ol. 15, No. (Jan. 1989), 10{17. [9] S. Cohen D. Lehmann, \Dynamic systems and their distributed termination," Pro c. First Ann ual CM Symp. on Principle of Distributed Computing (Aug. 1982), 29{33. [10] E. W. Dijkstra, W. H. eijen A. J. an Gasteren, \Deriv ation of termination detec- tion algorithm for distributed computations," Information Pro cessing Letter 16, (June 1983), 217{219. [11] E. W. Dijkstra C. S. Sc holten, \T ermination detection for di�using computations," Information Pro cessing Letter 11 (Aug. 1980), 1{4. [12] M. J. Fisc her, N. A. Lync M. S. aterson, \Imp ossibili of distributed consensus with one fault pro cess," Journal of CM ol. 32, No. (Apr. 1985), 374{382. [13] N. rancez M. Ro deh, \Ac hieving distributed termination without freezing," IEEE trans. on Soft a re Engineering SE-8,3 (Ma 1982), 287{292. [14] S.-T. Huang, \T ermination detection using distributed snapshots," Information Pro- cessing Letter 32 (Aug. 1989), 113{119. 28 mance measures in able 1. It is our view that fault-toleran algorithm should able to tolerate an um er of faults, should run as e�cien tly as the est non-fault-toleran algorithm ailable if no pro cess fails during the computation, and should incur only rea- sonable amoun of cost for eac pro cess failure that actually ccurs. The ab analyses indicate that our algorithm do es ha these nice prop erties. assumed in our mo del that the underlying comm unication net o rk pro vides re- liable, fully connected comm unication medium. This assumption is not unrealistic, for termination detectors are presumably to run at la er directly or indirectl ab the transp ort la er and the latter de�nition pro vides reliable end-to-end transp ort service to its users. Nev ertheless, the assumption of fully-conne ctedness of the underlying graph is not crucial for our algorithm. (The underlying graph is one that represen ts the underlying system, with no des represen ting pro cesses and edges represen ting comm unication patterns.) If the underlying graph is not fully connected and if termination detector is allo ed to comm unicate only et een adjacen no des (whic h, in our opinion, is requiremen of no practical necessit y), our algorithm with sligh mo di�cation will still ork, as long as the un- derlying graph is not disconnected. In suc an en vironmen t, the gauges sho wn in the ab table are still correct except that the cost er fault ecomes for the algorithm and for our algorithm and that the detection dela ecomes for our algorithm and nM for the algorithm. Conclusion ha prop osed fault-toleran algorithm for termination detection that can tolerate an um er of stop failures. This algorithm impro es er existing ones in man asp ects, includi ng orst-case message complexit era ge-case message complexit storage er- head. Most imp ortan t, it has nice features: 1) No erhead is incurred for eing fault-toleran t|if no pro cess fails during the computation, the algorithm is comparable to the est existing non-fault-toleran algorithm. 2) The cost for pro cessing eac fault ccur- rence is not high and is indep ende of oth the um er of basic messages, and the maxim um um er of fault pro cesses the algorithm can tolerate. The main idea of our algorithm is barrier set at particular pro cess. It is ossible that other existing termination detection algorithms can made fault-toleran using similar tec hniques. 27 Pr ep ar ation ost There is no preparation cost at all for our algorithm; if no pro cess fails during the computation, our algorithm ecomes the TD algorithm. The algorithm, comparison, has preparation cost of ), requiring that uc more con trol messages than its predecessor should oth applied to system without fault pro cesses. Cost er actual fault In our algorithm, for eac fault that actually ccurs during the computation, ev ery nonfault pro cess needs to send one CLEAR message and at most one SIGNAL message. Ov erall, at most messages er fault are needed. (If the ostp oned start feature is considered, extra ST AR messages for eac failure should added as eac new co ordinator ma send up to ST AR messages.) By comparison, eac time fault ccurs, the algorithm tak es snapshot and redirects eac message to represen tativ es. On the era ge, ab out =n messages need to redirected to at most represen tativ es, resulting in an erhead of =n er fault. If the user an ts the algorithm to 1)-resilien t, the quan tit =n is in the order of that is usually greater than Stor age Our algorithm uses space for eac pro cess, or in all. The algorithm uses ), as eac message transaction is stac ed in duplicates. Note that is quan tit unkno wn at compile time and th us the algorithm requires the more exp ensiv dynamic storage allo cation to main tain stac ks. Dete ction Delay The detection dela is de�ned to \the length of the longest ossible comm unication path along whic con trol messages need to sequen tially passed after the underlying computation has terminated but efore the termination is detected." The detection dela of our algorithm is ). The orst -case detection dela of the algorithm is the same as that of the CV algorithm, whic h, as oin ted out in [16], could as large as tomic sending Our algorithm do es not need an net or service other than those describ ed in Section 2.2. In addition to these services, ho ev er, the algorithm requires the underlying net ork to able to supp ort 1) -message atomic sending whic allo ws pro cess to atomically send up to (p ossibly di�eren t) messages so as to ensure that eac message transaction correctly replicated at sites. Message en gth The longest message used in our algorithm is SIGNAL( c; ). The �rst parameter is an in teger not exceeding and th us requires at most log bits. The second parameter is set of pro cess iden tities that can represen ted in tegers eac of log bits. The longest con trol message used in the algorithm is emove entry(p,q,t) (where and are pro cess iden tities and is time stamp) whic needs log log bits. or an extremely unreliable system in whic more than pro cesses ma fail during the computation, our algorithm has to use longer con trol messages than the algorithm do es. ha compared our algorithm with the algorithm and summarized their erfor- 26 aults Ov erall Message Cost olerable Base Cost Preparation Cost Cost er Actual ault Algorithm 1) =n Ours Storage Detection Dela tomic Sending Message Length Algorithm O(M) quir log log Ours O(n) Not quir log log able 1: erformance Measures. Theorem If pr es de clar es termination at time then the underlying omputation is al ly terminate at the time. erformance Analysis and Comparison In this section, analyze the erformance of our algorithm and compare it with the algorithm. Let the total um er of basic messages sen during the en tire underlying compu- tation (or just those sen in DT mo de if the feature of ostp oned start is implemen ted), and let the um er of pro cesses, the maxim um um er of faults tolerable, and the um er of actual faults. #F aults oler able the um er of faults tolerable Our algorithm can tolerate an um er of faults. The algorithm can tolerate up to pr e-sp ci� um er, of faults. Message Cost Our algorithm and the algorithm eac ha non-fault-toleran predecessor; the former is based on the TD algorithm, while the latter is on the CV algo- rithm. In order to get etter view of the algorithms’ erformances, decomp ose the erall message complexit of eac algorithm in to three comp onen ts: base cost, preparation cost, and cost er actual fault. The base cost is the um er of con trol messages required eac algorithm’s non-fault-toleran predecessor. The preparation cost is de�ned to the um er of con trol messages that is required in addition to the base cost ev en if no pro cess fails during the computation; it is the cost of pr ep aring the algorithm for ossible fault pro cesses. The cost er actual fault accoun ts for the um er of con trol messages required the algorithm in order to reco er from an actual failure. Eac pro cess-to-pro cess message is coun ted as one. Base ost As sho wn in [16], oth TD and CV algorithms are message-optimal in the orst case, but TD is more e�cien than CV on the erag e; the former requires far less than messages in an erag case, while the latter incurs at cost in all cases. 25 Sub case (i): Supp ose, at time 1, is ro oted at and is an engagemen hain. Then at time after the crash of par ent from whic it follo ws (b Lemma 6). Sub case (ii): Supp ose at time 1, is ro oted at and is not an engagemen hain. The edge c; where is the hild of on the hain ust fault-detection edge that as in tro duced in to due to ’s detection of some fault (This edge is the only non- engagemen edge on the path). time 1, as no de with paren in is engaged and so is critical. By the induction yp othesis, ). According to Corollary 2, has not rep orted to (through ma jor SIGNAL) as of time If it follo ws from Corollary that ). Otherwise, is nonfault and 6( par ent at Lemma 6, ). Sub case (iii): is ro oted at an engaged fault no de This case is not uc di�eren from (ii). Let the hild of on the hain et een and Since is engaged, 1), and the induction yp othesis, ). By Corollary 2, has not rep orted fault to time and hence 6( holds at time ollo wing similar argumen as in sub case (ii), one readily sees whether or E4 neutral pro cess ecomes engaged at time Let an fault that ecomes critical ecause of Th us, ). Let the pro cess that mak es engaged. time pro cess is in tree ro oted either at or at an engaged fault pro cess ollo wing argumen ts similar to those for case E2, can sho wn to in ). E5 An engaged pro cess detects fault at time Similar argumen ts as in case E2 can applied. With prop erties and established, the remaining one is relativ ely easy to pro e. Lemma When de clar es termination at time Pro of Assume for con tradiction that at By Lemma 2, there is nonfault engaged pro cess with par ent equal to fault engaged pro cess, or former co ordinator. In the �rst case, since is neutral at the edge i; ust fault- detection edge due to detection of some fault By de�nition, is critical fault ecause of ’s engaged status. In the other cases, par ent is readily seen to critical. As critical fault, (or elongs to (b Lemma 7). It follo ws from Lemma that (or has een rep orted to through ma jor SIGNAL, in con tradiction to Corollary 2. Therefore, ha pro ed the three prop erties men tioned in the eginning of this subsection. As remark ed there, the soundness of the algorithm follo ws directly from these prop erties. ha th us pro ed the follo wing. 24 E4 neutral pro cess ecomes engaged. In this case, at and 6( at imply at and 6( at resp ectiv ely and so the induction yp othesis. E5 pro cess in detects fault in ev en If at and then at 1. By the induction yp othesis, ). If 6( at and then 6( at and, again the induction yp othesis, ). If at time and then Lemma 5, ha par ent or par ent and all at By the induction yp othesis, or ). In the latter case, Corollary indicates that ). So in oth cases ). Since just detects 6( at Com bining it with yields 6( at It th us follo ws from the induction yp othesis ). If 6( at and then 6( par ent or 6( par ent and all at An argumen similar to the preceding one concludes that 6( at and, hence, ). Others It is not hard to see that in an other ev en t, at and 6( at imply at and 6( at resp ectiv ely and so the induction yp othesis. are no ready to pro the second prop ert Lemma Pro of pro induction on that for all ]. or the induction base, ha ). It is so ecause, Corollary 1, ev ery fault that ccurs at or efore is in ). No assume as the induction yp othesis that 1) ), where pro ), sho wing that an new critical fault in tro duced at time (i.e., in the ev en that ccurs immediately efore ), if an will detected efore time Suc fault ma in tro duced in an of the follo wing ev en t s. E1 E2 refer to the same ev en ts as in the pro ofs of Lemma 6, and 2.) E2 An engaged pro cess fails at (and so is new critical fault). time 1, elongs to non-trivial tree (according to Lemma 2). The tree ma ro oted at or at fault no de ’s paren ma or ma not (or ), and the path from to (or ma or ma not an engagemen hain. 23 The imp ortance of the notions and 6( are re ected in the follo wing lemma. Lemma et faulty at time If at ther ar nonfaulty pr ess es a; and faulty pr ess such that at or 6( at then Pro of The pro of is induction on starting with Induction Base: Supp ose at time there are nonfault pro cesses a; and fault pro cess suc that or 6( The latter case is imp ossible since Lemma ev ery nonfault pro cess in particular) has rep orted to time In the case of it ust as is neutral at and hence has no unac kno wledged basic messages. Since is neutral, it follo ws from De�nition that ). Induction Hyp othesis: Assume the lemma true for ], where Induction Step: Let 1. Let a; b; pro cesses suc that at time or 6( at time ". an to sho ). Let the engagemen hain in olv ed in or in Let the ev en that ccurs et een time and 1. Consider all ossible cases. E1 The presen co ordinator crashes at This case is imp ossible de�nition of E2 pro cess in fails in ev en By Lemma 5, ha par ent at time 1, if at time 6( par ent at if 6( at and 6( at if 6( at and In the �rst cases, the induction yp othesis indicates that ). In the third case, (= is also in as implies Corollary 1. So, in all cases, ), and as ’s failure ccurs after ’s, it follo ws from Corollary that ). E3 An engaged pro cess in ecomes neutral in This pro cess ust ecause only leaf no de in can ecome neutral. or 1, the follo wings hold: par ent at if at and at if at and 6( par ent at if 6( at and 6( at if 6( at and In all cases, the induction yp othesis. 22 Pro of In case a), the edge i; that as created due to the detection of ould ha een deleted if has rep orted to through ma jor SIGNAL. In case b), has not et detected as of time no pro ceed to pro the second prop ert men tioned ab e. need the follo w- ing de�nitions and lemmas. These de�nitions are made with resp ect to the computation in whic pro cess declares termination in ev en De�nition directed path of length zero or more in going from to is said to an engagement chain and denoted as i� the ending oin is nonfault and all edges on the path are engagemen edges. De�nition or pro cesses a; b; and time write at i� the follo wing statemen ts are oth true: 1. there exists at time an engagemen hain in ). 2. t; ], is engaged at or (i.e., if ev er turns neutral after then it ust ha detected ’s failure.) Note that ma or ma not fault at time and the path ma or ma not con tin ue to exist after Lemma Assume a) If at time and fails in event then par ent at right after ’s failur e. b) If at time and dete cts failur in event then par ent or par ent at right after the dete ction. c) If at time and omes neutr al in event then par ent at Pro of pro only statemen b); the other are quite ob vious. Supp ose at and detects failure in ev en Let par ent By Lemma 1, out in at Assume that ecomes neutral sometime et een and or are done. When ecomes neutral, out 0. But out ma ecome only in ccasions: detects the failure of or receiv es SIGNAL whic as sen after and hence con tains in its set. In the former case ha par ent at while in the latter par ent at De�nition 10 or and write 6( at time i� time pro cess has not rep orted to as fault through ma jor SIGNAL. De�nition 11 rite 6( at i� 6( and also at 21 rom these prop erties, the soundness of the algorithm can readily pro ed. In fact, prop ert 1, together with Lemma 2, implies that, at time all nonfault pro cesses are neutral and hence idle. (Note that is also neutral ecause it executes action A4 to declare termination.) As neutral pro cesses ha no unac kno wledged basic messages, only hannel connecting an engaged fault pro cess to nonfault one ma ossibly con tain deliv erable basic messages. By de�nition, is critical and hence, prop erties and 3, in ). That means has rep orted to through ma jor SIGNAL message, whic h, according to the algorithm, could ha happ ened only after had receiv ed the returned CLEAR message from (see F2 ). Th us, hannel x; is free from basic messages. By de�nition, the underlying computation is terminated at So, all what need to do is pro the three prop erties. start with the third one. Lemma for al pr esse Pro of Assume or the lemma is pro ed. Let pro cess in When declares termination at time and umF aul for all As umF aul ], and umF aul This implies that for eac pro cess has receiv ed SIGNAL( from suc that The question is whether suc SIGNAL is ma jor one. Consider an Let the pro cess in that as the last one, among all pro cesses in ), to detected as fault On detecting par ent as set to for as not fault and Let detect at time mak three observ ations. First, the �rst SIGNAL to sen after ust ma jor signal. Second, an SIGNAL( sen after time ust ha ). Third, did send some SIGNAL message(s) to after time for at least the ab men tioned SIGNAL( as sen after The lemma follo ws directly from these observ ations. Corollary If is faulty at and for some then The ab lemma giv es case in whic are able to tell what pro cesses ust ha sen ma jor SIGNAL to con taining what faults. The follo wing corollary do es just the opp osite; it sho ws cases in whic nonfault pro cess ust ha not rep orted fault to ma jor SIGNAL. Corollary Supp ose that at time pr es is faulty. As of time pr ess must have not sent to any major SIGNAL ontaining if either of the fol lowing is satis�e d: a) i; is fault-dete ction dge in due to fault b) i; is an dge in 20 ev en tually ecomes strongly neutral (Lemma 3), is sen to via SIGNAL message. When the message ev en tually arriv es at umF aul is set to Th us, ev en tually umF aul for all So, pro cess ev en tually satis�es all of the ab six conditions and declares termination. 5.4 Soun ness This section pro es the soundness of the prop osed algorithm: If some pro cess declares termination at time then the underlying computation is really terminated at that time. Assume that the co ordinator declares termination at time (it is clear that only the co ordinator can do that). Let the sequence of ev en ts that ccur efore ’s declaration, with declaring termination at the end of or ease of presen tation, assume that ev en ccurs at the momen just efore time Let the time at whic pro cess ecomes the co ordinator, i.e., if 1, the time when the co ordinator righ efore fails if 1. De�nition an time ], fault pro cess is said to critic al if at least one of the follo wing is true: is former co ordinator (i.e ), eing the co ordinator of time ); is engaged (at time ); as once kno wn some engaged pro cess (i.e., there as time suc that for some engaged (as of time pro cess ). Let denote the set of all critical fault pro cesses as of time (Note that once fault pro cess ecomes critical, it remains critical thereafter.) De�nition SIGNAL is said to major one if it is sen pro cess to its paren in (while executing A4 ). Denote the set carried in the most recen ma jor SIGNAL that has sen to time (whether it has or has not een receiv ed ). Our plan of pro of is as follo ws. First, establish three imp ortan prop erties of the algorithm: 1. 2. ). 3. for all pro cesses 19 Pro of If all the pro cesses ev en tually ecome fault then the lemma is pro ed. No assume that not all pro cesses ev en tually fail. Let the time at whic the ery last failure ccurs. Let the �nal set of fault pro cesses. By the assumption of fault detectabilit there is time when all faults in are kno wn to all nonfault pro cesses (i.e., for all ). Let max term Consider the hierarc graph of time Since the system is terminated and no fault or fault detection ccurs after time it is clear from the pro of of Lemma whic sho ws ho ma hange its structure, that after time the only ev en that ma ccur to is E3, in whic leaf no de ecomes neutral and lea es tree. sho that ev ery leaf of the hierarc graph ev en tually do es ecome neutral. Let an engaged pro cess that has no hild in claim that out ev en tually ecomes see this, observ that for an nonfault no de in as of time Lemma 1, out ecomes zero when all SIGNAL messages, if an in hannel ], ev en tually arriv at or ev ery fault pro cess out is set to when receiv es bac the CLEAR message sen to Th us, out ev en tually ecomes Since is idle and par ent in after an A3 ev en tually executes A4 and ecomes strongly neutral, thereb isolated in Rep eating this argumen t, one readily sees that ev ery nonfault pro cess that is engaged at time ev en tually ecomes strongly neutral, and th us ev en tually As for those nonfault pro cesses whic are eakly neutral at time it is not hard to see that they will ecome strongly neutral once their CLEAR messages all return. Theorem After the underlying omputation terminates, the algorithm de clar es termina- tion within �nite amount of time (unless al pr ess es fail). Pro of Assume that the underlyin computation terminates at time term and that not all pro cesses ev en tually fail (or are done). Let the �nal set of fault pro cesses. By Lemma and the assumption of fault detectabilit there is time instan term at whic and for all Assume that no pro cess has declared termination time or the theorem is pro ed. According to the algorithm, pro cess declares termination if all these conditions are satis�ed: 1) oot tr ue 2) is idle, 3) in 4) out 5) and 6) umF aul for all sho that these conditions ev en tually hold at pro cess min ), the co ordinator of time The �rst �v conditions can easily seen to hold: As has detected all faults time oot tr ue at Since the system has terminated, is idle; and this ev en tually triggers A3 and sets in By Lemma 3, ev en tually ecomes strongly neutral and out Ob viously at time As for the last condition, it ob viously holds if So assume After nonfault pro cess detects the last fault in par ent is set to After that, when 18 It is necessary to consider only those ev en ts that ma ossibly hange the structure of There are �v suc ev en ts. E1 The presen co ordinator fails. In this case, pro cess succeeds as the new co ordinator, and the edge par ent if exists, disapp ears from Th us, after the ev en t the tree ro oted at ecomes tree in category 3, and the subtree ro oted at ecomes the main tree; the lemma is still true. E2 nonfault engaged pro cess fails. In this case, the edge x; par ent disap- ears from and the subtree ro oted at ecomes tree ro oted at an engaged fault no de, whic is in category 2. The lemma remains alid. E3 An engaged nonfault pro cess �nishes action A4 and ecomes neutral (the ev en in question is the last ev en of A4 ). The edge i; par ent is deleted from The precondition out together with the fact that is not the co ordinator ensures that as leaf in efore ev en Th us, after the ev en t, ecomes neutral isolated no de and the lemma holds. E4 neutral nonfault pro cess receiv es basic message from (and hence executes A2 and ecomes engaged. There are ossibili ties as can strongly or eakly 1. par ent LL efore A2 In this case, ust engaged and therefore elongs to tree in categories 1-3. Setting par ent to attac hes the tree ro oted at to the tree con taining without violating the lemma. 2. par ent LL efore the action In this case, par ent oin ts to either the presen or former co ordinator. The new edge i; par ent (whic did not exist ecause as neutral) th us connect the tree con taining to either the main tree or to tree in category 3. The lemma holds. E5 An engaged pro cess hanges its alue of par ent in F1 This results in pro cess hanging its paren in to either the presen or former co ordinator. Again, the lemma remains true. 5. ene ss Assume that the underlying computation terminates at time term sho that some pro cess ev en t ually detects and declares termination unless all the pro cesses fail efore an o ne has hance to do that. Lemma After the underlying omputation terminates, ach nonfaulty pr ess eventual ly omes either faulty or str ongly neutr al. 17 Lemma If and ar oth nonfaulty, then out in =1 5. ru ure Pro esses De�nition an time the or dinator of the system, denoted or simply if there is no confusion, is the pro cess whose index is smallest among all nonfault pro cesses, i.e., min is nonfault at time In the algorithm, when pro cess recognizes itself as the co ordinator, oot is set to true in F1 In the DS algorithm all engaged pro cesses form tree. In our algorithm, as to seen so on, the ariables par ent of all nonfault engaged pro cesses form forest, whic will call it hierarc graph. De�nition The directed graph ), where and fh i; par ent is engaged and nonfault is called the hier ar chy gr aph (Note if is engaged then par ent LL.) The hierarc graph indicates whom an engaged nonfault pro cess will rep ort to when it ecomes neutral. distinguish et een yp es of edges in engagemen edges and fault-detection edges. An edge i; par ent in is said to fault-dete ction dge due to if par ent is set in F1 ecause of detecting the failure of An engagement dge is one that is created in A2 on receiving basic message. It should clear from the algorithm that an edge is either an engagemen or fault-detection edge. The hierarc graph pla ys an imp ortan role in our pro of. �rst sho that at an time it forms forest. Lemma any time efor the algorithm de clar es termination, forms for est om- prising the fol lowing tr es 1) tr ote at the or dinator al le the main tr e; er or mor tr e ote at engage d, faulty no des; er or mor tr e ote at former or dinators; er or mor neutr al isolate no des (faulty or nonfaulty). Pro of Initially efore an ev en ccurs, forms single tree with at the ro ot and the lemma is true. Assume the lemma is alid immediately efore an ev en sho it remains alid after the ev en t. 16 Figure 4: State transitions of pro cess Should pro cess fails, its engaged neutral status sta ys unc hanged. It is not hard to see from the ab de�nition and A4 that if pro cess is neutral then it is idle and has no unac kno w ledged incoming or outgoing basic message, and, esides, in par ent LL. Ho ev er, out ma or ma not De�nition neutral pro cess is said to str ongly so if out and we ly so otherwise. Fig. sho ws ho pro cess hanges its neutral engaged status. Note that strongly neutral pro cess sets out to and ecomes eakly so up on detecting fault or eakly neutral pro cess there is an outstanding CLEAR message from to i� out 0. After all these CLEAR messages return to it ecomes strongly neutral again. In the follo wing state simple in arian in olving the um er of unac kno wledged incoming and outgoing messages. Consider an nonfault pro cesses and Recall that out indicates the um er of basic messages sen from to whic ha not et een ac kno wledged, and in is the um er of basic messages whic has receiv ed but not et ac kno wledged. Also recall that the parameter of SIGNAL message is mean to ac kno wledge basic messages. Let the um er of basic messages in the hannel from to (whic ha een sen but not et receiv ed ). Let SIGNAL( ), SIGNAL( ), SIGNAL( all the SIGNAL messages in the hannel from to (whic ha een sen but not et receiv ed ). immediately ha the follo wing. 15 receiving ST AR messages. In the �rst case, the co ordinator sends ST AR message to ev ery other pro cess. co ordinator do es not necessarily en ter DT mo de in this y| it ma ha receiv ed ST AR message and en tered DT mo de efore ecoming co ordinator. o id ossible deadlo k, it is necessary to ensure that eac co ordinator, while aliv and whether in DT or non-DT mo de, ev en tually sends one ST AR message to ev ery other nonfault pro cess, unless it ecomes fault efore eing able to do so. The reason for co ordinator already in DT mo de to send ST AR messages is due to the command \send ST AR message to ev ery nonfault pro cess" is not an atomic action and th us the former co ordinator whic switc hed the presen co ordinator to DT mo de could ha crashed in the course of sending ST AR messages. In the next section establish the correctness of our algorithm as presen ted in the previous subsection. It is not hard to see that with the ab mo di�cations, the algorithm still can pro ed along the same line of reasoning, requiring only few minor hanges. Correc ness Pro of no pro the algorithm describ ed in the preceding section correct. Sp eci�call pro that: 1) if some pro cess declares termination, then the underlying computation is really terminated at the time, and 2) after the underlyin computation terminates, some pro cess will declare termination in �nite amoun of time. The underlying computation together with the execution of the termination detection algorithm is mo deled as single sequence of events There are �v di�eren yp es of ev en ts pro cess sends single message, receiv es message, stop-fails, detects the failure of another pro cess, erforms lo cal atomic computation. Eac ev en is regarded as ccurring at one single oin of time without utual erlapping. According to this mo del, an action of our algorithm, in general, con tains more than one ev en t. Con en tion Throughout this section, when sa any time mean an time et een ev en ts, not within an ev en t and when refer to lo cal ariable of fault pro cess, mean its alue as of the time when the pro cess failed. Also, for an ariable indicates the alue of as of time ma omitted if no confusion ma arise. 5. Pro ess us ess oun The terms neutr al and engage are emplo ed in the description of our algorithm without de�nition. They ha similar meanings as in the DS algorithm and are formally de�ned elo w. De�nition Initiall all pro cesses are engage An engaged pro cess ecomes neutr al once it successfully executes A4 neutral pro cess ecomes engage on �nishin an A2 action. 14 up dated in umF aul it could happ en that umF aul as messages do not necessarily arriv in the FIF order. ha assumed in our mo del that ev ery fault ev en tually detected ev ery nonfault pro cess. ha also seen that pro cess ma kno of fault through the set of SIGNAL. In the rest of this pap er, whenev er sa pro cess detects fault, exclusiv ely refer to the ev en of detecting the fault as assumed in the mo del, not coun ting that of kno wing fault through SIGNAL. When fault pro cess is detected F1 is in ok ed. The newly detected fault is added to and out is incremen ted one. In normal case, out coun ts only outgoing basic messages. Here, arti�cially increase the alue of out so that has hances to clean up the hannel from to it. It orks as follo ws: 1) sends CLEAR message to in F1 2) as return- ush, the message will returned to 3) when receiv es the returned CLEAR message in F2 in and out are set to zero to re ect the fact that the hannel et een and is no free of deliv erable basic messages; 4) efore that, out sta ys ositiv and thereb prev en ts from ecoming neutral and in oking A4 In F1 since new fault is detected, there is hance that emerges as the new co ordinator. So hec ks if its index is the smallest among all nonfault pro cesses. If so, ecomes new co ordinator and up dates oot and par ent accordingly Otherwise, ecomes hild of pro cess where min ). In the latter case, to the kno wledge of pro cess is the co ordinator. Of course, that ma or ma not correct, dep ending on whether or not is still aliv e. 4. os one men tioned in Section 3.2 that oth the CV and the algorithms start to run only after they switc to dete ction mo de The original DS algorithm do es not ha this \p ostp oned start" feature, but the TD arian implemen ts it to the exten that no con trol messages need to sen un til the detector switc hes to the detection mo de. Before that happ ens, although the detector is actually running, its ork in olv es only simple computation suc as coun ting outgoing and incoming basic messages and is cost-negligible. or simplic it and clarit the algorithm describ ed in the previous subsection do es not implemen the ostp oned-start feature. It is not hard, though, to mo dify the algorithm to include that feature. Basically let eac pro cess initially at NDT (not detecting termination) mo de. In this mo de, eac pro cess passiv ely collects information, up dating lo cal ariables as in A1 A2 and F1 but executes none of A3 A4 A5 F2 and th us sends no con trol message. Pro cesses switc to DT (detecting termination) mo de in one of ys 1) the presen co ordinator sp on taneously decides to en ter DT mo de, or 2) pro cesses en ter DT mo de on 13 A1: (When sends basic message to out := out 1; coun ts outgoing messages. A2: (When receiv es basic message from if oot and par ent LL) then par ent := in := in 1; coun ts incoming messages. A3: (When is idle and par ent in 0) for eac suc that par ent and in send SIGNAL( in ], message to in := 0; signalled all messages receiv ed from en for A4: (When is idle, out par ent in 0, and oot or par ent LL )) if oot then send SIGNAL( in par ent message to par ent in par ent := 0; par ent := LL; signalled paren messages. elseif and umF aul then declare termination; The barrier conditions establish. en if A5: (When receiv es SIGNAL( c; from out := out records um er of unac kno wledged messages. := umF aul := max fj umF aul F1: (When detects ’s failure) := out := out 1; is resp onsible for in-transit messages from send CLEAR message to if min then ecomes co ordinator. oot := true; par ent := LL; else par ent := min ); ecomes hild of co ordinator. F2: (When receiv es returned CLEAR message from in := 0; out := 0; no in-transit deliv erable messages et een and Figure 3: Algorithm for 12 3. Bet een time and 0, no message is sen t. time 0, the original basic computation starts. This arti�cially in tro duced computation et een and has no e�ect on the original basic computation and, in particular, the original and the augmen ted will terminate at the same time. This enables us to observ the termination of the augmen ted instead of the original. This tec hnique has een used in the TD arian to mak the DS algorithm applicable to ev en non-di�using computations. The algorithm for comprised of um er of ev en t-driv en actions, is sp eci�ed in Figure 3. Actions A1{A5 corresp onding resp ectiv ely to actions D1{D5 of the DS algorithm, are resp onsible for termination detection; the other actions, F1 and F2 cop with fault pro cesses. Action A1 simply coun ts outgoing messages, and A2 coun ts incoming ones. Moreo er, in A2 up on receiving basic message, if is not the co ordinator and has no paren t, then it ecomes hild of the pro cess that sen the message. In tuitiv ely that means ecomes engaged. When pro cess is idle, action A3 is in ok ed to ac kno wledge all the unac kno wledged receiv ed incoming messages not sen its paren par ent or detected fault pro cesses ). SIGNAL message is issued to rep ort the um er of unac kno wledged basic messages receiv ed in ]) and the set of faults detected so far. Action A4 is in ok ed when 1) is idle, 2) all messages sen ha een ac kno wledged out ), 3) has ac kno wledged all receiv ed incoming messages from pro cesses other than its paren in for all par ent i.e., A3 has een executed), and 4) either is the co ordinator or par ent LL. The condition par ent LL is includ ed here to prev en this action from eing rep eatedly executed. When the �rst three conditions hold, has essen tially ecome neutral. Th us, if is not the co ordinator, it rep orts to its paren with SIGNAL, and up dates in par ent and par ent to re ect its neutral status. Otherwise, if is the co ordinator, then it hec ks whether and umF aul for all If so, declares termination. Since umF aul when these conditions hold, These conditions roughly mean that all the pro cesses that are nonfault according to the co ordinator’s kno wledge ha eac rep orted to the co ordinator the same set of fault pro cesses as ha een detected the co ordinator itself. This pro vides consisten view ab out the set of engaged fault pro cesses that ha brok en up the main tree, and thereb o ids otherwise ossible premature, incorrect declaration of termination. A5 is triggered when receiv es SIGNAL( c; message. In this action, out ], the um er of unac kno wledged messages, is reduced and the set is added to the set of all faults kno wn to Also, the cardinalit of if bigger than previous ones, is 11 its \lo cal" status. in [1 ::n an in teger arra where in indicates the um er of messages receiv ed from that has not et ac kno wledged. out [1 ::n an in teger arra where out records the um er of messages sen to that ha not et een ac kno wledged. par ent indicating whic pro cess to rep ort to when ecomes neutral. oot indicating whether is the co ordinator. the union of all sets con tained in the SIGNAL messages that has so far receiv ed. The pro cesses in this set are no wn to ault the set of all pro cesses that itself has etected to ault (By the assumption of fault detectabilit ev ery nonfault pro cess ev en tually detects ev ery fault.) and are up dated indep ende tly; they ma ha in tersection, but are not necessarily equal. umF aul [1 ::n an in teger arra where umF aul indicates ’s kno wledge ab out the um er of faults has detected. These ariables are initiali zed as follo ws. Eac pro cess at the eginning do es not kno an pro cess failures, so and umF aul (0 0). Let the �rst co ordinator and set oot accordingly: oot tr ue and oot al for 1. ariables par ent are initiali zed in suc that the pro cesses form tree (an tree) ro oted at (e.g., par ent for and par ent LL ). No initiali ze out and in according to the structure of this tree. Sp eci�cal ly let out in if is ’s paren in the tree, and otherwise. (In the example tree, out in [1] for all 1.) Here envision that eac hild has receiv ed an inheren basic message from its paren ev en efore the basic computation starts. Or, more formally augment the basic computation whic is assumed to start at time in tro ducing an arti�cial computation et een time and 0: 1. Bet een time and 1, let the ro ot send basic message to eac of its hildren and let eac no de, up on receiving suc message, in turn send basic message to eac of its wn hildren; rep eat this un til eac leaf receiv es basic message. Let all of these �nished time 1. 2. time 1, let eac pro cess ecome either activ or idle according to its initial state as in the original basic computation. 10 The third problem is considerably harder, esp eciall if more than one pro cess fails. There are three issues here: a) Which no des in are to directly attac to (ev ery no de or just the hildren of b) Which no des in to attac to c) How to actually attac no de in to no de in It is not su�cien for to simply send message to to inform it of the new hild paren relationship due to message dela the time receiv es the notice, it ma ha ecome neutral and left tree In our approac h, issues a) and b) are resolv ed in tro ducing new hild paren rela- tionship et een every engaged pro cess and the co ordinator (the ro ot of .) If no pro cess fails during the basic computation, the tree ev olv es as in the DS algorithm. Whenev er an engaged pro cess detects failure, it ecomes hild of the co ordinator. If, in the simplest case, all the engaged pro cesses detect the failure at ab out the same time, then ha new tree in whic ev ery surviving engaged pro cess is hild of the co ordinator. Ho ev er, since not ev ery pro cess detects the failure at the same time, the transformation from to do es not ac hiev instan taneously but gradually During the course of transformation, leaf no des ma ecome neutral and lea the tree, and neutral no des ma ecome engaged and join the tree (not necessarily as hild of the co ordinator). The idea ehind this sc heme is that the co ordinator, no are that all engaged pro cesses are to rep ort to it, kno ws to ait for suc rep orts. Tw questions immediately arise: Ho do es the co ordinator kno whether or not it has receiv ed rep ort from every engaged pro cess (The co ordinator do es not kno who is and who is not engaged.) Ho do es the co ordinator kno that the rep ort it has receiv ed from pro cess is the most recen one, as pro cess ma send more than one rep ort Our strategy is to let neutral pro cesses also send rep orts and to set barrier sync hronization at the co ordinator with conditions (to describ ed in the next subsection). When these conditions are satis�ed, the co ordinator is able to answ er the ab questions. 4. or es on Let the set of pro cesses of the basic system. Pro cess is iden ti�ed the in teger and often referred to as pro cess or just Tw yp es of con trol messages are used: CLEAR and SIGNAL( c; ). CLEAR message is return- ush whose purp ose, as describ ed in Section 2.2, is to ush hannel et een nonfault pro cess and fault pro cess. SIGNAL( c; message is sen to ac kno wledge the receipt of basic messages and to rep ort that the sender has detected all the pro cesses in as fault ones. single SIGNAL( c; message of our algorithm has the e�ect of signals of the DS algorithm. The parameter is used to help the co ordinator determine whether it has receiv ed rep ort from ev ery nonfault pro cess. Eac pro cess main tains the follo wing ariables, eac subscripted with to emphasize it need not start running righ from the eginni ng of the basic computation. It ma start at later time of the basic computation and still ork correctly This useful feature of \p ostp oned start" has een incorp orated in to the DS algorithm in [16]. The CV algorithm as made fault-toleran replication. Eac no de is asso ciated with other no des, called its represen tativ es, where is the um er of tolerable faults. (The user of the algorithm needs to sp ecify the alue of .) Whenev er no de en ters an en try in to its stac k, it atomically replicates the en try and sends one cop to eac represen tativ e. Eac represen tativ eeps stac for eac no de represen ted it. In this should no de fail, at least one of its represen tativ es is still aliv and will able to sim ulate the fault no de’s lo cal stac k. It should noted that the algorithm presen ted in [26] is actually only 1-resilien t, but it as claimed its author to extendable along the directions as men tioned ab e. esili e Al ori As men tioned efore, our algorithm is based on the TD arian of the DS algorithm. shall �rst discuss some of the problems that need to solv ed in order to mak the DS algorithm fault-toleran t. 4. Pro use Pro esses Recall that in the DS algorithm, all engaged pro cesses form tree. When this tree degen- erates to nil, the computation is kno wn to terminated. least three problems need to solv ed in order to mak the algorithm fault-toleran t. First, if the co ordinator (the ro ot) fails, some surviving pro cess ust succeed as the co ordinator. Next, nonfault pro cess has to determine if the hannel from fault pro cess is empt Third, after an engaged pro cess fails, the tree of all engaged pro cesses, referred to as ma break up in to subtrees: the subtree ro oted at and the rest of whic shall still call In order for the DS algorithm or the TD arian to ork, it is necessary to re-attac to the nonfault no des in or, in other ords, to establish new hild paren relationships et een the o�spring of and the no des in It requires oth the hild and the paren to are of the existence of suc new relationship. The second problem can easily solv ed: the return- ush messages describ ed in Sec- tion 2.2 helps nonfault pro cess determine whether there are an messages in transit from fault pro cess. The �rst problem is easy to solv e. Initiall let pro cess the co ordi- nator. If it fails, let pro cess tak er the job of co ordination. If pro cess also fails, let pro cess succeed, and so on. In general, just let the nonfault pro cess with the smallest index the co ordinator. Figure 2: State ransitions of the DS algorithm main tains three ariables: in [1 ::n ], out and par ent where in is the um er of et-to- ac kno w ledge messages receiv ed from out is the total um er of ’s outgoing messages whic ha not een ac kno wledged, and par ent is the pro cess that engaged (Initially out in and par ent LL for all and .) Figure sho ws ho pro cess hanges et een the engaged and neutral states. Note that pro cess is neutral i� in and out 0; is neutral i� is idle and out 0. Also note that the ariables par ent de�ne tree consisting of all engaged pro cesses. The tree hanges shap as time passes: neutral pro cess ma ecome engaged and join the tree as leaf and leaf ma ecome neutral and drop o� the tree. When the ro ot ecomes neutral, the computation is declared to terminated. The DS algorithm requires exactly con trol messages, where is the um er of basic messages. That is optimal in terms of orst-case complexit The DS algorithm has dra wbac ks: it alw ys requires con trol messages and can only applied to di�using computations. These, ho ev er, can easily ercome [16]. First, letting eac SIGNAL carry an in teger so that it ac kno wledges basic messages at time, the total um er of con trol messages will tremendously reduced. Second, prop erly initializ in the ariables in out and par ent the algorithm can applied to non-di�using computations as ell. shall adopt these extensions in our e�ort to mak the DS algorithm fault-toleran t. e er on or enk atesan’s algorithm [26] is fault-toleran ersion of previous algorithm Chan- drasek aran and enk atesan [5]. The main idea of the CV algorithm is similar to that of the DS algorithm. But, instead of coun ting messages as in DS, the CV algorithm uses stac ks, one er pro cess, to eep record of incoming and outgoing messages. Eac pro cess’s transactions of sending or receiving message are sequen tially logged in to its stac k. When pro cess turns idle, it remo es all \receiving" en tries on the top of the stac un til \sending" en try is reac hed. The pro cess ac kno w ledges the messages corresp onding to these remo ed receiving en tries. sending en try is remo ed from the stac when an ac kno wledgemen to the corresp onding message is receiv ed. Lik the original DS algorithm, the CV algorithm, once pro ok ed, needs con trol message for eac basic message. The most in teresting feature of the CV algorithm is that D1: (When sends basic message) out := out 1; D2: (When receiv es basic message from in := in 1; if and par ent LL then par ent := ecomes engaged. D3: (When in 1) select pro cess suc that in 0) and par ent if in par ent 1); send SIGNAL to in := in 1; D4: (When is idle, out and or in 1)) if then declare termination; else ecomes neutral. send SIGNAL to par ent in par ent := in par ent 1; par ent LL en if D5: (When receiv es SIGNAL from out := out 1; Figure 1: Dijkstra-Sc holten Algorithm for but not equiv alen to that of \idle activ e". Initiall only the ro ot is engaged; all others are neutral. If neutral pro cess receiv es basic message, sa from it ecomes engaged as ell as activ e; is said to engaged and an edge is in tro duced et een the pro cesses; the in olv ed message is called an engagemen message. In this all engaged pro cesses form tree with edges directed from hildren to paren ts. Ev ery basic message is ac kno w ledged its receiv er with SIGNAL. pro cess can ac kno wledge an incoming non-engagemen message an time after the receipt. Ho ev er, it can ac kno wledge an engagemen message only if the three conditions are satis�ed: i) the pro cess is idle, ii) it has ac kno w ledged all incoming non-engagemen messages, and iii) all its outgoing messages ha een ac kno wledged. An engaged pro cess ecomes neutral again once it has ac kno w ledged its incoming engagemen message. The di�using computation is declared to ha terminated when the ro ot ecomes neutral (or more precisely when the ro ot satis�es the ab three conditions.) The algorithm is sp elle out in Figure with acting as the ro ot. Eac pro cess 1: lt Dete ta ili After pro cess fails, ev ery pro cess kno ws of the failure within �nite amoun of time. 2: or ar elia i li If pro cess do es not fail, it will ev en tually receiv all messages sen to it, but not necessarily in the order they ere sen t. 3: et rn Fl sh. If pro cess sends eturn- ush message to pro cess that is kno wn to ha failed, the comm unication net o rk will return the message to after ha ving deliv ered all other messages from to 4: eli era le essa es. message whic is not return- ush and whose desti- nation pro cess has failed is said to undeliver able The net or discards all unde- liv erable messages. Some commen ts ab out these assumptions are in order. First, fault detectabilit is necessary for fault-toleran termination detection. It can pro ed that without S1, no fault-toleran termination detection is ossible. The problem of detecting fault pro cesses is the topic of man pap ers (e.g. [7,22]). Second, the concept of return- ush is inspired that of forw ard- ush [1]: If message is sen as forwar ush ev ery message sen efore it to the same destination is guaran teed to receiv ed efore The return- ush primitiv can implemen ted using the tec hnique of [1]. Third, S4 is not crucial. If the underlying net or ho oses to return all undeliv erable messages bac to their senders, our algorithm will still ork ell. Ho ev er, in that case, return- ush from to ust implemen ted in suc that it can \ ush" the hannel et een and in oth directions. Pre ious or As men tioned in the in tro duction, our algorithm is based on the TD arian of the Dijkstra- Sc holten algorithm [11], and will ev aluated against the resilien proto col of enk atesan’s [26]. In this section, review the DS and summarize the algorithm. thorough understanding of the DS algorithm will later help understand ours. -S e or The DS algorithm is applicabl to di�using computing in whic distinguish ed pro cess, called the ot starts the basic computation, with all others initial ly idle. (Except for this constrain t, di�using computing is not di�eren from general distributed computation as describ ed in the preceding section. In particular, eac pro cess is either idle or activ during the computation.) Eac pro cess is regarded to either neutr al or engage dep ending on its status. The concept of \neutral engaged" is pro duct of the algorithm. It is related when pro cess fails it stops running forev er. faulty pr ess is one that has failed. This mo del of pro cess failure is the same as that assumed in [12,26]. Assume that the underlying system can tolerate stop-failures. (Otherwise, there ould little oin to use fault-toler ant termination detector.) If pro cesses fail during the basic computation, some basic messages (e.g. those addressed to fault pro cesses) ma ecome undeliver able and ev en tually discarded the comm unication net or k. Exactly what messages are undeli erable is haracteristic of the underlying comm unication net or and will addressed in the next subsection. Here just assume that undeliv erable messages are ev en tually discarded the net ork. De�nition The computation of fault-toleran distributed system is terminate i� 1) ev ery nonfault pro cess is idle and 2) no deliv erable basic message is still in transit in the underlyin comm unication net or k. The problem of termination dete ction is to design proto col that determines whether the computation of giv en distributed system has terminated. This de�nition is consisten with the traditional one. They refer to the same thing if no pro cess fails during the basic computation and if ev ery message is deliv erable. er un on or As oin ted out in [26], no fault-toleran termination detector is ossible in an async hronous net o rk in whic logical hannels are reliable but ma incur arbitrary dela ys for messages. It is so ev en if messages are deliv ered in FIF fashion. ercome the problem, [26] assumed three additional features of the underlying net ork a) should pro cessor fail, eac of its neigh ors kno ws of the failure within �nite amoun of time; b) message sen to failed pro cessor is returned to the sender; c) eac pro cessor is able to send or more messages atomic al ly (the last feature as not explici tly stated in the mo del but did used in their algorithm). nder these conditions, [26] presen ted fault-toleran algorithm for termination detection. close examination of the algorithm rev eals that the ab assumptions are not suf- �cien for the algorithm to ork correctly An additional condition is necessary: when message sen from to is returned to ecause is fault the returned message ust able to \ ush" all basic messages in the net or that had een sen to efore its failure. This \ ush" prop ert is not logical consequence of FIF hannels and condition b) ab e. net ork that pro vides FIF hannels and can return undeliv ered messages do es not necessarily pro vides the \ ush" service. In fact, it can sho wn that without additional assumptions no termination detector can tolerate ev en single fault pro cess. In this pap er, assume that the underlyin comm unication net o rk pro vides the follo wing service primitiv es: The main result of this pap er is fault-toleran termination detector that meets the ab requiremen ts. Indeed, ha an algorithm based on arian (the TD arian [16]) of the ell-kno wn Dijkstra-Sc holten (DS) algorithm [11]. The prop osed algorithm is 1)-resilien t, where is the um er of pro cesses. It ac hiev es fault tolerance prop erly sync hronizing the surviving pro cesses and th us incurs no cost at all (in terms of con trol messages) in getting ready for ossible fault pro cesses if no pro cess fails during the underlying computation our algorithm is as e�cien as its predecessor (the TD algorithm). The latter is one of the most e�cien that are ailable in the literature; it requires only con trol messages in the orst case, whic is optimal, and far less on the erag e. Should pro cess fail, our algorithm reco ers with at most con trol messages, whic is in most cases smaller than the algorithm’s (assuming 1, as in our case). Our algorithm also impro es in other asp ects: 1) the space complexit is as compared with nM of the V-algorithm (as is not kno wn at compile time, the algorithm requires the more exp ensiv dynamic memory allo cation); 2) our algorithm has shorter detection dela of as compared with the required the algorithm; and 3) our algorithm do es not need to send ultiple messages atomically whic is crucial for the algorithm. The next section de�nes the problem to studied. Section reviews the DS algorithm and its arian ts. Section prop oses fault-toleran algorithm whic is later pro ed correct and analyzed in Sections and 6, resp ectiv ely Pro lem and nderlyin or Pro on or our purp ose, distribute system is simply set of pro cesses running on top of comm unication net o rk (e.g., at the application la er of the OSI ISO reference mo del). Eac pro cess switc hes et een active and id le states. An activ pro cess can send and or receiv messages at will. An idle pro cess can only receiv incoming messages, and up on suc an ev en it ecomes activ immediately The underlying comm unication net ork (the lo er four la ers of the OSI mo del) is assumed to pro vide reliable end-to-end transp ort service. In the literature, the computation of distributed system without fault pro cesses is regarded as terminated i� all pro cesses are idle and no basic messages are still in transit in the underlying comm unication net ork. The problem of termination detection is to design proto col that determines whether the computation of giv en distributed system has terminated. study in this pap er the problem of termination detection in fac of faulty pr es ses There are man kinds of pro cess failures. The one studied in this pap er is the stop-failure: computation is called the asic or underlying computation, has terminated. termination detector needs to exc hange messages among its pro cesses. These messages are called ontr ol messages as distinguished from the asic messages of the underlying system. Man algorithms for termination detection are ailable in the literature. Some algo- rithms assume sync hronous comm unications [9,10,13 ,18 ,21 ,25] while others ork equally ell for async hronous systems [6,11,14,1 7,1 9,2 0]. Some algorithms in the latter category require FIF hannels [6,20], and some do not [11,14,17, 19] Most algorithms are in tended for static systems only; algorithms for dynamic systems can found in [9,17]. ault tolerance is one of the most desirable prop erties of distributed systems. While some problems are notoriously kno wn to unsolv able in the presence of fault no des[12], man distributed systems (algorithms) are able to tolerate failures of pro cesses [2,3,4] When termination detector is applied to fault-toleran underlyin system, it is desirable that the detector itself fault-toleran t. nfortunately none of the aforemen tioned termination detectors can tolerate ev en single fault pro cess. That is not particularly surprising ecause termination detection is not easier than the consensus problem whic is unsolv able in face of fault no des under the common assumption of reliable, FIF hannels for the underlying net o rk [12]. There do es exist fault-toleran termination detector the algorithm [26]. This algorithm is based on previous non-fault-toleran ersion, the CV algorithm [5]. The algorithm is 1-resilien and as claimed its author to extendable to -resilien one. (A proto col or distributed algorithm is said to -r esilient if it orks correctly ev en in the presence of fault pro cesses.) Ho ev er, as so man proto cols in the literature are kno wn to incorrect (the reader is referred to [8,15,24 for further commen ts on this), one do es not kno for sure whether suc extension is ossible without actually doing it. Ev en if the algorithm can successfully extended to -resilien one, it has sev eral dra wbac ks First, the parameter needs to pr e-sp ci� the user. Second, since the algorithm ac hiev es fault-tolerance replication, copies are needed for eac message transaction. As result, the algorithm requires con trol messages just to get itself prepared for ossible pro cess failures, where is the total um er of basic messages. This cost cannot aiv ed ev en if there is no pro cess at all that fails during the computation. Third, for eac failure that ccurs, the algorithm requires ab out =n additional con trol messages on the era ge; that could in tolerably high in message-in tensiv computation. In most existing distributed systems, pro cesses certainly ma fail, but only ccasionally or ev en rarely Th us, desirable fault-toleran algorithm is one that can tolerate an um er of faults, that runs as e�cien tly as the est a ilable non-fault-toleran algorithm if no pro cess fails during the computation, and that incurs only reasonable amoun of cost for eac pro cess failure that actually ccurs. s, s. -s stra t: termination dete ctor is distributed algorithm that, when sup erimp osed on distributed system of pro cesses, is able to determine whether the computation of the underlying system has terminated. ault tolerance is one of the most desirable prop erties of distributed systems. While some problems are notoriously kno wn to unsolv able in the presence of fault pro cesses, man distributed algorithms are able to tolerate failures of pro cesses. When termination detector is applied to fault-toleran underlying system, it is desirable that the detector itself fault-toleran t. In most existing distributed systems, pro cesses certainly ma fail, but only ccasionally or ev en rarely Th us, desirable fault- toleran algorithm is one that can tolerate an um er of faults, that runs as e�cien tly as the est a ilable non-fault-toleran algorithm if no pro cess fails during the computation, and that incurs only reasonable amoun of extra cost for eac pro cess failure that actually ccurs. In this pap er, presen fault-toleran termination detection algorithm with these nice prop erties. The algorithm is uc more e�cien than existing (fault-toleran t) ones. erms: Distributed algorithm, fault tolerance, message complexit termination detection. ro duc ion distribute system is set of pro cesses running on top of comm unication net or (e.g., at the application la er of OSI ISO reference mo del [23]). Eac pro cess switc hes et een ossible states: active and id le Activ pro cesses ma send or receiv messages at will. Idle pro cesses can receiv but cannot send messages. If an idle pro cess receiv es message, it ecomes activ immediately The system is said to terminate if conditions are satis�ed: i) all pro cesses are idle and ii) there are no messages in transit. The problem of termination dete ction is to determine whether distributed system has terminated. An algorithm that solv es the termination detection problem is called termination dete ctor termination detector itself ma regarded as distributed system whose function is to determine if another distributed system, called the asic or underlying system whose